M

Mindtime i:-wj:-dby
BaCkup I?:ackup

Mindtime
Online Backup Manager

User's Guide

Mindtime Backup
B.V.

16 Okt 2015

V6.25.1



Mindtime Mindtime Online Backup Manager
Backup User’s Guide

Mindtime Online Backup Manager

User’'s Guide

Copyright Notice

© 2015 Mindtime Backup B.V. all rights reserved.

The use and copying of this product is subject to a license agreement. Any other use is prohibited. No part of this
publication may be reproduced, transmitted, transcribed, stored in a retrieval system or translated into any language in any
form by any means without prior written consent of Mindtime Backup B.V..

Information in this manual is subject to change without notice and does not represent a commitment on the part of the
vendor; Mindtime Backup B.V. does not warrant that this document is error free. If you find any errors in this document,
please report to Mindtime Backup B.V. in writing.

This product includes software developed by the Apache Software Foundation (http://www.apache.org/.).

Trademarks

Mindtime, Mindtime Online Backup Suite, Mindtime Offsite Backup Server, Mindtime Online Backup Manager, Mindtime A-
Click Backup, Mindtime Replication Server, Mindtime BackupBox Firmware, Mindtime Universal Backup System, Mindtime
NAS Client Utility are trademarks of Mindtime Backup B.V..

Microsoft, Windows, Microsoft Exchange Server and Microsoft SQL Server are registered trademarks of Microsoft
Corporation.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective
owners.

Oracle, Oracle 8i, Oracle 9i, Oracle 10qg, Oracle 11g are registered trademarks of Oracle Corporation.
Lotus, Domino, Notes are registered trademark of IBM Corporation.

Red Hat, Red Hat Enterprise Linux, the Shadowman logo and JBoss are registered trademarks of Red Hat Inc.
www.redhat.com in the U.S. and other countries. Linux is a registered trademark of Linus Torvalds.

Apple and Mac OS X are registered trademarks of Apple Computer, Inc.

All other product names are registered trademarks of their respective owners.

Disclaimer

Mindtime Backup B.V. will not have or accept any liability, obligation or responsibility whatsoever for any loss, destruction or
damage (including without limitation consequential loss, destruction or damage} however arising from or in respect of any
use or misuse of reliance on this document. By reading and following the instructions in this document, you agree to
accept unconditionally the terms of this Disclaimer and as they may be revised and/or amended from time to time by
Mindtime Backup B.V. without prior notice to you.

Mindtime Backup
B.V.


http://www.apache.org/
http://www.redhat.com/

Mindtime Mindtime Online Backup Manager

Backup

User’'s Guide

Table of Contents

411 Installing MindtimeOBM (Installation Wizard) ..........cccoiiiiiiiiiicee e 10
4.1.2 Installing MindtimeOBM (Command liNE) ..o 10
4.1.3 Installing MindtimeOBM (Command line - Silent installation) ..........cc.cocooiiiinnne. 11
414 Configuring MiNAtiMEOBM ... 12
431 Installing MindtimeOBM ON LINUX ..c.coiiiiiiiieiie e 15
4.3.2 Installing MindtimeOBM ON SOLATIS ....c.oiuiiiiiiiee e 16
4.3.3 Installing MindtimeOBM 0N FreeBSD ..o 18
4.3.4 Installing MindtimeOBM 0N OPenBSD ...t 19
511 Uninstalling MindtimeOBM (Control Panel)...........ccccoiiiiiiiiiiecce e 27
512 Uninstalling MindtimeOBM (Command liNe)........ccccooiiiiiiiiiieeeee e 28
711 New Backup St WIZard ... 45
7.1.2 LT T o LU S PR SSURTRSPRIN 46
7.13 BACKUD SOUICE ...ttt 48
7.1.4 BaCKUDP SCREAULE ...t 50
7.1.5 = Tl 5] o 14T ] o AU URUYRUUPRRPR 53
7.1.6 Continuous Data Protection (CDP) ........ccoiiiiiiiiiiie et 59
7.17 [N=FILE DEIA ...ttt bbbttt n e 64
7.1.8 Ret@NEION POUCY ...t 64
7.1.9 BaACKUD FILLEE ..ottt e et e et eeeneeeneeenee s 68
7.1.10 158BCoMMANA LIiNE TOOL ..o 71
7.1.11 U= I ST 1o LU | o USSR TRUYRUURSRRRN 74
7.1.12 LLOCAL COPY ittt ettt ettt ettt e e ae e ene e eaeea e e e enteeneeeneeenean 77
7.1.13 (@] 01410 o KRS USSR PTRTRR 81
9.11 RESTOIE MEBNU ...ttt 96
921 Restore using the MindtimeOBM user interface.........ccooooiiiiiiiiiieeee 105
922 Restore using the web interface ... 110
9.2.3 Restore using Decrypt File WIizard.........ccoooiiiiiiiiie e 113
924 Restore USiNG SCHPE FIl ..o 118
10.11 BLOCK SIZE ..ttt 125
10.1.2 Apply to files (MINIMUM SIZE) ..cuiiiiiiie e 125
10.1.3 Delta Merging (Enable delta merging) ......ccccooovoioioieieeece e, 125
10.1.4 [N=File DA TYPE ittt ettt 132
10.1.5 UpLload fUll file WHEN ... 134
1141 For Windows XP, 2003 / R2 ... 138
11.4.2 For Windows Server 2008 / R2 / 2012, SBS 2011 ....coovoiiieiiicieeeeeeeeee 139
1151 For Windows XP, 2003 / R2 ... 142
115.2 For Windows 2008 / R2 / 2012, SBS 2011 ..o 146
11.5.3 For Windows 2008 / R2 Domain Controller..........cocooiiiiiiiiieieeieeeeeeeee e 149
1251 Recover volumes with the Recovery Wizard ... 159
1252 Recover the operating system with the Install Windows Wizard............cc.cccocceeeennee. 162
12.5.3 Recover volumes wWith COMMANG........ooiiiiiiii e 165
1254 Recover with the Windows Recovery Environment...........ccocooiiiiinencncnecccen, 166
14.11 SUPPOIEA VEISIONS ...ttt b enee 182
14.1.2 Requirements and reCOmMmMENdatioNS .......c.ooiiiiiiiiiiee e 182
14.1.3 Backup With VDDK MOAE.........ooiiiiiii e 186
14.1.4 LIMIEAEIONS ...t 186
14.1.5 OVEBIVIEW ..ttt ettt bttt a e st et e et ettt e bt e s e e et nte bt e 188
14.1.6 How to backup virtual machines on VMware ESXi / ESX Server with VDDK/non
VDDK 188
14.1.7 How to restore virtual machines on VMware ESXi / ESX Server .......ccccoovevneeenene. 193
14.1.8 How to restore raw VM files (NON-VDDK MOA) ....coooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e, 209
14.19 How to backup virtual machines on VMware ESXi / ESX Server through vCenter
WIth VDDK / NON VDDK ..ottt s et ese e 214
14.1.10 How to restore virtual machines on VMware ESXi / ESX Server through vCenter .219
1421 SUPPOITEA VEISIONS ...ttt ettt ettt ae et e steesaeesbeenbeeneeeneeaneeas 238
Mindtime Backup i

B.V.



Mindtime Mindtime Online Backup Manager

Backup

User’'s Guide

14.2.2 Requirements and reCoOmMmMeNdations ...........ccveiriiiiiiiiic e 238
14.2.3 LIMIEATIONS ... 239
14.2.4 OVEIVIEW ..ttt ettt b et ettt h e e e et b e e e st eb e b et e be b et be e et ene e 239
14.2.5 How to backup virtual machines on VMware Server.........cccoiiiicnneiesenn, 240
14.2.6 How to restore virtual machines on VMware Server..........cooccovieieenenscneceenn 244
14.2.7 How to restore individual virtual diSK...........coooiiiiiiiii e 259
14.3.1 Y] o] ele) g (=T IY7=T 6 (oY o SO 266
14.3.2 Requirements and reCoOmMmMeNdations ...........ccveiriiiiiiiiic e 266
14.3.3 LIMIEATIONS ... 267
1434 OVEIVIEW ..ottt a et et e st e e e e e s eaeeseenees e e e e eneene e e 267
14.3.5 How to backup virtual machines on VMware FUSION ..o, 267
14.3.6 How to restore virtual machines on VMware FUuSIiON ..o, 272
14.3.7 How to restore individual virtual diSK...........coooiiiiiiiii e 288
14.4.1 Y] o] ele) g (=T IY7=T 6 (oY o SO 292
14.4.2 Backup and restore of virtual machines on VMware Player and Workstation........ 292
1511 Requirements and reCoOmMmMeNdations ...........ccveiriiiiiiiiic e 294
15.1.2 [0 ) €= 14 L] o F SRS RTUTSPYRPUP 294
15.1.3 OWVEIVIBW .ttt ettt et s e e ae e eae e e ae e e enseeneeeneeeneeeneeneeeneeeneeeneeas 295
15.1.4 How to backup Microsoft virtual machines. ..o 296
15.1.5 How to restore Microsoft virtual machings ... 300
15.1.6 How to restore individual virtual disK ... 310
1521 Requirements and reCOmMmMENdatioNs .......c.ooiiiiiiiii e 320
15.2.2 [0 €= 14 L@ o F TSRO PRU PR 321
15.2.3 OIWVEIVIBW ..ottt ettt ettt e e e e ae e e s e e e s e e se e aeeeaeenseemseeneeeneeaneenneans 321
1524 How to backup Microsoft virtual machines. ..o 323
15.2.5 How to restore Microsoft virtual machings ... 327
15.2.6 How to restore individual virtual disK ... 337
15.3.1 Requirements and reCOmMmMENdatioNs .......c.ooiiiiiiiii e 346
15.3.2 [0 ) €= 14 L] o F SRS RTUTSPYRPUP 347
1533 License requirement to backup all virtual machines in a cluster...........ccccccceoinie. 348
1534 2L2BOVEIVIEW ...ttt ettt e ee et eeae e eae e ae et neeeneeeneeas 348
1535 How to backup Microsoft virtual machines in cluster environment........................ 349
15.3.6 How to restore Microsoft virtual machines in cluster environment ........................ 354
15.3.7 How to restore individual virtual disk of Microsoft virtual machines in cluster

1101V 1 ¢ a0 aT=T o} GO O USRS P RPN 364
16.2.1 Requirements and reCOmMmMENdatioNS .......c.oouiiiiiiiii e 374
16.2.2 OVEIVIBW .ttt et et e s e et e e te e teenteenseeneeeneeeaeeeaeeneeeneeeneeeneeas 374
16.2.3 How to backup Microsoft Exchange Server 2003 / 2007 .....c.ccocooiiiiiieiiieeeeee 375
16.4.1 Requirements and reCOmMmMENdatioNS .......c.oouiiiiiiiii e 386
16.4.2 OVEIVIBW .ttt et et e s e et e e te e teenteenseeneeeneeeaeeeaeeneeeneeeneeeneeas 386
16.4.3 How to backup Microsoft Exchange Server 2010 ... 387
16.6.1 Requirements and reCOmMmMENdatioNS .......c.oouiiiiiiiii e 398
16.6.2 OVEIVIBW .ttt ettt s e et e et e e teeaeenseeneeeneeeaeeeaeenbeeneeenaenneeas 399
16.6.3 License requirement to backup all Exchange Server 2010 in DAG environment..400
16.6.4 How to backup Microsoft Exchange Server 2010 (DAG) ....oocoviiiciiiiieecece 400
16.8.1 Requirements and reCOmMmMENdatioNS .......c.ooiiiiiiiiiiee e 412
16.8.2 OVEIVIBW ..ttt ettt ettt e et e st e e st e e bt e aeebeesaeenseenseenseeneesneeseans 413
16.8.3 How to backup Microsoft Exchange Server 2013 ..o 413
16.10.1  Requirements and recommeNndatioNs .........cccooiiiieiiiiieiiiceee e 423
16.10.2  OVEIVIEW ..ottt ettt ettt et e et e e st e e st e e seeebeesseesseesbeesbesnaesseesseeseeennas 424
16.10.3  License requirement to backup all Exchange Server 2013 in DAG environment.. 426
16.10.4  How to backup Microsoft Exchange Server 2013 (DAG).......cccovviieiieienieeieeee, 426
1951 Restore Microsoft SQL Server 2000 database ... 508
19.5.2 Restore Microsoft SQL Server 2005 / 2008 database ........cccoovvriceicrcenienee, 516
19.5.3 Restore Microsoft SQL Server 2012 database .........ccocveiiiiiiiiiiciee e, 525

Mindtime Backup ii

B.V.



Mindtime
Backup

Mindtime Online Backup Manager
User’s Guide

2 Overview

2.1 Conventions

Convention Descriptions Example

Bold Important information Important: The encrypting key is
independent from a backup
account's password.

Italic Folder path or file path C:\Program Files\MindtimeOBM

[l Graphical Interface Elements [Backup]

%% File path in Windows format %MindtimeOBM_HOME%

S File path in Mac OS X format SMindtimeOBM_HOME

Italic Command sudo ./uninstall.sh

2.2 Definitions, acronyms and abbreviations

Term/Abbreviation

Definition

MindtimeOBM

Mindtime™ Online Backup Manager

MindtimeOBS

Mindtime™ Offsite Backup Server

MindtimeOBM_HOME

The install location of MindtimeOBM:

Windows
C:\Program Files\MindtimeOBM

Mac OS X
/Applications/Mindtime OBM

USERPROFILE

The location where the operating system stores the user
account information.

Windows XP/2003
C:\Documents and Settings

Windows Vista/2008/7
C:\Users

Mac OS X
~/.0bm

Mindtime Backup
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2.3 System requirements

Please refer to FAQ: Mindtime Requirements for the system requirements of
MindtimeOBM.

2.4 Important notes

Images, workflow or description in this document may be different from your
installation. If you are uncertain about any of the instructions provided, please contact
your service provider for advices.

Mindtime Backup
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3 Best practices and recommendations

This chapter describes the best practices for your backup client application.

3.1 Recommended hardware specification

MindtimeOBM is recommended to be installed on a 64 bit machine, with multiple CPUs
and cores, especially for environment setup with application specific backup module
such as virtual machine, MS Exchange, or bare metal backup.

When installing the backup client application, please thoroughly evaluate the
computer's specification before the installation to ensure it meets the minimum
hardware requirements and recommendations.

For existing users, the backup process may take up a higher amount of CPU and may
slow down the client computer due to the multi-thread implementation since version 6.
Please consider upgrading your existing client computer to cope with the higher
specification demand.

Please refer to FAQ: Mindtime Requirements, for the system requirements of
MindtimeOBM.

3.2 JVM (Java Virtual Machine) memory allocation
For resource intensive backup modules such the following:

e MS Exchange Server backup

e MS VM backup

e MS Windows System backup

*  ShadowProtect System backup
e System State backup

e VMware VM backup

If you are experiencing performance issues with the backup application, a common
cause is insufficient JVM (Java Virtual Machine) memory allocated for the backup
application. The default setting of the maximum heap size is 768 MB.

Consider increasing the JVM (Java Virtual Machine) memory allocation to improve
performance of the backup operation.

Note:
The maximum memory allocated should not exceed 70% of the total memory available
for the system.

You can increase the maximum heap size of the application by referring to the
instruction provided in FAQ: How do | modify the Java heap size setting of
MindtimeOBM or MindtimeACB?.

Mindtime Backup 3
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3.3 Storage size for user folder of your operating system

Your backup user profile folder ((obm) is stored under the operating system user profile
location S{UserProfile}.

This folder is used for various purposes, such as storage of your backup logs, user
configuration files, temporary delta file and other files of temporary nature.

Ensure that sufficient disk space is present on the partition which contains the backup
user profile.

3.4 Temporary directory for MindtimeOBM
For database or application backup modules such as the following:

. MS Exchange Server backup

. MS Windows System backup

. ShadowProtect System backup
. System State backup

Corresponding data are spooled to a temporary directory before they are compressed,
encrypted and uploaded onto the backup server.

It is highly recommended that the temporary directory or volume used for these
modules is not a system volume (e.g. not the same partition which the operating system
is installed on).

It is also recommended that the temporary directory or volume configured to have at
least storage space of 150% of the expected backup size.

Regular checks on the temporary directory, for left over files due to previous
unsuccessful backup are also recommended.

Note:

Administrators need to pay attention to the maximum file size limitation of different file
system format, so that data can be backed up to the Local Copy destination (for local
copy backup), or database file can be spooled to the temporary directory (for off-site /
local database type backup).

3.5 Encryption

The encryption key is very important that it is recommended to write down, and make
additional copies of the key.

Please store the key in safe location so that it is readily available when needed to restore
data.

Mindtime Backup 4
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In some cases, encryption key is administrated by your service provider. Please consult
your service provider for further details.

For maximum security, please select an encryption key with more than 8 characters,
containing at least two of the following three character groups:

. English uppercase characters (A through Z)
. English lowercase characters (a through z)
. Numerals (O through 9)

If you lose the encryption key, the data is irretrievable.

3.6 Backup schedule

In general, it is recommended that a daily backup be performed for a server or desktop.
For mission critical server, a backup schedule should be configured according to the
requirement of your recovery plan.

For computer with multiple backup sets configured, please configure their schedule to
different time period to evenly balance the loads of the backup operation on the
computer.

3.7 Differential and incremental In-file delta backup
Consider your restore requirements before setting up your In-file delta settings:

A full backup backs up all files in full, providing the fastest restore time as the restore
would only require one set of data. But it is the most time-consuming, storage space-
intensive and the least flexible of all three types.

A differential In-file delta backup backs up only modified parts of a file since the last full
back. Differential In-file delta backup is quicker than full backup because less data are
being backed up, but the amount of data being backed up grows with each differential
In-file delta backup until the next full backup is performed.

An incremental In-file delta backup also backs up modified parts of a file. The difference
is it only backs up the changes that occurred since the last backup, be it full, differential
or incremental backup. The result is a smaller and faster backup.

While incremental backups give much greater flexibility, data backed up by long chain
of incremental In-file delta backup will take a lot longer to restore, and is prone to data
lost (e.g. broken delta chain).

The following table summarizes the benefits and drawbacks of the 3 backup types:

Type Benefits Drawbacks
Full Restoration is the fastest of | Backup process is the slowest
all three types. of all three types.
Mindtime Backup 5
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Highest storage requirement.

Differential Backup speed is faster than | Restoration is slower than
full backup. data backup with full backup.
Restoration is faster than Backup process is slower
data backup with than incremental In-file delta
incremental In-file delta. backup.

Less storage space is need
than a full backup.

Incremental Backup process is fastest of | Restoration is the slowest of
all three types. all three types.
Least storage space is Prone to data lost.
required.

Assuming that a daily backup job is performed, the following In-file delta setting is
recommended for your backup operation:

Weekday Backup Type
Day 1 Full

Day 2 Incremental
Day 3 Incremental
Day 4 Incremental
Day 5 Differential
Day 6 Incremental
Day 7 Incremental

3.8 Difference between Local Copy and Seed Load
The Local Copy and Seed Load features are very similar in terms of what they do.
While the Local Copy feature is designed for user who wants to an extra copy of the
backup data locally, at the client site, the Seed Load feature is designed for initial backup

of large data (e.g. initial backup of large MS Exchange database).

A Seed Load backup is performed onto a removable storage device to be imported on
the backup server physically, bypassing the bottleneck of Internet backup.

The major differences between Local Copy and Seed Load are:

Feature Local Copy Seed Load
Retention Policy Retention policy can be No retention policy is applied
applied on local copy on seed load backup.
backup.
Mindtime Backup 6
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In-file Delta Advance In-file Delta type No In-file Delta type setting is
setting can be applied on applied on seed load backup.

local copy backup.

Backup Schedule Local copy backup can be Seed load backup can only be
performed manually or by performed manually.
schedule.

For performance consideration, it is highly recommended that the local copy backup be
performed on a local hard disk, and not to a network location.

3.9 Recommended backup exclusions
Backing up system, system cache, redundant or non-essential files, such as Windows
page file can cause unnecessarily high data change rates and excessive use of network

bandwidth, affecting backup operations negatively.

Consider excluding the following files when configuring your backup source location.

Operating system Directory path

Windows C:\hiberfil.sys

C:\Pagefile.sys

C:\Program Files\*

C:\RECYCLER

C:\System Volume Information
C:\Windows\*

S{App_Data}\Avg7
S{App_Data}\Avg8
S{App_Data}\Kaspersky Lab
S{App_Data}\McAfee
S{App_Data}\McAfee.com
S{App_Data}\Microsoft
S{App_Data}\Sophos
S{App_Data}\Symantec

*\* tmp

*\Application Data\Macromedia\*
*\Application Data\Mozilla\*
*\Local Settings\Application Data\Microsoft\*
*\ntuser.dat

Linux /dev
/lost+found
/proc

/sys

/tmp
/var/empty
/var/lock
/var/run
/var/spool

Mindtime Backup 7
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/var/tmp

3.10 Disable SELinux (Security-Enhanced Linux)

For backup client installation on Linux, it is recommended to disable the SELinux
(Security-Enhanced Linux) feature to avoid error during your backup operation.

3.11 Single backup user account for multiple computers

For backup of multiple computers with a single account, separate backup set for each
computer must be created, because backup set cannot be shared for multiple
computers.

For administrative concerns and considerations (e.g. data lost due to incorrect
configuration), it is not recommended that a backup user account to have more than 10
backup sets for backup of multiple computers.

Incorrect configuration can lead to data lost.

3.12 Power options - plan settings consideration

Windows's power options are configured to put a computer to low power mode (sleep
or hibernate mode) automatically after a user specified time of inactivity (no usage of
mouse or keyboard).

e |f a computeris in low power mode when a scheduled backup should execute,
MindtimeOBM will not start up the computer to execute the backup.

When the computer moves out of the low power state, MindtimeOBM will not
execute the missed backup job. This can lead to missed backup.

* If a backup job is running when the computer enters low power state,
MindtimeOBM cannot prevent the computer from going into hibernation.

To prevent the above events, consider disabling or changing the client machine's power
options to allow scheduled backup to be triggered, and to allow the backup job to be
completed.

3.13 Consideration when using Continuous Data
Protection (CDP)

Some advantages of using CDP include:

e CDP prevents loss of data as the modified contents of the files are backed up
automatically in close to real-time.

Mindtime Backup 8
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* Frequently modified data is backed up in almost real-time. Thus, you can accurately
restore an earlier version created on the same day.

Although CDP can be a helpful feature, the protection offered by CDP is often heralded
without consideration of the disadvantages that it can present.

Specifically, the continuous CPU, memory and bandwidth usage can adversely affect
the corresponding machine’s performance.

Please consider the limitations imposed by CDP before utilizing such feature.
CDP is not a replacement for traditional schedule backup, but is a complimentary

backup, which works along with the scheduled backup to provide timely protection for
your data.

3.14 Size of your backup source

The total number of files selected as backup source and the relative size of each file
impacts backup performance. Fastest backups occur when the source contains fewer

large size files, while slowest backups occur when the source contains millions of small
files.

For backup set with huge amount of files, please consider splitting the set into multiple
sets with smaller source to improve the speed of the backup operation.

3.15 Recovery plan and routine recovery test

Consider performing routine recovery test to ensure your backup is setup and
performed properly. Performing recovery test can also help identify potential issues or
gaps in your recovery plan.

For best result, it is recommended that you keep the test as close as possible to a real

situation. Often times when a recovery test is to take place, administrators will plan for
the test (e.g. reconfigure the test environments, restoring certain data in advance). For
real recovery situation, administrator will not get a chance to do that.

It's important that user does not try to make the test easier, as the objective of a
successful test is not to demonstrate that everything is flawless. There might be flaws
identified in the plan throughout the test and it is important to identify those flaws.

Mindtime Backup 9
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4 Installing MindtimeOBM

This chapter describes how to install the backup client application.

4.1 Installing MindtimeOBM on Windows platforms
There are three installation methods available:

e |nstallation wizard
¢ Command line
e Command line (Silent installation)

Note: For VMware Fusion virtual machine installation on Windows platform, if the
mirrored desktop option is enabled. MindtimeOBM cannot be started after its installation.
For more information, please refer to ISSUE: Cannot start MindtimeOBM / MindtimeACB
on Windows guest VM on VMware Fusion server for reference.

4.1.1 Installing MindtimeOBM (Installation wizard)

1. Download the MindtimeOBM installer (obm-win.exe) from the Mindtime website.

2. Follow the instructions provided by Installation Wizard to complete the
installation.

3. When completed, a system tray icon for MindtimeOBM will be installed, and
MindtimeOBM will be launched automatically.

4.1.2 Installing MindtimeOBM (Command line)

This method is especially useful for installation on Windows Server 2008 Core.

1. Download the MindtimeOBM installer from the Mindtime website.

>wget http://obm-download-link/obm-win.exe

2. Execute the installation file with the appropriate switches:

>obm-win.exe /LANG=en /TASKS="Everyone"

Syntax:

Mindtime Backup 10
B.V.


https://www.mindtimebackup.eu/support/369136-Cannot-start-Pro--Pc-client-on-Windows-guest-VM-on-VMware-Fusion-server
https://www.mindtimebackup.eu/support/369136-Cannot-start-Pro--Pc-client-on-Windows-guest-VM-on-VMware-Fusion-server
http://www.mindtimebackup.eu/

Mindtime Mindtime Online Backup Manager
Backup User’s Guide
obm-win.exe [{/LANG=xx}] [{/TASK="option"}]
Parameter Description
/LANG=xx Install the backup application in the language Selected.

/TASK="option"

Install the backup application available to all users or one
user only (e.g. me only).

Value Description

XX Abbreviations of the language to install the backup
application in (e.g. en, it, fr).

option Everyone or MeOnly.

3. Press Enter.

4.1.3 Installing MindtimeOBM (Command line - Silent installation)

1. Open a Windows command prompt (with an administrative user account on the

machine).

2. Download the MindtimeOBM installer from the Mindtime website.

>wget http://obm-download-link/obm-win.exe

3. Execute the installation file with the appropriate switches:

>obm-win.exe /VERYSILENT /LANG=en /TASKS="Everyone”

Syntax:

obm-win.exe [{/SILENT | /VERYSILENT}] [{/LANG=xx}] [{/TASK="option"}]

Parameter Description

/SILENT Install the backup application showing the installation
process.

/VERYSILENT Install the backup application hiding the installation
process.

/LANG=xx Install the backup application in the language Selected.

/TASK="option" Install the backup application available to all users or one
user only (e.g. me only).

Mindtime Backup
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Value Description
XX Abbreviations of the language to install the backup
application in (e.g. en, it, fr).

option Everyone or MeOnly.

4. Press Enter.

4.1.4 Configuring MindtimeOBM

1. Launch the MindtimeOBM user interface by double clicking on the desktop icon.

2. Enter the backup server hostname in the [Backup Server] field.

3. Optional - For machine that requires Internet connection through proxy, select
the [Use proxy to access the backup server] option, and fill in the settings within
the [Proxy setting] section.

4. Press the [Next] button afterward.

5. Optional - If you do not have a backup user account, you can register for a trial
user account with the following steps:

. Enter the [Login Name] and [Password] of your choice.
. Enter your [Email] address in the textbox provided.
. Press the [Submit] button.

6. If you already have a backup user account, select [Already a user?] and logon to
the server with your existing login credentials.

7. For first time login, you will be guided to create a backup set:

. Select the [Backup Source] for the backup set.

. Configure a backup schedule for unattended backups.

. For backup set with backup schedule and network shared drive selected
as backup source, the [User Authentication for Windows] is a
mandatory field.

. Select an encryption setting for your backup set.

. Accept the default encryption settings (using the backup user account’s
password string as encrypting key) if no change are necessary.
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B.V.



Mindtime Mindtime Online Backup Manager
Backup User's Guide

Important:
Even with the default encryption setting selected, the encryption key is
independent from a backup account's password.

Encryption settings are set at a backup set’s creation time, even if the
password is changed afterward, the encryption key remain the same.

It is very important that the encryption key is written down, and
additional copies of the key are made, and stored in safe places so that
it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.
. Press the [OK] button to complete the configuration of backup set.

. Scheduled backup will run automatically at the configured schedule
time.

8. Click [Backupl] button on the left panel to perform a backup immediately.

9. Setup is now completed.

Mindtime Backup 13
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4.2 Installing MindtimeOBM on Mac OS X platforms

Please note that the steps below assume that the Mac OSX installation is already using
JRE. If this is not installed on the system, you will be prompted by the Mac OSX to install
the Java SE 6 runtime.

1.

9.

10.

Download the MindtimeOBM installer from the website.

Expand the archive and execute the MindtimeOBM package.

Follow the instructions provided by Installation Wizard to complete the
installation.

Launch the MindtimeOBM user interface by double-clicking on the desktop icon.

Enter the backup server hostname in the [Backup Server] field.

Optional - For machine that requires Internet connection through proxy, select
the [Use proxy to access the backup server] option, and fill in the settings within
the [Proxy setting] section

Press [Next] afterward.

Optional - If you do not have an backup user account, you can register for a trial
user account with the following steps:

*

*

Enter the [Login Name] and [Password] of your choice.

Note:
Minimum length of the password is 6 characters.

Enter your [Email] address in the textbox provided.

Press the [Submit] button.

If you have a backup user account already, select [Already a user?] and logon to the
server with your existing login credentials.

For first time login, you will be guided to create a backup set:

*

Enter a backup set name and select the backup module type.

Assuming that is a file backup set; select the [Backup Source] for the
backup set.

Configure a backup schedule for unattended backups.
Select an encryption setting for your backup set.

Accept the default encryption settings (using the backup user account’s
password string as encrypting key) if no change is necessary.
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Important:
Even with the default encryption setting selected, the encryption key is
independent from a backup account’s password.

Encryption settings are set at a backup set’s creation time, even if the
password is changed afterward, the encryption key remain the same.

It is very important that the encryption key is written down, and
additional copies of the key are made, and stored in safe places so that
it is readily available when needed to restore data.

If the encryption key is lost, the data is irretrievable.
. Press the [OK] button to complete the configuration of backup set.

. Scheduled backup will run automatically at the configured schedule
time.

11.  Click [Backup] button on the left panel to perform a backup immediately.

12.  Setup is now completed.

*For further details of each step, please refer to the following chapters.

4.3 Installing MindtimeOBM on Linux / FreeBSD / OpenBSD
/ Solaris

4.3.1 Installing MindtimeOBM on Linux

1. Download the MindtimeOBM tarball release from the Mindtime website

2. Logon as root user in the Linux machine.

3. Create a new SMindtimeOBM_HOME directory (e.g. /usr/local/obm ):

# mkdir —p /usr/local/obm

4. Unpack the install package to SMindtimeOBM_HOME:

# cd /usr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar

Mindtime Backup 15
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5.

432

For custom JRE - Install JRE v1.6 or above, and make note of the JRE installation
path (e.g. /usr/java).

Note:
Custom JRE is only required for client machine not running on x86 or x64.

. Create a symbolic link for JRE:

# n —sf /usr/java /usr/local/obm/jvm

. Set the SJAVA_HOME environment variable:

# export JAVA_HOME=/usr/java

Install MindtimeOBM and its related services by using the following commands:

# cd /usr/local/obm
# ./bin/install.sh > install.log

Details of the installation can be found under the install.log file.

Installing MindtimeOBM on Solaris

Download the MindtimeOBM tarball release from the Mindtime website

Logon as root user in the Solaris machine.

Install the SUNWgtar package from the Solaris Installation Media which contain
the GNU tar util.

Create a new SMindtimeOBM_HOME directory (e.g. /usr/local/obm):

# mkdir —p /usr/local/obm

Unpack the install package to SMindtimeOBM_HOME:

# cd /usr/local/obm
# gtar —zxf obm-nix.tar.gz

Mindtime Backup
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6.

10.

Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

Install JRE v1.6 or above, and make note of the JRE installation path (e.g.
/usr/java).

Create a symbolic link for JRE:

# In —s /usr/java /usr/local/obm/jvm

Set the SJAVA_HOME environment variable:

# JAVA_HOME=/usr/java;export JAVA_HOME

Install MindtimeOBM and its related services by using the following commands:

# cd /usr/local/obm
# ./bin/install.sh > install.log

Details of the installation can be found under the install.log file.
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4.3.3 Installing MindtimeOBM on FreeBSD

Please note that the steps below assume that the FreeBSD installation is already using
OpendDK version 6. If this is not installed on the system, OpenJdDK version 6 can be
downloaded from:

For FreeBSD 7 (amd64):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/amd64/packages-7-
stable/Latest/openjdk6.tbz

For FreeBSD 7 (i386):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-7-stable/Latest/openjdk6.tbz

For FreeBSD 8 (amd64):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/amd64/packages-8-
stable/Latest/openjdk6.tbz

For FreeBSD 8 (i386):
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-8-stable/Latest/openjdk6.tbz.

For more reference, please refer to the following link:
http://www.freebsdfoundation.org/downloads/java.shtml

1. Download the MindtimeOBM tarball release from the Mindtime website
2. Logon as root user in the FreeBSD machine.

3. Create a new SMindtimeOBM_Home directory (e.g. /usr/local/obm):

# mkdir —p /usr/local/obm

4. Unpack the install package to SMindtimeOBM_Home:

# cd /usr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar

5. Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

6. Create a symbolic link for JRE:
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# In —sf "/usr/local/diablo-jrel.6.0" "/usr/local/obm/jvm"

If you are using csh shell, you need to type rehash and hit [Enter] for the symbolic
link to take effect.

For other shell, please use the following command:

# setenv JAVA_HOME "/usr/local/diablo-jrel.6.0"

7. Install MindtimeOBM and its related services by using the following commands:

# cd /usr/local/obm
# ./bin/install.sh > install.log

Details of the installation can be found under the install.log file in
SMindtimeOBM_HOME/bin.

8.  Enable the backup scheduler and auto upgrade services at machine startup by
adding the following entries in the system file /etc/rc.conf:

obmaua_enable="YES"
obmscheduler_enable="YES"

Run the following scripts:

# /usr/local/etc/rc.d/obmscheduler start &
# /usr/local/etc/rc.d/obmaua start &

4.3.4 Installing MindtimeOBM on OpenBSD

Please note that the steps below assume that the OpenBSD installation is already using
JRE. If this is not installed on the system, please follow the below command to install
JRE on your OpenBSD,

For OpenBSD 4.7 (i386):
pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.7/packages/i386/jre-1.7.0.00b72p0.tgz
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For OpenBSD 4.8 (i386):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.8/packages/i386/jre-1.7.0.00b72pl.tgz
For OpenBSD 4.8 (amd64):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.8/packages/amd64/jre-
1.7.0.00b72p1.tgz

For OpenBSD 4.9 (i386):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.9/packages/i386/jre-
1.7.0.00betal22p0v0.tgz

For OpenBSD 4.9 (amd64):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/4.9/packages/amd64/jre-
1.7.0.00betal22p0v0.tgz

For OpenBSD 5.0 (i386):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/5.0/packages/i386/jre-
1.7.0.00betal22p1v0.tgz

For OpenBSD 5.0 (amd64):

pkg_add ftp://ftp.openbsd.org/pub/OpenBSD/5.0/packages/amd64/jre-
1.7.0.00betal22p1v0.tgz

1. Download the MindtimeOBM tarball release from the Mindtime website.

2. Logon as root user in the OpenBSD machine.

3. Create a new SMindtimeOBM_Home directory (e.g. /usr/local/obm):

# mkdir —p /usr/local/obm

4. Unpack the install package to SMindtimeOBM_Home:

# cd /usr/local/obm
# gunzip obm-nix.tar.gz
# tar —xf obm-nix.tar
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5.

Remove the bundled Java JRE:

# rm —rf /usr/local/obm/jre32
# rm —rf /usr/local/obm/jre64

6, Create a symbolic link for JRE:
# In —sf "/usr/local/jre-1.7.0" "/usr/local/obm/jvm"
7. If you are using csh shell, you need to type rehash and hit [Enter] for the symbolic
link to take effect.
8.  For other shell, please use the following command:
# setenv JAVA_HOME "/usr/local/jre-1.7.0"
9. Install MindtimeOBM and its related services by using the following commands:
# cd /usr/local/obm
# ./bin/install.sh > install.log
Details of the installation can be found under the install.log file in
SMindtimeOBM_HOME/bin.
10. Enable the backup scheduler and auto upgrade services at machine startup
For OpenBSD 4.9 or lower:
Enable the backup scheduler and autoupgrade services at machine startup by
adding these entries in the system file /etc/rc.local:
if [ -x /etc/obmaua | ; then
/etc/obmaua start
fi
if [ -x /etc/obmscheduler ] ; then
/etc/obmscheduler start
fi
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Run the following scripts.

/etc/obmscheduler start &
/etc/obmaua start &

For OpenBSD 5.0 or higher:
Enable the backup scheduler and autoupgrade services at machine startup by
adding this entry in the system file /etc/rc.conf.local:

pkg_scripts="obmaua obmscheduler”

or append to the existing entry, e.g. pkg_scripts="xxx yyy obmaua obmscheduler”

Run the following scripts.

/etc/rc.d/obmscheduler start &
/etc/rc.d/obmaua start &

The backup scheduler and autoupgrade services are automatically installed.
Backup sets can now run at their scheduled times automatically.

4.4 Configure MindtimeOBM via X-Windows
1. Set the DISPLAY environment variables.

sh, bash:

DISPLAY=IP_ADDRESS_OF_XTERMINALI:0.0]; export DISPLAY

For example:

DISPLAY=:0.0; export DISPLAY
or DISPLAY=127.0.0.1; export DISPLAY
or DISPLAY=127.0.0.1:0.0, export DISPLAY
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or DISPLAY=192.168.0.2; export DISPLAY
or DISPLAY=192.168.0.2:0.0; export DISPLAY

csh:

# setenv DISPLAY IP_ADDRESS_OF_XTERMINAL[:0.0]

For example:

setenv DISPLAY :0.0

or setenv DISPLAY 127.0.0.1

or setenv DISPLAY 127.0.0.1:0.0
or setenv DISPLAY 192.168.0.2

or setenv DISPLAY 192.168.0.2:0.0

2. Launch the MindtimeOBM user interface.

# sh /usr/local/obm/bin/RunOBC.sh &

3. Enter the backup server hostname in the [Backup Server] field.

4.  Optional - For machine that requires Internet connection through proxy, select
the [Use proxy to access the backup server] option, and fill in the [Proxy setting]
section.

5. Press [Next] afterward.

6. Optional - If you do not have an backup user account, you can register for a trial
user account with the following steps:

* Enter the [Login Name] and [Password] of your choice.
Note:
Minimum length of the password is 6 characters.

e  Enter your [Email] address in the textbox provided.
*  Press the [Submit] button.

7. If you have a backup user account already, select [Already a user?] and logon to
the server with your existing login credentials.

8.  For first time login, you will be guided to create a backup set:

* Select the [Backup Source] for the backup set.
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e Configure a backup schedule for unattended backups.

* Select an encryption setting for your backup set.

* Accept the default encryption settings (using the backup user account's
password string as encrypting key) if no change is necessary.

Important:
Even with the default encryption setting selected, the encryption key is
independent from a backup account’s password.

Encryption settings are set at a backup set’s creation time, even if the password
is changed afterward, the encryption key remain the same.

It is very important that the encryption key is written down, and additional
copies of the key are made, and stored in safe places so that it is readily
available when needed to restore data.

If the encryption key is lost, the data is irretrievable.

*  Press the [OK] button to complete the configuration of backup set.

e  Scheduled backup will run automatically at the configured schedule time.

Click [Backupl] button on the left panel to perform a backup immediately.

Setup is now completed.

*For further details of each step, please refer to the following chapters.
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4.5 Command line mode

1 Backup set cannot be created in command line mode.

Before accessing the backup application in command line mode, please use the
web interface to create the initial backup set:

* Login to the web interface.
e To create the initial backup set:

— Select the [Backup Set] tab, and [Add].
— Select the corresponding backup type, and [Update].

— Configure the backup set by entering the corresponding information in
the available fields, such as backup set name, source, and schedule.

— Click [Update] when complete.
* To modify an existing backup set.

— Select the [Backup Set] tab, and the corresponding set from the [Backup
Set] drop down menu.

— Modify the backup set setting as required.
— Click [Update] when complete.
¢ To remove an existing backup set:

— Select the [Backup Set] tab, and the corresponding set from the [Backup
Set] drop down menu.

— Click [Remove]

2. Access the backup application in command line mode with the Backup
Configurator:

# sh /usr/local/obm/bin/Configurator.sh

3. Enter the login credentials, backup server URL, connection protocol, and proxy
settings as requested:

Login Name: Username

’Dassword'- FhAAAAAAAAAAAA A A XA AL LA A XA A A
Backup Server URL: backup.server.com
Which Protocol? (1)Http (2) Https: 1

Use proxy? (Y)es or (N)o: Y

Proxy Type? (1)Http/Https Proxy (2) SOCKS: 1
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Enter proxy server: proxy.server.com

Enter proxy port: 123

Enter proxy username (optional): username

Enter proxy password (optional): ******xxxxkkkkdddrxx

4. Configure the encryption setting and schedule setting (e.g. if the backup set
should run on this computer) of the initial or a newly created backup set as
requests:

Found new backup set ‘BackupSetName’
Please enter the following values for this backup set:

Encrypting Algorithm?

(1) Twofish (2) AES (3) Triple DES (4) No Encryption: 1
Eanyptlng Key kA hA kA AhAhhbkkiAt

Re_Enter EﬂCI’yptlﬂg Key dhkAAkAAAAAAA A A LA AAA

Encrypting Mode? (1)ECB (2) CBC: 1

Run scheduled backup on this computer? (Y)es or (N)o: Y

5. The Backup Configurator can also be used to modify configuration settings of
existing backup set:

Main Menu:

(1). List Backup Setting

(2). Change Password

(3). Change Network Setting

(4). Change run scheduled backup setting

(5). Toggle Masked Field (Password, Encryption Key)
(6). Generate Configuration Report (text format)

(7). Quit

Your Choice:

6. To perform a backup immediately, execute the command below.

# sh /usr/local/obm/bin/RunBackupSet.sh [BackupSetName]

7. Setup is now completed.

*For further details of each step, please refer to the following chapters.
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5 Uninstalling MindtimeOBM

This chapter describes how to uninstall the backup client application.

5.1 Uninstalling MindtimeOBM on Windows platforms
There are two un-installation methods available:
* Add or Remove Programs (Control Panel)
* Command line
5.1.1 Uninstalling MindtimeOBM (Control Panel)

1 Open Start menu, select [Control Panel].

* Select [Add or Remove Programs] for Windows XP / 2003

£ Add or Remove Programs

Currently installed programs: [ Show updates Sart by:
Change or ) ) ~
Remave 7-Zip 4.63 Size 3 13ME
Programs | | rm adobe AIR |
B 2dobe Flash Player 10 Active
Ei‘! B Adobe Flash Player 11 Plugin
Add Mew
Prograrns BS Adobe Reader 9.4.4 Size  155.00ME
g Ahsay OFfsite Backup Server and Replication Server Size 1,146.00ME
@ 0 Ahsay Online Backup Manager Size  Z24.00ME
Add[Remaove Click here For support information. Used occasionally
Windows
Cormpanents To remove this program from your computer, dick Remove,
@ 0¥ Ahsay Redirector size  155.00ME
Set program | & AhsayOBS and AhsayRPS Size  440,00MB
Access and ) ) _
Defaults £ Akamai MetSession Interface See  39.63MB

* Select [Programs and Features] for Windows Vista or above
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{8l Programs and Features

= Control Panel » all Control Panel Ikems ~ Programs and Features

e {g] Search Programs and Features

Control Panel Home

View installed updates
'?:,‘ Turn Windows features on or off

Install a program From the network

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize v  Uninstal

lawalTM) 6 Update 23

DMessaging AP and Caollaboration Data Objects 1.2.1 Microsaft afz4j2010 S.23ME £.5.5165.0

EMlcrosoft Exchange Load Generator 2010 Microsaft Carporation 11/1j2011 43.1MB  14.1.180.3

41 Microsoft Exchange Server 2010 Microsoft Carporation 10/21j2010 14,1,218,15

(W Microsoft Filker Pack 2.0 Microsoft Corporation 12/z8(2011 6,82 ME  14.0,6029,1000

© Micrasoft Office 2003 Web Components Microsoft Corporation 12282011 43.3ME  12.0.6213.1000
ﬂMicrosoft Repart Viewer Redistributable 2008 5P1 Microsaft Carporation gjsjz010

[ Microsaft SQL Server 2008 R2 (64-bit) Microsaft Carporation 5J5/2010

[d Microsoft SQL Server 2008 R2 Books Online Microsaft Carporation 5J5/2010 177 ME  10,50,1600,1

|| Microsaft SGL Server 2008 RZ Native Client Microsoft Corporation 12/z8(2011 6,06 ME  10,50,1617.0

|| Microsaft SGL Server 2008 R2 Policies Microsoft Corporation 5/5f2010 934 KB 10.50.1600.1

[ Micrasaft SQL Server 2008 R2 Setup (Enalish) Microsaft Corporation 12fz5(2011 30.5ME  10.50.1617.0

[d Microsaft SQL Server 2006 Setup Suppart Files Microsaft Carporation 5J5/z2010 24.8ME 10.1.2731.0

{3 Microsoft SOL Server Browser Microsaft Carporation 5J5/2010 §.99ME  10.50.1600.1

[ E\Micmsuft SQL Server Compact 3.5 SPZ ENU Microsoft Corporation 5i5/2010 339MB 3.5.8080.0

[ Microsoft SQL Server Compact 3.5 5P2 Query Tols ENU Microsoft Corporation 5/5/2010 4.63ME  3.5.8080.0

[ Microsaft SQL Server System CLR Types (x64) Microsaft Corporation 5Js/2010 1.12ME  10.50.1600.1 s
[T Microsaft SQL Server VS5 Writer Microsaft Carporation 5J5/z2010 3.59ME  10.50.1600.1

[ Microsoft Sync Framework Runtime v1.0 (x64) Microsoft Carporation 5J5/2010 BO0ZKE 1.0.1215.0

= Microsoft Sync Services for ADCNET ¥2.0 {x64) Microsoft Corporation 5/5/2010 532 KB Z.0.1215.0

%Mi[msuft Wisual Studio 2008 Shell (integrated mode) - ENUI Microsoft Corporation 1zfza(2011 177 MB  9.0.30729 LI

O)

~| Publisher

Oracl

Ahsay Systerns Corporation Product version: 6.5.0.1
Help link: http:/fkb.ahsay.com

97.1 MB

Suppott link: Wi, ahsay . conm
Update information: http:/fforum, shsay,com/viewforum.ph...

“ersion

£.0.230

2. Select [Mindtime Online Backup Manager] from the list and press the [Remove] or
[Uninstall] button.

5.1.2 Uninstalling MindtimeOBM (Command line)

1. Open a Windows command prompt (with an administrative user account on the
machine).

2. Uninstall MindtimeOBM by running the following command:

>cd C:\Program Files\MindtimeOBM
>unins000.exe

5.2 Uninstalling MindtimeOBM on Mac OS X platforms

1. Uninstall MindtimeOBM by running the following command in terminal:

>cd SMindtimeOBM_HOME/bin
>sudo ./uninstall.sh

2. Remove all backup setting files by running the following command in terminal:
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>rm -rf ~/.obm

5.3 Uninstalling MindtimeOBM for Linux / FreeBSD /
OpenBSD / Solaris

1 Uninstall the backup application by running the uninstall scripts:

# sh /usr/local/obm/bin/uninstall.sh

2. Remove all installation files by running the following command:

# rm —rf /usr/local/obm

3. Remove all backup setting files by running the following command:

#rm —rf ~/.obm
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6 Getting started with MindtimeOBM

This chapter describes the various features available in the backup client application.

6.1 System tray launcher (Windows only)

After a successful installation of MindtimeOBM, a system tray icon will be installed, and
displayed under the Windows system tray area.

Open

All Backup Sets Backup

Backup and Logoff
Backup and Restart

BackupSet-1
TEST-Favo

Backup and Shutdown
Backup and Standby

¥ ¥ ¥ ¥ ¥ ¥

Backup and Hibernate

Help
Stop Running Backup 3

Exit

Right clicking on the MindtimeOBM system tray icon will display a menu, providing the
following functions:

Menu ltem Description
Open Click to open the logon dialog.
Backup Click to perform backup for a specific backup set in

silent background mode.

Backup and Logoff

Click to perform backup for a specific backup set in
silent background mode and logoff from Windows
when the job is completed.

Backup and Restart

Click to perform backup for a specific backup set in
silent background mode and restart Windows when the
job is completed.

Backup and Shutdown

Click to perform backup for a specific backup set in
silent background mode and shutdown Windows when
the job is completed.

Backup and Standby

Click to perform backup for a specific backup set in
silent background mode and enter the Standby mode of
Windows when the job is completed.

Backup and Hibernate

Click to perform backup for a specific backup set in
silent background mode and enter the Hibernate mode
of Windows when the job is completed
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Help Open the help dialog.
Stop running backup Click to stop a running backup job chosen from the
sub-menu.
Exit Click to closes this system tray launcher application.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

6.2 Logon dialog

For backup client computer on Windows, double-click on the MindtimeOBM desktop
icon or right-click on the system tray icon:

For backup client computer on Linux, enter the following command to start the
MindtimeOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

For initial login, the trial registration dialog will be displayed.

M Trial Registration E||E|E| R Trial Registration [Z”E|E|
Language : | English hd Language : | English h
[ Backup Server fh User Inforration
hita | = | hosthame - Login Mame :
© P ) Pagsword :
rowy Setting Confirm Fassward
[T Use proxy to access the backup server
E Contact
Email :
*ALL fields are required
Already a user? Cancel E3
MNext Cancel E3
Menu ltem Description
Language Drop down menu for selecting language to start the
backup application.
Backup Server Input box for entering hostname or IP address of the
backup server.
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http / https Drop down menu for selecting http or https protocol when
connecting to the backup server.

Proxy Setting Input area for entering proxy setting such as address, port,
proxy username and password.

Login Name Input box for entering trial backup user login name.
Password Input box for entering trial backup user password.
Contact Input box for entering trail backup user email contact.
Submit Click to create the trial backup user account.

Already a user? Click to access the login dialog, for user with backup user

account already.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

For sub-sequence login, the login dialog will be displayed.

I s

m Mindtime COnline Backup Pro Mana... E' =] '@ m Mindtime Online Backup Pro Mana... E' [=] '@
IVII':‘Iindtime Mmmdtime
a%Backup aBackup
Lagin Mame : Login Mame :
Passwaord : Password
Save password Save password
@ Forgotyour password? @ Forgotyour password?
0K Cancel B 1+ Options ‘= Language
Englizh -

E] Backup Server
hitps | = | backupXXdmindtime.nl i

‘aﬂ Proxy Setting
Lse proxy to access the backup server

Type : Proxy
Sock
Address :
Part :
User Mame :
Passwaord :
oK Cancel B = Options
| Menu Item | Description
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Login Name Input box for entering backup user account login name.
Password Input box for entering backup user account password.
Save password Checkbox to enable or disable password saving.

Forgot your password? Click to request for lost password.
Options Click to access advance option such as [Languagel],

[Backup Server] and [Proxy Setting].

Language Drop down menu for selecting language to start the
backup application.

Backup Server Input box for entering hostname or IP address of the
backup server.

http / https Drop down menu for selecting protocol when
connecting to the backup server.

Proxy Setting Input area for entering proxy setting such as address,
port, proxy username and password.

*The availability of options listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Press the [Option] button to access the [Language], [Backup Server] and [Proxy setting]
settings.

Configure the backup server information by entering the server hostname (e.g.
backup.server.com) or IP address (e.g. 192.168.1.1) of the backup server in the [Backup
Server] field.

For backup server that accepts connection on custom port only, append the hostname
or IP address in the [Backup Server] field, by adding a semi-colon (:) and the custom
port number at the end.

Example:
backup.server.com:8080 / 192.168.1.1:8443

For security concerns, you can configure the backup client application to communicate
with the backup server in SSL protocol (Secure Socket Layer), select [https] from the
dropdown menu at the [Backup Server] section.

Enter your login credentials in the [Login Name] and [Password] fields.

If you do not remember your password, press the [Forgot your password?] button to
retrieve a forgotten password email.
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Please do not attempt to login with an incorrect password, as a backup user account
will be locked after 3 bad password attempts. Backup job cannot be run for backup user
account with status as locked.

Please contact your service provider to unlock your account if it is locked.

Configure which language to start the backup application in by select the language of
your choice under the [Language] drop down menu. For the list of supported languages,
please refer to Appendix A.

To enable [Proxy setting], select the [Use proxy to access the backup server] checkbox
button, and enter the corresponding proxy information. For [Sock] proxy, both v4 and
v5 without user authentication are supported.

Press [OK] to login when all configurations are entered.

For initial login of existing backup user on new computer, you will be prompted for the
encrypting key of all existing backup set.

m Mindtime Online Backup Pro Manager EI = @
RMindtime . m .
- BBCkUp Languaage : English n = | Save Setting g/ Qwit
f }__ Summary {(pro_arjan_support)
k- Backup % Quota Usage
— Used: 289,77k 120G (0%)
F " Restore Data: 259,77k (28 files)
ﬂ . Eetentinn - 0 (0 filel
— Encryption Setting (BackupSet-1) =
Please setup the Encryption Setting of "BackupSet-17. Backup Log [
& Encryption Restore Log [
i® Default
i Custom
F—
Menu ltem Description
Enter Correct Encrypting Key Input box for entering encrypting key of existing backup
set.
OK Click to confirm on encrypting key.
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Cancel Click to proceed without using encrypting key.

Enter the correct encrypting key and click [OK] to proceed.

Alternatively, if the encrypting key is lost, press [Cancel] to proceed without encryption
(e.g. for all backup job performed afterward).

This would allow data backed up in the future to be restore-able (as they are no longer
encrypted), but existing data that are already encrypted by the lost encrypting key would
not be restore-able.

Backup Setting
T

!’1 General Do not use encryption

ﬁ Backup Source

ﬂ Backup Schedule
Encryption
In-File Delta
Retention Policy
" Backup Filter
Command Line Tool
Extra Backup

Local Copy

m Dptions

| OK & | Cancel B

In case of encrypting key lost, it is strongly recommended that a new backup set be
created, to ensure that data backed up in the future is encrypted and restore-able.

6.3 MindtimeOBM main window

The main window will be displayed after a successful login.
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Backup

. | Mindtime Online Backup Pro Manager

Mindtime _ _
a\Backup Language: [English v

Summary (pro_arjan_support)

D Save Setting @ CQuit

; Backup

Hg Cluota Usage
Used: 259,77k 26 (0%)

Data: 25977k (28 files)
Retention: 0 (0file)

F,-'" Restore
r 4

-

| Statistics
Total Backup . 2615k (29 files)

Total Restore . 0 (0 file)

Backup Log [H
Restore Log [

Last Backup

TEST-Favo

2015-10-15, 21:00 {0 day)
0 error 0warning

View log [

Icon Menu Item

Description

Backup

Click to perform backup for an existing
backup set.

Restore

Click to access the restore menu, for
restoring backed up data.

Save Setting

Click to save settings.

Quit

Click to exit out of the backup
application.

User Profile

Click to access the user profile menu.

Click to access the backup setting
menu.

Decrypt Local Copy Wizard

w
s
‘i}? Backup Setting
o)

Click to access the decrypt local copy
wizard.
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[ Decrypt File Wizard Click to access the decrypt file wizard.

About Mindtime A-Click Backup | Click to access the About Mindtime A-
Click Backup dialog.

Language Drop down menu for selecting
language to be displayed.

Backup Log Click to view previous backup log.

Restore Log Click to view previous restore log.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

|

Click on the [Backup] button to perform a backup for an existing backup set.

Click on the [Restore] button to restore backed up data from the backup server
to the client machine.

Other options will be discussed in the following chapters.
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6.4 User Profile

2

To access the user profile dialog, click on the [User Profile] button at the
application’s main window.

User Profile

. User Information

Display Mame :
Fasswoard R

= Contact

Mo existing contact
Mame :

Email

Add

@5 Time Zone
GMT+08:00 (HKT)

Lagin Mame : username

| Save password

3

Change 5

Ok Cancel E3

Menu Item

Description

Display Name

Input box for entering alias of the backup user account.

Change

Click to access the change password dialog.

Save password

Checkbox to enable or disable password saving.

Add Click to add contact information.

Remove Click to remove contact information.

Properties Click to edit existing contact information.

Name Input box for entering contact name of the backup user
account.

Email Input box for entering contact email address of the backup
user account.

Time Zone Dropdown menu for time zone setting.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

You can change the backup user account’s password, by pressing the [Change] button.
A change password dialog will be displayed afterward.
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Change Password

E=m Password
Cld Passwoaord :

Mew Passwoard :
Confirm BMew Password :

i

3

Cancel E

Enter your [Old Password] (e.g. existing password) and [New Password] into the
corresponding textbox and press [OK].

To add new contact information for the backup user account, select [Add] to open the

[Add new contact] dialog.

Add new contact

= Contact
Mame :

Email

ok 8

%]

Cancel E

Enter the corresponding information such as [Name] and [Email] in the corresponding

field, and press [OK].

To update existing contact of the backup user account, select the corresponding
contact from the [Contact] drop down menu, and select [Properties].

Properties [contact@email.com)

= Contact
Mame :
Email

ok 8

X

Cancel E

To delete existing contact of the backup user account, select the corresponding
contact from the [Contact] drop down menu, and select [Remove].
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To change the backup user account’s time zone setting, select the corresponding time
zone from the [Time Zone] drop down menu.

User, Profile [‘5_<|

. User Information
Login Mame : USername

Display Mame :
Pasgword hiiaad Change &
] Save passwoard

= Contact
Mo existing contact -
Mame :
Ermail
Add L} - §

% Time Zone
GhMT+03:00 (HKT) -

GMT+08:00 (HKT)
GhMT+03:00 (25T x|
GMT+03:00 (BEMNT) —

GMT+08:00 (WS T)
GMT+02:00 (IRKST)

GMT+08:00 (MY T) n
GMT+08:00 (PHT)

GMT+08:00 (SGT) -

6.5 About Mindtime Online Backup Manager

ol
angl
WA

Click on the [About Mindtime Online Backup Manager] button to view information
of your backup application, such as the application version, and backup service
provider's information like company name, website, email address and server hostname
or IP address.
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6.6 Backup Log

All backup activities are logged to a corresponding log files. To review them, click on the
[Backup Log] button.

[ Backup Log (=5
Show : |All -
Type Log Time
i/ Start[Windows 7 (test-win7), Mindtime Pro Backup 6.27.0.0 ] 2015M10M1516:21:18 -
i Using Temporary Directory C\Users'\Backupitemp 20151015 16:21:20

20151015 16:21:20
20151015 16:21:20
20151015 16:21:20
20151015 16:21:22
20151015 16:21:22
20151015 16:21:22
20151015 16:21:23
20151015 16:21:23
20151015 16:21:23
20151015 16:21:23

Start running pre-commands

Finished running pre-commands

Start creating Shadow Copy Set ..

Shadow Copy Set successfully created

Downloading server file list ...

Downloading server file list ... Completed

Reading backup source from hard disk ...

Getting all files which have been moved ...

Getting all files which have been moved ... Completed
Reading backup source from hard disk ... Completed

Total New Files =0

Total New Directories =0

Total Mew Links =0

Total Updated Files =0

Total Updated File Permission =0
Total Deleted Files = 0

Total Deleted Directories =0
Total Deleted Links =0

Total Moved Files =0

Start running post-commands

Cinichad runnina noct coameoaande

e o

Deleting Shadow Copy snapshot for volume "G\

20151015 16:21:24
20151015 16:21:24
20151015 16:21:24
20151015 16:21:24
20151015 16:21:24
20151015 16:21:24
20151015 16:21:24
20151015 16:21:24
20151015 16:21:24
20151015 16:21:25
20181015 16:21:25

ANARMMMNAE A8-24-TF

-

Logs per page . |50 - Page: 1/1 | =

Close &
Menu ltem Description
Backup Set Drop down menu for selecting which backup set.
Log Drop down menu for selecting which log to review (in

YYYY/MM/DD hh:mm:ss format).

Show Drop down menu to filter display of only Information, Warning,
Error, or all log entries.

Drop down menu for selecting the number of log entries to
display per page.

Logs per page

Page Drop down menu to switch the page number.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.
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6.7 Restore Log

Similar to backup, all restore activities are also logged to a corresponding log files. To
review them, click on the [Restore Log] button.

M Restore Log gl
Backup Set: BackupSet =
Lag: 2011/0301 11:89:458 - Showe - |All A
Type Log Time
i Start [Windows XP {winxp), OBM 6.3.0.0] 201170301 11:599:49
i Downloading restare file list ... 201170301 11:69:49
¥ Downloading restore file list ... Completed 2011703501 11:49:50
i Creating new directory ... "CARestore DestinatiomiBackup Source” 2011703001 11:59:50
@ Creating new directory ... "CiRestare DestinatiomBackup SourcelTest! 201103101 11:59:50
i Creating new directary .. "CARestare DestinatiomBackup SourcelTestiFalder A" 201170301 11:99:50
i Downloading ... "CiRestore Destination\Backup SourcetTestiFolder AhsaySupport® (Total 0 bytes) 201170301 11:59:50
i Restore Completed Successfully 201170301 11:548:51
Logs perpage . 50 A Fage: 1/1|=
Close &
Menu ltem Description
Backup Set Drop down menu for selecting which backup set.
Log Drop down menu for selecting which log to review (in

YYYY/MM/DD hh:mm:ss format).

Show Drop down menu to filter display of only Information, Warning,
Error, or all log entries.

Logs per page Drop down menu for selecting the number of log entries to
display per page.

Page Drop down menu to switch the page number.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.
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7 Configure backup sets

This chapter describes how to configure a backup set.

A backup set defines the configuration of a backup routine, such as backup schedule,
backup source and encryption setting as well as other options.

7.1 Backup Setting

Click on the [Backup Setting] button to:

. Create new backup set —
Select the button to add a new backup set.

. B Delete existing backup set —

Select a backup set from the drop down menu, and the B button to
remove corresponding backup set.

*  Modify existing backup set —

Select a backup set from the drop down menu, and other options from the
left panel to modify the backup set.
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Backup Setting [z|
BackupSet = E’ General
I] General E‘; Backup Set
Mame: BackupSet
| 3 Backup Source Type:  File Backup
l_ff Backup Schedule Lser Authentication forWindows
|% i Dormain :
e Encryption User Marme
¢ Continuous Data Protection Password :
[ ), In-File Deta
& Retention Palicy
Backup Filter
ra Command Line Tool
8% Eutra Backup
']" Local Copy
#33 Options
Ok Cancel £
Icon Menu ltem Description
- General Click to access the general backup set
[ } menu.
\ Backup Source Click to access the backup source
| selection menu.
- Backup Schedule Click to access the backup schedule
l setting menu.
- Encryption Click to access the encryption setting
|[‘;J‘:, menu.
Continuous Data Protection Click to access the continuous data
- protection menu.
|-‘] In-File Delta Click to access the In-file delta menu.
A .
Retention Policy Click to access the retention policy
i menu.
Backup Filter Click to access the backup filter menu.
- Command Line Tool Click to access the pre post command
- line tool menu.
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" Extra Backup Click to access the extra backup setting
1 menu.
2 Local Copy Click to access the local copy backup
]lr menu.
: Options Click to access the option menu.
¥

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

7.1.1 New Backup Set Wizard

Select the button to start the New Backup Set Wizard.

New Backup Set Wizard

Mame :
Type :

[E; Backup Set

BackupSet
File Backup
File Backup

Lotus Motes Client Backup

Lotus Domino Setver Backup
mS Exchange Semer Backup
mMS Exchange Mail Level Backup

M3 S0L Server Backup
mySCL Backup

Oracle Databhase Sener Backup

= S Canhcel E3

Select the corresponding backup type, in this case, a file backup set.

A backup set can be one of the following types:

Backup Type

Description

File

Backup set type for backup of normal files.

Lotus Domino Server

Backup set type for backup of Lotus Domino server.

Lotus Notes Client

Backup set type for backup of Lotus Notes client.
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MS Exchange Server Backup set type for backup of Microsoft Exchange
server.
MS Exchange Mail Level Backup set type for backup of individual emails (brick

level backup).

MS SQL Server Backup set type for backup of Microsoft SQL server.
MySQL Server Backup set type for backup of backup MySQL server.
Oracle Database Server Backup set type for backup of Oracle database server
System State Backup set type for backup of Microsoft Window's

System State.

ShadowProtect System Backup set type for Bare-Metal backup of your system
using StorageCraft's ShadowProtect.

Windows System Backup set type for Bare-Metal backup of your system
using Microsoft's WBAdmin.

MS VM Backup set type for backup of Virtual Machine on
Microsoft Hyper-V server.

VMware VM Backup set type for backup of Virtual Machine on
VMware server (VM Server, ESX, ESXi ... etc).

*The availability of backup type listed above may be service provider dependent. If a backup type is not available, please
check with your service provider for further details and availability.

For exact application support list, please contact your service provider for further details.

Note:
Backup set type is defined at the backup set creation time, and cannot be modified
afterward.

Next few steps of a new backup set creation process, including Backup Source, Backup
Schedule and Encryption setting configuration are discussed in the following sections of
the guide.

7.1.2 General

|-' ~  Click on the [General] tab to modify the [Backup Set Name] or [User
Authentication for Windows] setting.

For backup set with backup schedule and network shared drive selected as backup
source, the [User Authentication for Windows] is a mandatory field that must be filled
in.
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Please specify a Windows domain account for the backup client application with
sufficient permission to access the network location.

Backup Setting E|
BackupSet - B General
IJ General [ Backup Set
Mamme : | BackupSet
| ) Backup Source Type . File Backup
{__f_; Backup Schedule User Authentication for \Windows
|:J.: . i Domain Domain
(B =SNEHPEON User Mame : |Usernamea
@ Continuous Data Protection Fassword . @9908®
[} In-File Delta
s
& Retention Policy
Backup Filter
v Command Line Tool
5. Estra Backup
'Jr Local Copy
#733 Options
0k Cancel B3
Menu Items Description
Domain Input box for entering domain of the Windows domain
account.
User Name Input box for entering username of the Windows domain
account.
Password Input box for entering password of the Windows domain
account.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.
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7.1.3 Backup Source
| 1
Click on the [Backup Source] tab to configure backup source of a backup set.
A Backup Source defines the files and directories to be included for backup.

There are two types of backup source: Selected and Deselected.

+ Selected backup source defines files and directories that are to be included in a
backup set.

+ Deselected backup source defines files and directories that are to be excluded
from a backup set.

On the basic backup source selection dialog, you can select directories that are
commonly selected as backup source for backup:

+ Desktop folder

+ My Documents folder

+ Favorites folder

+ Outlook and Outlook Express folder

Backup Setting E| New Backup Set Wizard E\
BackupSet = +B Backup Source O (@ pesktap
u General O [@ Deskiop

1 () My Documents
|\ Backup Source 1) my Docurnents

7 [ 5% Favorites
| Backup Schedule N
— [l 5.¢ Favorites
H; Encryption
B
@' Continuous Data Protection @
[} In-File Delta ol oe

Advanced »
& Retention Policy

Backup Filter

Command Line Taol 4 Previous Mext v Cancel B

M Era Backup
v
% Local Copy

#33 Options

0K Cancel &3

Click on [Advanced] button to access the advanced backup source dialog to select
other directories for backup.
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m Advanced Backup Source @
Folders Name Size Date Modified
=% Computer 1.1 ESD
20 &, Local Disk (C) [ M30Cache
&-C1 1 ESD O | PerfLogs
M-}, MS0OCache 1 | Program Files
H-1 | PerfLogs 1 | Program Files (x86)
-1 . Program Files 1 |, ProgramData
-1 . Program Files (x86 ] |, Temp
#-1 | ProgramData O | Users
E-C1 ) Temp | windows
B~ Users O L .md 1KB 2015/09/03 09:33:28
B} Windows

-1 %% CD Drive (D:) VirtualBa
B[ = Adobe (E2)

-1 &) BD-ROM Drive (F7)
B[ 52 Temp (Asrv04) (T))
B[] G2 Data (Wsrv04) (X:)

- €l Network

[~ Libraries

ltems per page . |50 - Page: [1/1 |~

OK Cancel

The checkbox beside a root drives, directory or file can be in one of the following
mode:

Mode Description

v All directories and files under this directory will be backed up.
All directories and files under this directory except those explicitly excluded
will be backed up.

= Directories and files selected to this directory in the future will be backed
up as well.
Only the checked directories and files under this directory will be backed
up.

= Directories and files selected to this directory in the future will not be
backed up.

O No directory or file under this directory will be backed up.

Note:

For installation on Windows platforms, hidden directories and files will be displayed only
if the [Hide protected operating files] setting of Windows Explorer is disabled.

By selecting a parent directory as backup source, all child directories and files including
any hidden directories or files would be backup as well.
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To avoid backing up hidden directories such as the Recycle Bin folder, please select the
corresponding directories or files required as backup source directly, instead of
selecting the parent directory or root drive letter.

/7.1.4 Backup Schedule

v
l‘-"' Click on the [Backup Schedule] tab of the backup setting menu to configure
backup schedule of a backup set.

A Backup Schedule defines the time, time period allowed, and frequency that backup
job for an existing backup set should be run automatically.

Backup Setting E| New Backup Set Wizard g|
BackupSet 'B Backup Schedule ¥/ Run scheduled backup on this computer
u e Run scheduled backup on this cormputer
) Backup Source
l_f’ Backup Schedule
‘[l Encryption
@ Continuous Data Protaction
[}, nFile Delta
&, Retention Policy
Backup Filter Add i r
a{ Command Line Tool 4 Previous Mext » Cancel @
e Exira Backup
'_b,, Laocal Copy
"’\"3 Options
Add | | &
0K Gancel B
Menu ltems Description
Run scheduled backup on this computer Checkbox to enable or disable the
corresponding backup set to run on
this computer.
Add Click to add a new backup schedule.
Remove Click to remove an existing backup
schedule.
Properties Click to modify an existing backup
schedule.
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Backup
Add new backup schedule ['5__<| Add new backup schedule ['5__<|
Mame :  Mew Backup Schedule Mame | Mew Backup Schedule
2 Backup & Backup
File File
& Type & Type
Draily - Weekly | =
Backup everyday Backup on the following day(s) every week :
_ [ Sunday [ Manday [Tl Tuesday
® Time o = [T wwednesday (O] Thursday  [C Friday
Saturday
Start: (23 = | 00| =
Stop: ® on completion (Full Backup) @ Time
& At -
Start: (23 = 00| =
Ok Cancel £ Stop . @ an completion (Full Backup)
[
0K Cancel B
Add new backup schedule ['5__<| Add new backup schedule rz|
Marme © | Mew Backup Schedule Mame : | Mew Backup Schedule
I] Backup _t] Backup
File File
& Twpe & Type
fanthly | - Custom | v
Backup on the following day every maonth : Backup on the following day once :
o Day: 1 - Date frpp-mm-ddi - | 2011 -03 - 18 | >
9
™ Time
™ Time Start: 23 = ;00w
Start: (23 = . 00| = Stop: @ on completion (Full Backup)
Stop : @ oncompletion (Full Backup) (@]
[
Ok Cancel E
034 Cancel 3
Menu Items Description
Name Input box for entering backup schedule name.
Type Checkbox to select schedule type.
Daily - Backup job will run everyday at a specific time
under this schedule type
Weekly - Backup job will run on specific day(s) of a week,
at a specific time under this schedule type.
Monthly - Backup job will run on specific day of a month
(date, or special criteria such as first weekend, last
weekday), at a specific time under this schedule type.
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Custom - Backup job will run on specific day of a year
(date), at a specific time under this schedule type.

Time (At) To start backup job at a specific time.

Start - Dropdown menu to select the start time of a
backup job.

Stop — Option to allow a backup job to run to
completion, or to stop the running backup job after a
specified hour.

Time (Periodically) To start backup job at regular intervals of time.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

To configure a Daily backup schedule where backup job will run everyday at 8:00pm:

Select [Add] to open the [Add new backup schedule] dialog.
Enter name of the backup schedule.

Select [Daily] from the schedule [Type] dropdown menu.
Select [At] from the [Time] dropdown menu.

Configure start time to be 20:00

Configure the stop option according to your requirement.

oA WN

To configure a Weekly backup schedule where backup job will run on Friday every week
at 8:00pm:

Select [Add] to open the [Add new backup schedule] dialog.
Enter name of the backup schedule.

Select [Weekly] from the schedule [Type] dropdown menu.
Select the checkbox beside [Friday].

Select [At] from the [Time] dropdown menu.

Configure start time to be 20:00

Configure the stop option according to your requirement.

Noonhsuwn =

To configure a Monthly backup schedule where backup job will run on first weekend of
every month at 8:00pm:

Select [Add] to open the [Add new backup schedule] dialog.
Enter name of the backup schedule.

Select [Monthly] from the schedule [Type] dropdown menu.
Select [First], [Weekend].

Select [At] from the [Time] dropdown menu.

Configure start time to be 20:00

Configure the stop option according to your requirement.

Noohsun =
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To configure a Custom backup schedule where backup job will run on Jan 1st of 2012
(2012-01-01) at 8:00pm:

Select [Add] to open the [Add new backup schedule] dialog.

Enter name of the backup schedule.

Select [Custom] from the schedule [Type] dropdown menu.

Enter the date when the backup should be performed (YYYY-MM-DD).
Configure start time to be 20:00

Configure the stop option according to your requirement.

oUW

Note that multiple backup schedules of different type (e.g. daily, weekly) can also be
configured for a single backup set.

For example:
+ Daily backup schedule at 00:00
+ Daily backup schedule at 12:00
+ Weekly backup schedule on Friday at 18:00

Combination of these schedules effectively creates a schedule for backup at 00:00 and
13:00 everyday, and 18:00 every Friday.

/.1.5 Encryption

i
|-" Before files are uploaded to the backup server, they are first compressed and
encrypted with an algorithm, mode and key of your choice.

Select the [Encryption] tab to view the current encryption setting of an existing backup
set.
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Backup
Backup Setting fz|
BackupSet = |[+]=| Encryntion
[] General Algarithm : AES
| ) Backup Saurce Wode ECB
Key Length : 2486 hits
L’f_’f Backup Schedule Encrypting key | =
|l_]: Encryption Mask encrypting key
@' Continuous Data Protection
(). In-File Detta
el
& Retention Policy
Backup Filter
@ Command Line Toal
8. Eura Backup
'b Laocal Copy
“,E} Options
oK Cancel B
Menu Items Description
Encryption key Text box displaying the encryption key for the
corresponding backup set.
Mask encryption key Checkbox to enable or disable masking of the
encrypting key.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Encryption settings are set at a backup set’s creation time in the New Backup Set Wizard.
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New Backup Set Wizarnd

(B Encryption
i) Default

i Custam

["l Do ot use encryption
Algarithm ;| Twofish |+
Mode . @ ECE

i CBC
Key Length : (128 hits
) 286 hite

Encrypting key
Canfirm Encrypting Key

1 Previous

&

Ok Cancel E3

Menu Items

Description

Default

Radio button to select default encrypting key.

Default encryption setting -

Encryption algorithm: AES

Encryption mode: ECB

Key Length: 256 bits

Encrypting key: Same as current password

Custom

Radio button to select your custom encryption
setting, including:

Encryption algorithm
Encryption mode
Key Length
Encrypting key

Do not use encryption

Checkbox to disable encryption (not
recommended).

Algorithm (used with Custom)

Dropdown menu to select the encryption
algorithm setting:

Twofish - Twofish algorithm
DESede - Triple DES algorithm
AES - Advanced Encryption Standard algorithm

Mode (used with Custom)

Radio button to select ECB or CBC encryption
mode:
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ECB - Electronic Cook Book mode
CBC - Cipher Block Chaining mode

Key Length (used with Custom) Radio button to select 128 bit or 256 bit key
length.

Encrypting key (used with Custom) Input box for entering your choice of encrypting
key.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Select [Default] encryption setting if you are not familiar with encryption algorithm or
mode. The default encryption setting is:

Encryption Algorithm: AES

Encryption Mode: ECB

Key Length: 256 bits

Encrypting Key: Same as current password

Encryption settings are set at a backup set's creation time and cannot be modified
afterward.

If custom encrypting key is used, please considering the following to create a strong
encrypting key:

+ Length
Make sure the encryption key is at least eight or more characters.

+ Complexity
Include lowercase, uppercase letters and numbers, use the entire keyboard not
just the letters and characters you use or see most often.

Avoid creating encryption key that uses:
+ Dictionary words.
+ Words spelled backwards, common misspellings and abbreviations.
+ Sequence or repeated characters.
+ Personal information, your name, your birthday, or similar information.
Include letters and numbers, use the entire keyboard not just the letters and
characters you use or see most often.
Important:
By selecting default encryption setting, password string of the backup account will be

configured as encrypting key for the corresponding backup set.

The encryption key is independent from a backup account's password.
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Encryption settings are set at a backup set's creation time, even if the password is
changed afterward, the encryption key remain the same.

It is very important that the encryption key is written down, and additional copies of
the key are made, and stored in safe places so that it is readily available when needed to

restore data.

If the encryption key is lost, the data is irretrievable.

For initial login of existing backup user on new computer, you will be prompted for the

encrypting key of all existing backup set.

m Mindtime Online Backup Pro Manager

Mindtime
alBackup

¥

!,__

=l =]

D Save Setting @ Qwit

Language : [English 7|

Summary {(pro_arjan_support)

PZ Backup % Quota Usage
Used:  250,77k/2G (0%)
n Data 259,77k (28 files)
F ~ Restore )
ﬂ = Eotention - 0 1 fila .
— Encryption Setting (BackupSet-1) ="
Please setup the Encryption Setting of "BackupSet-17.
8 Encyption
i@ Default
i Custom
—
Menu ltem Description
Enter Correct Encrypting Key Input box for entering encrypting key of existing backup
set.
OK Click to confirm on encrypting key.
Cancel Click to proceed without using encrypting key.

Enter the correct encrypting key and click [OK] to proceed.
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Alternatively, press [Cancel] to proceed (e.q. if the encrypting key is lost) without
encryption, for all backup job performed afterward.

A confirmation box will be prompted to confirm.

Confirm No Encryption

Backup will be done without encryption, continue?

\w¥es & || ho B

By continuing without encryption, it allows data backed up in the future to be restorable
(they are no longer encrypted).

However, existing data that are encrypted by the lost encrypting key would not be
restorable.

Backup Setting
T

P :
!: General Do not use encryption

I&' Backup Source

ﬁ Backup Schedule
Encryption
In-File Delta
Retention Policy
Backup Filter
Command Line Tool
Extra Backup

Local Copy

Options

| OK & | Cancel B

Important:

In the event of lost encrypting key, it is strongly recommended that a new backup set be
created. This ensures that data backed up in the future are both encrypted and
restorable.
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7.1.6 Continuous Data Protection (CDP)

Continuous Data Protection (CDP) is a feature providing backup for selective
data whenever change is made. Depending on the option selected, every version of a
file is backed up close to real time.

To enable CDP, click on the [Continuous Data Protection] tab and select the [Enable
Continuous Data Protection] checkbox.

Backup Setting

I] General
Backup Source
{fg Backup Schedule
|[:!: Encryption
@' Continuous Data Protection
[} In-File Delta
s
&, Retention Palicy
Backup Filter
= Cormmand Line Tool
T
¥ Extra Backup

th’ Local Copy

#33 Options

BackupSet = B

]

Continuous Data Protection

Enahle Continuous Data Protection (ocal disks anly)

Time Mark Interval : B0 minutes hd
Minimum Update Interval . 10 minutes -
Type:

0 Backup filefs) selected by backup sources and filters
s Backup all files

i Cystam
Do not backup files defined as system files
Advanced »
[+ Backup Source
Add
m
&
%r Backup Filter
Add
m
&

Ok Cancel 3

Menu Items Description
Enable Continuous Data Protection Checkbox to enable or disable CDP.
Note:

CDP will only backup directories and files
on local drive, but not on floppy drive,
removable drive or network drive.

Time Mark Interval

Defines a regular interval of time (e.g.
every x minutes), with each interval
containing one snapshot (the first backup
of each interval) available for restore.
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For example, for [Time Mark Interval] set
to 60 minutes, with the file updated every
5 minutes. A restore-able snapshot of the
file will be available for each interval:

00:05, 01:05, 02:05, 03:05 ... etc.

Minimum Update Interval Defines how often an updated file is
backed up to the backup server.

For example, for [Minimum Update
Interval] set to [Always], file will be backed
up to the server as they are updated.

Backup file(s) selected by backup sources | Radio button to select if CDP will only
and filters backup modified directories or files
selected as backup source.

Backup all files Radio button to select if CDP will back up
all modified directories and files on all
local drive.

Custom Radio button to select if CDP will backup

a custom set of directories and files.

Note: This custom set of directories and
files can be different than the backup
source selected for the backup set.

Backup Source (used with Custom) Add - Click to select a custom set of
directory or file as backup source for CDP
backup.

Remove — Click to remove a selected
directory or file as backup source for CDP
backup.

Properties — Click to modify a selected
directory or file as backup source for CDP
backup.

Backup Filter (used with Backup all files Add - Click to create a backup filter for
or Custom) CDP backup.

Remove — Click to remove a backup filter
for CDP backup.

Properties — Click to modify a backup
filter for CDP backup.

Note: Backup filter is case sensitive.
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Do not backup files defined as system
files

When this option is enabled, CDP will
automatically exclude the following files
from its backup:

C:\hiberfil.sys

C:\Pagefile.sys

C:\Program Files\*
CA\RECYCLER

C:\System Volume Information
C:\Windows\*
${App_Data}\Avg7
${App_Data}\Avg8
S{App_Data}\Kaspersky Lab
S{App_Data}\McAfee
S{App_Data}\McAfee.com
S{App_Data}\Microsoft
${App_Data}\Sophos
S{App_Data}\Symantec

*\* tmp

*\Application Data\Macromedia\*
*\Application Data\Mozilla\*
*\Local Settings\Application
Data\Microsoft\*

*\ntuser.dat

Advanced

Click to access advanced CDP backup
control to backup only when:

CPU usage is less than a specific
percentage.

Network traffic is less than a specific
Megabyte per second.

No keyboard or mouse input exceeding a
specific time (in minute).

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with

your service provider for further details and availability.

Note:

The [Continuous Data Protection] tab is only available for MindtimeOBM installation in

Windows platforms.

Configure the [Time Mark Interval] and [Minimum Update Interval] according to your

recovery requirement.

Time mark interval defines a regular interval of time, where each interval contains one

snapshot available for restore.
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For example, when [Time Mark Interval] is configured to 60 minutes. 24 intervals would
be marked per day, with each interval spanning across 60 minutes:

Interval 1 — 00:00 to 01:00
Interval 2 — 01:00 to 02:00
Interval 3 — 02:00 to 03:00
Interval 4 — 03:00 to 04:00

To

Interval 23 — 22:00 to 23:00
Interval 24 — 23:00 to 24:00

Assuming that a file is backed up multiple times (by CDP) within each interval, the first
backup (e.g. snapshot) of each interval would be available for restore.

Minimum update interval defines the minimum period of time before an updated file is
backed up to the backup server.

For example, when [Minimum Update Interval] is configured to 10 minutes, updated file
would be backed up to the backup server every 10 minutes. To ensure that updated files
are always uploaded to the server immediately, you can consider setting the [Minimum
Update Interval] as Always.

To configure CDP for backup of the directories and files selected as backup source:
1. Select the [Backup file(s) selected by backup sources and filters] radio button for
[Typel.
To configure CDP for backup of all local drive(s):
1. Select the [Backup all files] radio button for [Typel.
2. Configure [Backup Filter] for inclusion or exclusion of file if necessary.
To configure CDP for backup of a custom set of directories or files:
Select the [Custom] radio button for [Typel.
Click [Add] beside the [Backup Source] section (within the CDP tab).

1

2

3. Select the custom set of data for backup.

4. Configure [Backup Filter] for inclusion or exclusion of file if necessary.

Note that the backup filter function is only available for CDP type [Backup all files] or
[Custom].

Although CDP can be a helpful feature, the protection offered by CDP is often heralded
without consideration of the disadvantages that it can present.
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Specifically, the continuous CPU, memory and bandwidth usage can adversely affect
the corresponding machine’s performance.

To enable backup control for CDP backup, select [Advanced] to open the advanced
CDP setting dialog:

Advanced CDP Setting E|

Enahle Backup Contral
@. Backup onlywhen
CPUusage = 80 | = %
Metwark trafiic = |1 > | Whitiz
and ) ;
Mo input far |1 * | minuteis)

Ok Cancel £

To allow CDP backup only when CPU usage is under 50%:

1. Select the checkbox beside [CDP usage].
2. Select the corresponding percentage from the [%] dropdown menu.

To allow CDP backup only when network traffic is under 10 Mbit/s:
1. Select the checkbox beside [Network traffic]
2. Enter the corresponding number in the [Mbit/s] textbox.

To allow CDP backup only when there is no keyboard or mouse input for 5 minutes:

1. Select the checkbox beside [No input for].
2. Enter the corresponding number (in minutes) in the [minute(s)

Important:

Continuous Data Protection (CDP) will only backs up data selected as backup source
after the CDP module is enabled. Existing data that are not updated will not be backed
up by the CDP module.

Furthermore, CDP is not a replacement for the traditional schedule backup but works
along with the scheduled backup to provide timely protection for your data.

CDP will automatically be stopped when a manual or scheduled backup is started, and
will resume when the job is completed.

Note: It is not possible to run multiple CDP backup sets on the same machine with
different backup user accounts.
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7.1.7

/.1.8 Retention Policy

ba

In-File Delta

)

=~ For more details about the In-file delta technology, please refer to the In-File
Delta Technology section to be followed in this gquide.

Click on the [Retention Policy] tab to modify the retention policy of an existing

ckup set.

Backup Setting

BackupSet > |[l=d

IJ General
| %
Eackup Source
i_-f_; Backup Schedule
|F-‘J,= Encryption
@' Continuous Data Protection
[}, In-File Delta
& Retention Policy
EBackup Filter
arr | Command Line Tool
g
Extra Backup
r
}' Laocal Copy

53 Options

Retention Policy

@ Keep deleted filefs) far |7
0 Advanced

™ || Dayis) | >

i

Dk

3

&

Cancel £

Retention policy defines the policies of persistent data management for meeting

business data archival requirements.

When a backup job is performed, for data that are modified or deleted on the client
computer, their existing version on the backup server (backed up previously) would be
moved into retention area, while newly backed up file would be placed in the current

da

ta area.

Specifically, retention policy setting defines how long are these data kept within the

retention area before they are deleted permanently from the backup server.

For backed up data that have not been updated or deleted from the client computer,
they are kept in the data area on the backup server and remain untouched.
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A standard retention policy defines a basic policy where retained file (in the retention
area) are removed automatically after a user specific number of days or backup jobs.

To define a standard retention policy, simply modify the [Keep delete file(s) for] drop
down menu to your required days or jobs. Press [OK] and save before exiting the backup
application to confirm the changes.

Backup Setting El
BackupSet - E' Retention Policy
[] @anaE| ® Keep deleted file(s) for |7 > || Day(s) =
- 1 Advanced

Backup Source
l_*f_; Backup Schedule
|[:JT-; Encryption
@ Continuous Data Protection
[}, In-File Delta
e
o Retention Policy

Backup Filter
@ Command Line Tool
1

. Extra Backup
']" Local Copy

#53 Options
B o &

Ok Cancel £

An advanced retention policy defines a more advanced and flexible policy where
retained file (in the retention area) are removed automatically after a combination of
user defined policy, such as:

* A specific number of days

* A specific number of weeks, including the day of the week

* A specific number of months, including the day of the month
* A specific number of years, including the day of the year

To define an advanced retention policy, select the [Advanced] button, and press the:
e [Add] button to add new policy
* [Remove] button to remove existing policy

e [Properties] to edit existing policy

Press [OK] and save before exiting the backup application to confirm the changes.
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Backup Setting fg|
BackupSet - B Retention Palicy
[] EemeEl ) Keep deleted file(s) for
® Advanced

[ Backup s
ackup source Retention Policy 1 (Type: Daily

i > B B Retention Policy 2 (Type: Weekly)

|[:JP Encryption
@ Continuous Data Protection
[}, In-File Delta
Ll

& Retention Policy

Backup Filter

> | Command Line Tool

i

%5 Exira Backup

']l' Local Copy
"] Remove retention files for overlap policy
Add Rermove 17 Properties =

"z:} Options

Ok Cancel E

For example, you can configure the advanced retention policy to keep all data backed
up:

In the last 7 days.

In the last 4 Saturdays.

In the 1st day of each month in the last 3 months.
In the 1st day of each quarter in the last 12 months.
In the 1st day of each year in the last 7 years.

To achieve the above example policy, configured the advanced retention policy as
follows:

* Type: Daily
Number of snapshots to keep: 7

* Type: Weekly
Keep retention files for the following days: Friday
Number of snapshots to keep: 4

* Type: Monthly
Keep retention files for the following days: Day 1
Number of snapshots to keep: 3

e Type: Quarterly
Keep retention files for the following days:
Month - January, April, July, October
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Day 1

Number of snapshots to keep: 4

* Type: Yearly
Keep retention files for the following days: 01-01

Number of snapshots to keep: 7

Assuming that a file is updated and being backed up everyday for the past 7 years, and
today is January 17, 2011.

If the option [Remove retention files for overlap policy] is not enabled, a total of 22

snapshots (previous version) of the file would be available for restore:

Daily Weekly Monthly Quarterly Yearly

16-Jan-2011 14-Jan-2011 01-Jan-2011 01-Jan-2011 01-Jan-2011
15-Jan-2011 07-Jan-2011 01-Dec-2010 01-Oct-2010 01-Jan-2010
14-Jan-2011 31-Dec-2010 01-Nov-2010 01-Jul-2010 01-Jan-2009
13-Jan-2011 24-Dec-2010 01-Apr-2010 01-Jan-2008
12-Jan-2011 01-Jan-2007
11-Jan-2011 01-Jan-2006
10-Jan-2011 01-Jan-2005

If the option [Remove retention files for overlap policy] is enabled, the overlapping

snapshots would be removed, with the following snapshots available:

Daily Weekly Monthly Quarterly Yearly

16-Jan-2011 14-Jan-2011 e — e — 01-Jan-2011
15-Jan-2011 07-Jan-2011 e e 01-Jan-2010
e —t 01-Jan-2009
15 Jan 2010 24 Boe 2010 Oo Ape 2810 01-Jan-2008
12-Jan 2010 01-Jan-2007
1o dap 2010 01-Jan-2006
10 cap 2010 01-Jan-2005

The weekly policy overrides the daily policy so the snapshots of 10-Jan-2011, 11-Jan-
2011, 12-Jan-2011, 13-Jan-2011 and 14-Jan-2011 are removed.

The monthly policy overrides the weekly policy so the snapshots of 24-Dec-2010 and
31-Dec-2010 are removed.

The same applies to the monthly, quarterly and yearly policy giving a total of 11

snapshots.

Important:

The Retention Policy and Delta Merge feature is closely related, as the criteria for file
merging is governed by the retention policy setting configured for a backup set.

Please refer to the Delta Merge section in this guide for further details.
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7.1.9 Backup Filter

Backup Filter is a set of user defined criteria to include or exclude directories and files as
backup source of a backup set.

There are some basic rules regarding backup filters:
1. Filters are applied in creation order.

2. Inclusion or exclusion made by filter takes precedence over backup source
selections.

To add a new filter, press the [Add] button at the bottom of the right panel.
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Backup Setting [z
BackupSet - B Backup Filter
[ General Mame - Backup Filter -

Backup Source

{fg Backup Schedule

|[:JT-; Encryption

[}, InFile Delta
ot
& Retention Policy
Backup Filter
=l Command Line Toal
1 Extra Backup

'lr Local Copy

#53 Options

@ Caontinuous Data Protection

Taop Directory : @ Al Hard Disk Drives

@ %
Applyta File

[7] Directary

[#% Pattern Matching
Type: @ Tet ( endswith | =)
) Unix-style Regular Expression

Pattern ;| g Add
Remove 11
Froperies &

& Filter Mode

@ Include matched ¢ W exclude all others )

1 Bxclude matched § y

A Remowe 17

o Cancel &

Menu ltem

Description

Name

The name of a filter.

Top Directory

The top directory to which this filter is applied. Filtering rules will
be applied to all files and/or directories under this directory.

All Hard Disk Drives — select all local hard drives as the top
directory automatically.

Apply To

Define whether to apply the filtering rule to files and/or
directories.

Pattern Matching

It defines the filtering rules of a filter. A filtering rule can be one of
the following types;

[Starts With]
Include/Exclude all files/directories with name starting with a
certain pattern.

Example:
You can use B* to match all file with name starting with a B
character.
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[Contains]
Include/Exclude all files/directories with name containing a
certain pattern.

Example:
You can use *B* to match all files with name containing with a B
character.

[Ends With]

Include / Exclude all files / directories with name ending with a
certain pattern.

e.g. You can use *.doc to match all files with name ending
with .doc (all Word Documents)

[Regular Expression]
Include/Exclude all files/directories with name matching a regular

expression.

To add a new pattern, press the [Add] button in the [Pattern
Matching] area.

Note: Backup filter is case sensitive.

Filter Mode Defines whether you want to include or exclude matched files
into/from the backup set. Also, for those unmatched files, you
can choose to exclude (if include filter type) or include (if exclude
filter type) them into/from the backup set.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

The following are a list of examples with different filter settings.

Example 1:
To backup only Word, Excel and PowerPoint documents in the document directory (e.g.

C:\My Documents), setup the backup filter as follows:

Top Directory = C:\My Documents
Apply To = File (true)

Matching Type = End With

Matching Patterns = *.doc, *.xls, *.ppt
Filter Mode = Include

Exclude all others = True

Example 2:
To backup all files, excluding all *.exe, *.dll and *.tmp, in C:\Application, setup the

backup filter as follows.

Top Directory = C:\Applicaitons
Apply To = File (true)
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Matching Type = End With

Matching Patterns = *.exe, *.dll, *.tmp
Filter Mode = Exclude

Include all others = True

Example 3:
If C:\ was selected as backup source, to exclude all images (e.g. *.jpg and *.gif) from the

backup source selection, setup the backup filter as follows.

Top Directory = C:\

Apply to = File (true)

Matching Type = End With
Matching Patterns = *.jpg, *.qif
Filter Mode = Exclude

Include all others = false

Note that the [Include all others] setting is not enabled because it is not necessary to
include all other file types under C:\ into the backup set.

Example 4:
To include everything, except the log directory, under C:\Applications, setup the backup

filter as follows.

Top Directory = C:\Applications
Apply To = Directory (true)
Matching Type = Regular Expression
Matching Patterns = Alog$

Filter Mode = Exclude

Include all others = True

Example 5:
To include all directories named log from the backup set files with file name starting

with B and ending with *.doc under C:\My Documents, the filter backup can be setup as
follows.

Top Directory = C:\My Documents
Apply To = File (true)

Matching Type = Regular Expression
Matching Patterns = AB.*\.doc$
Filter Mode = Include

Exclude all others = True

7.1.10 Command Line Tool

g
dir?
Click on the [Command Line Tool] tab to configure a Pre-Backup or Post-

Backup command.
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Command to execute batch file to stop and start an application before and after a
backup job, or other command to shutdown the computer when a backup job is
complete can be configured.

x|

Backup Setting

BackupSet - B Cornrmand Line Toal
IJ General Q Pre-Backup
Mame: |Pre-Backup Command Line Toaol i
y
Backup Source Working Directary . | & Change &
# Backup Schedule Command : StapOutioak crnd
s B
|[:;_J? Encryption Add @ || Remove

@' Continuous Data Protection Q FostBackup

) Mame ;. |PostBackup Command Ling Tool -
|] n-File Delta Warking Directarny . |20 Change 4
& Retention Policy Command StartOutlook.cmd

EBackup Filter il Remove T

@ Command Line Tool
% Eutra Backup
& Lacal Copy

#753 Options

0k Cancel &

Menu ltem Description

Add Click to add new pre or post backup command.

Remove Click to remove existing pre or post backup command.

Name Input box to enter name of a pre or post backup
command.

Working Directory Directory which the pre or post backup command will
run at.

Command Input box to enter pre or post backup command to be
run.

For Windows:
Native command or command to execute a batch,
command or VBScript file can be configured:

shutdown -s -t 60
batch.bat
command.cmd
script.vbs

Mindtime Backup 72
B.V.



Mindtime Mindtime Online Backup Manager
Backup User’s Guide

For Linux:
Command to execute a script file must be configured:

/usr/local/command.sh

For FreeBSD / Solaris:
Command to execute a script file must be configured:

Jusr/local/command.sh

Note:

For all platforms, please ensure that control is returned
to the backup application once the command is
executed.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

For MindtimeOBM installation on Linux / FreeBSD / Solaris platform (without GUI
environment installed), you can setup the pre and post backup command on the web
console:

| | Manage User | | [username]

Add User | List User | Run Backup | User Profile | Backup Set | File Explorer | Report | Statistics | User Log Logout

[ ] Pre-backup command
1, Mame Pre-hackup command name [ 1
Cormrmand fusrlocalfcommand-1.5h
warking Directory
[ ] Post-backup command
1, Mame Posthackup command name [ 1

Command Justlocalicommand-2.sh

warking Directory

Menu ltem Description

Add Click to add new pre or post backup command.

Remove Click to remove existing pre or post backup command.

Name Input box to enter name of a pre or post backup
command.

Command Input box to enter pre or post backup command to be
run.
Pre and post command must be put into a script file. It is
also recommended to add the absolute path location of
the script, such as:
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/pathname/scriptname.sh

Note:
Please ensure that control is returned to the backup
application once the command is executed.

Working Directory Location the script would be working from.

This field can be left empty, but please note that any
output from the script would be stored under the
MindtimeOBM installation folder.

Update Click to save the changes.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

The pre and post backup command will run at different stages of a backup according to
it backup type.

The following table outlines when they would be run:

Backup type Pre-Backup command Post-Backup command

File backup type Run before any file is backed up | Run when the backup (upload) of
(uploaded) to the backup all files are completed.
server.

Non-file backup Run before any database file is | Run after spooling backup files to

type spooled to the designated temporary directory (e.g. before
temporary directory. the first backup file is uploaded).

/7.1.11 Extra Backup

s
Click on the [Extra Backup] tab to enable the Off-Line Backup and System
Logout Backup Reminder option.
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Backup Setting [z|

BackupSet - B Extra Backup

IJ EERETE % Off-Line Backup

Enahble off-line backup

Backup Source Backup Interval - 1 T | day(sy 0 = hour(s)
Email Motification ;. |7 | day(s)

i > Backup Schedule :

— Show backup reminder

|[.;_¥ Encryptian

- E. Systern Logout Backup Reminder

@ Continuous Data Protection Enable Systern Logout Backup Reminder

[}, In-File Detta 4, Backup

&, Retention Policy File

Eackup Filter
| Command Line Tool
[
T+ Extra Backup

r

',]."«-- Local Copy

",;_Js Options

Ok Cancel B

Note:

[Extra Backup] tab is only available for MindtimeOBM installation on Windows platform:s.

/.1.11.1 Enable off-line backup

Enable off-line backup defines whether to enable the [off-line backup] feature.

The [off-line backup] feature is designed for notebook users who may be off-line most
of the time, and cannot rely on backup scheduled for regular backup of their data.

Enable off-line backup

Action

Enabled Prompt for backup if the time between the last
backup to the current time exceeded the [Backup
Interval].

Disabled Do not prompt for backup.

Backup Interval

Time interval between each backup job.

Email Notification

Time interval when email would be sent for backup
reminder.

Show backup reminder

To display or hide the confirmation dialog for
backup.
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If the confirmation dialog is disabled, backup will be
performed automatically when connection to the
Internet is re-established.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

With the [off-line backup] setting is enabled, when the computer is connected online
and the time between the last backup to the current time elapsed the [Backup Interval],
a pop up off-line backup confirmation menu will be prompted, reminding the user to
perform a backup.

M Off-line backup confirmation

Do wou want bo skart the backup For [Backup fes

Set] now? Ma

Last Backup: 2011-03-03 21:00

Menu ltems Description

Yes Perform the backup job immediately.
No Do not perform the backup job.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

7.1.11.2 Enable System Logout Backup Reminder

Enable System Logout Backup Reminder defines whether to enable the [System Logout
Backup Reminder] feature.

Enable System Logout Action

Backup Reminder

Enabled Prompt for backup before logging out or shutting
down.

Disabled Do not prompt for backup.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

When the [System Logout Backup Reminder] setting is enabled, a pop up logout
reminder menu will be prompted, requesting for backup before the user logs out of the
system or before shutting down Windows.
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ndatime Linlineg CEL ro ivianacder
1] Mindtime Online Backup Pro Manag

Do you want to backup the following BackupSet(s)?

Backupset-1

[+ Locking workstation
i i

Do not backup and dose automatically in 2 sec

Menu ltems Description

Yes Click to perform a backup for the backup set before
logging out or shutting down.

No Click to proceed to logout or shutdown directly.

Locking workstation Checkbox to lock the corresponding machine when the
backup is being performed.

Shutdown Computer Radio button to shutdown computer after the backup job
is completed.

Restart Computer Radio button to restart computer after the backup job is
completed.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

7.1.12 Local Copy

r
¥
To save a copy of back up data locally on the client computer, simply enable
the local copy feature of the backup client application.

Click on the [Local Copy] tab to configure a local copy backup.
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Backup Setting g|
BackupSet - El Local Copy
|J General CD.W to Lacal Hard Disk
- U4 Copyto
Backup Source \LacalBackup Change &
[__'f# Backup Schedule 2] Retention Policy

|l B T Femove deleted files in retention area
=
Keep deleted file(s) for . |7 > | |day(s) | -

@ Continuous Data Protection
Qﬂ Offsite Backup
| ;j  In-File Delta 1 Skip backing up to Ahsay Offsite Backup Server
&, Retention Policy
Backup Filter

] Command Line Tool

1

% Extra Backup

2

1' Lacal Copy

53 Options

Ok Cancel E3

Menu ltems Description
Copy to Local Hard Disk Checkbox to enable or disable local copy backup.
Copy to Directory which the local copy data are stored.
Remove deleted files in Checkbox to enable or disable the retention policy of
retention area the local copy backup.
Keep deleted file(s) for Dropdown menu to select a basic retention policy.
Note:
For local copy backup, only basic retention policy can
be applied.
Skip backing up to Checkbox to skip or to perform off-site backup for the
Mindtime Offsite Backup corresponding backup set.
Server

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Select the corresponding backup set from the drop down menu, and click on the [Local
Copy] tab.

Select the checkbox beside [Copy to Local Hard Disk], click the [Change] button and
browse to the directory path which you would like to store the local copy backup.
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You can enable retention policy for the local copy backup (if necessary). However, note
that only basic retention policy can be configured for local copy.

Retention policy of the local copy backup is separate from the retention policy
configured for the off-site backup (configured in the [Retention Policy] tab).

For backup set that is intended for local copy backup only, select the checkbox beside
[Skip backing up to Mindtime Offsite Backup Server].

Note:

Administrators need to pay attention to the maximum file size limitation of different file
system format, so that data can be backed up to the Local Copy destination, or database
file can be spooled to the temporary directory for local database backup.

)
Data that are backed up by the local copy module are compressed and encrypted.
To restore local copy backed up files, please refer to the following instruction:

1. Press the [Decrypt Local Copy Wizard] button on the backup application’s main
window.

| Mindtime Online Backup Pro Manager

Mindtime e M -
B Backup Language : ﬂ = | Save Setting ey Quit

' . . .
Summary (pro_arjan_suppoart)

Pé— Backup

5 Quota Usage

Used: 28977k 2G (0%)
. Data: 259,77k (28 files
F b Restore ' ( )
ﬂ Retention: 0 (0file)
il

il Statistics
Total Backup : 2615k (29 files) Backup Log [
Total Restore - 0 (0 file) Restore Log [
Last Backup
TEST-Favo
2015-10-15, 21:00 (0 day) View log [

O error 0Owaming

2. Select the backup set to be restored and press [Next] to proceed.
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M Decrypt Local Copy Wizard
Flease selectthe backup set
Backup Set
Delete T Mext Cancel E
3. Follow the normal restore procedure for restoration of your local copy backed up

data. For more details, please refer to Chapter 8 of this guide.

™ Decrypt Local Copy Wizard rz|
Flease selectthe hackup set
Backup Set
Delete 17 Mext » Cancel E
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7.1.13 Options

Click on the [Options] tab to configure options such as temporary directory for storing
backup files, follow link, Volume Shadow Copy or advance option such as the transfer

block size.

7.1.13.1 Temporary Directory for storing backup files

The temporary directory is used for various purposes, such as storage of temporary
spooled file (for database specific backup type), remote file list, local file list, temporary

delta file and other files of temporary nature.

Backup Setting

Backup Filter Backup File Permissions
S-'-F; Command Line Tool

. Eura Backup

¥, Local Copy

#33 Options

3

Backup Set | E’ Options

- [, . .

I] BERERE == Temporary Directory for storing backup files

CiiTernp Change %
| 3 Backup Source

@@ Link
l_’f_"? Backup Schedule Follow Link
|[:JT-; Encryption [9 valume Shadow Copy
. : || Enahle volume Shadow Copy

@ Continuous Data Protection * Qinly far Microsoft Windaws 2003, XP, Vista & 2008

). In-File Delta -

|—*—~ [f Advanced Options

& Retention Palicy Compression Type : |Fast (Compressed size larger than normal) &

Transfer Block Size : (123 = | kintes

Ok Cancel &

To configure the temporary directory location, click [Change] and browse to the

directory path for storing the temporary data.

For database specific backup type, data files spooled by the latest backup job can be
kept by disabling the [Remove temporary files after backup] option.
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Cptions

E-; Temporary Directory for storing backup files
CiiTemp Change &

[T Remove temporary files after backup

[f} Advanced Options
Transfer Block Size © 128 | = | kintes

Notes:
Administrators need to pay attention to the maximum file size limitation of different file
system format, so that database file can be spooled to the temporary directory.

7.1.13.2 Follow Link

Follow Link defines whether to follow an NTFS junction point or NTFS symbolic link
during backup.

Backup Setting g|
BackupSet & E Options
I‘] EEmeE] |,‘lh_r‘~; Tempaoarary Directory for staring backup files
D:iTemp Change %
Backup Saource
&3 Link
{_fff Backup Schedule v Follow Link
|[:J:~ Encryption [:9 Yolume Shadow Copy

. i [T Enable Yolume Shadow Copy
L CETHIDYE DI (FIOBean * Only far Micros oft Windows 2003, ¥F, Vista & 2008
). In-File Delt :
|—-‘—-- e e [ Advanced Options
& Retention Policy Compression Type @ |Fast (Compressed size largerthan normal) o
Transfer Block Size © 128 = | kiwies

Backup Filter = Backup File Permissions

] Command Line Tool
t

%5, Extra Backup

'5' Local Copy

33 Options

Ok Cancel £

Follow Link Action
Enabled Backup junction point or symbolic link as well as the directories

and files that it links to (even if the target data are not located
under the backup source).

Disabled Backup junction point or symbolic link only.
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*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

When the follow link option is enabled, not only is the symbolic link or junction point
backed up, but directories and files that the junction point links to will also be backed

up.

Restore outcome would be different with the different setting used during backup and
restore (e.g. there is a follow link option for backup and a follow link option in the
restore menu).

The following table summarizes the outcome when a restore is performed with
different options:

Follow Link Restore to Action

Enabled Original Location Junction points are restored to the
original location.

Restore follow link option enabled -
Target directories and files are restored to
the original location.

Restore follow link option disabled -
Target directories and files are not
restored.

Alternate Location Junction points are restored to the
location specified.

Restore follow link option enabled -
Target directories and files are restored to
the location specified.

Restore follow link option disabled -
Target directories and files are not
restored.

Disabled Original Location Junction points are restored to the
original location.

No data is restored to the junction point’s
destination.

Alternate Location Junction points are restored to the
location specified.

No data is restored to the junction point's
destination.
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To enable the [Follow Link] option, select the checkbox beside the follow link option.

Note that system protected junction point such as the Documents and Settings on
Windows 2008 server cannot be selected as backup source under the advanced backup
source dialog (e.g. there is no select-able checkbox beside system protected junction

point).

i Advanced Backup Source

Folders

T o
=0 &, system ()
-1 . $Recycle.Bin

B | BackupSet

@ || Boot

"'IE- Documents and Settings

; . ExchangeSetuplogs
, PerfLags

. Program Files

. Program Files (x86)

. ProgramData

. Restore

. Systern Yolume Information
. Users

Windows
JWindowslmageBackup

0000000000

lterms per page : a0 "

oooooooooo oog

]

Marme

, ERewycle.Bin

; BackupSet

. Boot

, Documents and Settings
, ExchangeSetuplogs

. PerfLogs

; Program Files

, Program Files (x86)

; ProgramData

. Restore

 System Volume Information
, Users

JWindowes

s WindowslmageBackup

(]

Size Date Madified

-

-

Page: 1§71

Ok Cancel £

To manually select system protected junction points for backup, select the parent
directory of the junction point, or enter the corresponding junction point (e.g.
C:\Documents and Settings) on the web interface.

7.1.13.3 Enable Volume Shadow Copy

Enable Volume Shadow Copy defines whether to enable Microsoft Volume Shadow
Copy Service (VSS) for the backup set.
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Backup Setting El
BackupSet - B Options
|3 General E; Termporary Directory for storing backup files
DiTermp Change %
) Backup Source
@8 Link
l_ﬂ_‘_"? Backup Schedule [7J Follow Link
|[:l- Encryption [:9 Yolurme Shadow Copy

) ) Enable Volume Shadow Copy
@ Continuous Data Protection * Only for Microsoft Windows 2003, %P, vista & 2008

), In-File Detta -

|—‘—-' O Advanced Options

& Retention Policy Compression Type o |Fast({Compressed size larger than normal) =
Transfer Block Size © (128 || = | khytes

Backup Filter Backup File Permissions

w7 Command Ling Toal
3. Estra Backup

r

¥, Local Copy

W33 Options

(]S Cancel £

Enable Volume Shadow Copy Action

Enabled Create a snapshot of the data to be backed
up for exclusively opened file.

Disabled Do not create a snapshot of the data to be
backed up for exclusively opened file.

Error message will be shown for files that
are opened during the backup process.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Enabling the Volume Shadow Copy option will allow backup of local files that are
exclusively opened during the backup process (e.g. Outlook PST file).

Some requirements of the Volume Shadow Copy option include:
+ Volume Shadow Copy can only be applied for local drive; exclusively opened file
on network shared drive cannot be backed up even with the Volume Shadow

Copy option enabled.

+ Volume Shadow Copy is only available on Windows platforms released after
Windows 2000 (e.g. XP / 2003 / Vista / 2008 / 7 / SBS 2011).
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+ The user using the backup application must have administrative privileges to
access the Volume Shadow Copy service on a computer.

+ At least one of the partitions on the machine must be in NTFS format.

For more technical information on Volume Shadow Copy, please refer to following
page from Microsoft for details:

http://technet.microsoft.com/en-us/library/cc785914(WS.10).aspx

7.1.13.4 Compression

Compression type defines the compression method that the backup application will use
during backup (for the corresponding backup set).

Backup Setting E|
BackupSet & B Options
[] e E‘,‘ Temporary Directory for storing backup files
DATemp Change %
|j Backup Saurce
@@ Link
{fy Backup Schedule 1 Fallow Link
|[:JP Encryptian [:g Yolume Shadow Copy

. ) Enable Volume Shadow Copy
@ Continuous Data Protection * Only for Microsoft ¥Windows 2003, %P, Vista & 2008

). In-File Delta -
|_4_J [Cir Advanced Options

& Retention Policy Compression Type © | Fast (Compressed size larger than normal) T
Transfer Block Size ;. 128 = | kintes

SEEE FlitEr Backup File Permissions

] Command Line Tool
1
% Exira Backup
1 3
% Local Copy

#7:3 Options

Ok Cancel E

There are 3 compression types available for user to select:
. No Compression

. Normal

*  Fast (Compressed size larger than normal)

By default, newly created backup set is configured to uses [Fast] compression type.

Note:
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The [Compression Type] option is only available for MindtimeOBM version 6.9 or above
connecting to backup server version 6.9 or above (please consults your service provider
for details).

For existing backup set created in previous version, the compression type will be
[Normall.

7.1.13.5 Transfer Block Size

Transfer block size defines the block size that the backup application will use to transfer
your backup data to the backup server.

Backup Setting E|
BackupSet = El Options
[J General IES‘ Temporary Directory for storing backup files
DiTermp Change %
Backup Source
3 Link
lfﬂ Backup Scheduls [ Follow Link
|[:!= Encryption [:9 Yolume Shadow Copy

Enable Volume Shadow Copy

P VU DR B R R 0 * Dnly for Microsoft Windows 2003, XP, Vista & 2008

). InFile Delta -
|—*—~ O Advanced Options
& Retention Policy Cornpression Type . |Fast(Compressed size larger than normaly 5
Transfer Block Size ; 128 = | khytes
Backup Filter Backup File Permissions

%] Comrmand Line Tool
1 Backup

r

% Local Copy

't_&s Options

Ok Cancel E

Note that certain firewall applications or proxy servers may block out-going network
traffic with large block size for security reasons. If you are in a network with this type of
restriction, please lower the transfer block size value.

To change the transfer block size of any backup set, select the [Options] tab on the left
panel and then select the corresponding block size from the [Transfer Block Size]
dropdown menu.

Press the [OK] button, and save before exiting out of the backup application.
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7.1.13.6 Backup File Permission

Backup file permission defines whether to backup operating system file permission of
the data selected as backup source.

7.2 Single backup account for multiple computers

Multiple client computers can be backed up with a single backup user account.
However, separate backup set must be created for each computer, because backup
set cannot be shared.

To setup a single backup account for 10 client computers, 10 backup sets must be
created, with specific backup set for each computer.

When creating backup sets in this environment, please ensure that the [Run scheduled
backup on this computer] setting is properly configured for each computer. Failure to
do so may result in data lost.

Backup Setting E|

BackupSet - E' Backup Schedule

[] EemEmE Run scheduled backup on this computer

| - Backup Schedule {Type: Daily)

Backup Source
L'fg Backup Schedule
[r_!: Encryption
Continuous Data Protection
[}, In-File Detta
& Retention Palicy
Backup Filter
_'a:': Command Line Toal
1
£ Extra Backup
r
b Lacal Copy

“{j} Options
Add [F Rermove 1 FProperies

Ok Cancel B
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8 File Backup

This chapter describes in details how to perform a file backup with MindtimeOBM.

8.1 File backup process

m Backup Log

=

peceeeCecceCeccceCcCEeECREEECEs

[3:]

Log
Start [ Windows 7 (test-win7), Mindtime Pro Backup 6.27.0.0]
Using Temporary Directory C\Users\Backupitemp
Start running pre-commands
Finished running pre-commands
Start creating Shadow Copy Set ..
Shadow Copy Set successfully created
Downloading server file list ...
Downloading server file list ... Completed
Reading backup source from hard disk ...
Getting all files which have been moved ...
Getting all files which have been moved ... Completed
Reading backup source from hard disk ... Completed
Total New Files =0
Total New Directories =0
Total New Links =0
Total Updated Files =0
Total Updated File Permission =0
Total Deleted Files =0
Total Deleted Directories =0
Total Deleted Links =0
Total Moved Files =0
Deleting Shadow Copy snapshot for volume "C:\"

Start running post-commands
Cinichad runn ina nne t ~AammPnan Ar

Show : |All

Time
2015/10/15 16:38:31
20151015 16:38:33
20151015 16:38:33
20151015 16:38:33
20151015 16:38:33
2015/10/15 16:38:35
20151015 16:38:35
20151015 16:38:35
2015/10/15 16:38:36
2015/10/15 16:38:36
2015/10/15 16:38:36
20151015 16:38:36
20151015 16:38:37
20151015 16:38:37
20151015 16:38:37
20151015 16:38:37
20151015 16:38:37
20151015 16:38:37
20151015 16:38:37
20151015 16:38:37
20151015 16:38:37
20151015 16:38:37
20151015 16:38:38

ANARMMAMNARE A8-20-20

-

Logs per page . |50 - Page: 1/1 | =

Close &

Stages of a backup job are outlined below:

1 A connection from the backup client application to the backup server is established.
2. A Shadow Copy set of the backup source volume is created (if available).

3. Download the server file list from the backup server.

4. Data of the backup source is compared with the server file list to compile the
following file lists:

e New file list
e Modified file list

e Deleted file list

5. Delta file is generated for modified file (if necessary).
Note:
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Only modified part of a file (delta file) is uploaded to the backup server, reducing
the time required to complete the backup job.

6. Data are encrypted, compressed, and then uploaded onto the backup server.
7. The Shadow Copy set of the backup source is removed (if necessary).

8. Backup is completed successful.

8.2 How to start an off-site backup

¢
y
¥

Please refer to the following steps for starting an off-site backup:

1 Login to the backup application’s user interface.

m Mindtirme Online Backup Pro Mana... EI [=] @ m Mindtirme Online Backup Pro Mana... E =] @
Ml'ﬂindtime MI‘:‘lindtime
a\Backup a\Backup
Login Mame : Login Mame :
Password Password :
[7] Save password [T Save password
@ Forgot your password? @ Forgot your password?
0K Cancel B | [# Options 3 Language
Enalish A

l:i] Backup Server
hitps | = | backupXX mindtime.nl b

‘ﬁﬂ Proxy Setting
[Z] Use proxy to access the backup server

Type . ® Proxy
Sock
Address :
Port:
User Name :
Password :

OK Cancel B = Options

2. Click on the [Backup] button on the backup application’s main window to perform
a backup manually.
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a Pro Manager

Mindtime Online Backup
Mindtime Language : [ERgiSR™ [ [ save seting (G Quit
alBackup ' L -4

& e Summary (pro_arjan_support)
‘P?' Backup Hg Quota Usage
= Used: 259 77K/ 2G (0%)
Data: 25977k (28 files)
Retention: 0 (0 file)

Restore

i Statistics

Total Backup : 261,5k (29 files) Backup Log B
Total Restore : 0 (0 file) Restore Log [
Last Backup

TEST-Favo

2015-10-15, 21.00 (0 day) Viewlog [0

0 error 0warning

3. For scheduled backup, a backup job would be automatically performed at the
scheduled time specified.

Note:
Scheduled backup job may be missed if the client computer is switched off, in

hibernated, standby mode.

Please ensure that the computer is not in the mode stated above at the scheduled
backup time.
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8.3 Seed Load backup

For backup of large amount of data, it would take a considerable amount of time to
perform the initial full backup through the Internet.

To reduce the time and bandwidth required for initial backup, the Seed Load Ultility can
be utilized to perform initial backup to a local remove-able hard disk at the client site,
instead of backing up through the Internet.

The backed up data can then be transported to your service provider, where they can
import the data on the remove-able hard disk into your backup account on their server.

To access the Seed Load Utility, you will need to access the backup option menu:

rm Mindtime Online Backup Pro Manager EI = @

Mindtime [ Mm s
S BaCkup Language : T | Save Sefting \y Quit

. Summary (pro_arian support) )
Backup Opticns |

E Backup Set

F-’" Restore ‘BackupSet-1 ol

ik

ﬁ) Backup
File

Backup Log B
ﬁ Backup to Restore Log [

(") Offsite Backup Server
‘® Local Hard Disk (Seed Load Utility)

®  onange &

(4 In-File Delta Type
Full

| OK & | Cancel & = Options |

Menu ltems Description

Backup Set Dropdown menu to select backup set.

Local Hard Disk (Local Copy) Radio button to enable backup to local
hard disk for local copy backup.
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Local Hard Disk (Seed Local Utility)

Radio button to enable backup to local
hard disk for seed load backup.

Change

Click to browse to the directory path
which you would like to store the seed
load backup.

To start a seed load backup:

1.

2.

Login to the backup application’s user interface.

M Mindtime
a\Backup
Login Name :
Password :

["] Save password
@ Forgot your password?

OK Cancel B [# Options

m Mindtime Online Backup Pro Mana... EI =] @

M Mindtime
a\Backup
Login Name ;
Password :

["] Save password
@ Forgot your password?

=3 Language
English hd

Eé] Backup Server
hitps |~ | backupX2mindtime.nl i

(aﬂ Proxy Setting
[ Use proxy to access the backup server

Type : Proxy
Sock
Address :
Port
User Name :
Password :

OK Cancel 8 | = Options

m Mindtime Online Backup Pro Mana... EI =] @

Select the [Options] button to expand the backup options menu.
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Backup
rm Mindtime Online Backup Pro Manager EI = @‘
Mindtime e m s
alBackup Language : | English [y Save Setting Gy Quit
4 . Summary (pro_arian support)
Backup Options [==3a]
[ Backup Set
BackupSet-1 -
fi) Backup
File
Backup Log O
& Backupto Restore Log [
) Offsite Backup Server
@ Local Hard Disk (Seed Load Utility)
X Eiabasmibi view log [
[} In-File Delta Type
Full
OK Cancel = Options
Menu Items Description
Backup Set Dropdown menu to select backup set.

Local Hard Disk (Local Copy)

Radio button to enable backup to local
hard disk for local copy backup.

Local Hard Disk (Seed Local Utility)

Radio button to enable backup to local
hard disk for seed load backup.

Change

Click to browse to the directory path
which you would like to store the seed
load backup.

3. Select the corresponding backup set.

4. Select the radio button beside [Local Hard Disk (Seed Load Utility)].

5. Click on the [Change] button to browse to the directory path which you want the
seed load data to be stored at (e.g. the remove-able hard disk).

6. Press the [OK] button to start the backup job.

7. Transport the data in the specific directory to MindtimeOBS.

Note:

A seed load backup can only be performed manually.
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9 File Restore

This chapter describes in details how to perform a file restore with MindtimeOBM.

9.1 File restore process

M Restore Log |Z|

Backup Set: BackupSet -
Log: 20010324 1531:41 = Showe [ Al -
Type Log Time

i Star [Windows XP fwinxpy, ACB 6.3.0.0] 201170324 145:31:41

i Downloading restore file list ... 201170324 15:31:41

i Downloading restora file list .. Completed 201170324 15:31:41

it Downloading ... "CiRestore DestinatiomC_\Backup SourcetFile.doc” (Total 3.090 bytes) 2011702324 15:31.45

i Restore Completed Successfully 20110324 15:31:46
Logs perpage: |40 - Fage: 111 |=

Close B

Stages of a restore are outlined below:

1 A connection from the backup client application to the backup server is established.
2. Download the restore file list from the backup server.
3. Create the directory path for the restoration (if necessary).
4. Download the backup data from the backup server.
5. All the data will be decompressed and decrypted on the backup client computer.
6. Merging of delta files (for file with multiple delta files, if necessary).
7. Merging of combined delta file with full file.
8. Restore is completed successfully.
Mindtime Backup 95

B.V.



Mindtime
Backup

Mindtime Online Backup Manager
User’s Guide

911 Restore Menu

iReslnre E|
® Showfiles as of Jab | 2011003524 | = | [Latest hd ) Show all files Filter [#
Faolders kame Size Cate Modified
= Backup Server [ e
B[] e C1
#-[ 035 Backup Source
Delete I lterns per page ;. |50 - Page: 171 |~
[E= Restorefiles to
® Original location
1 Alternate location 5
[7] Restare file permissions
Search % Advanced 4 Previous Start Restore B Cancel £
Menu ltems Description

Show files as of Job

Radio button to display files available for restore as of
which backup job.

[YYYY/MM/DD] Dropdown menu to select the date of a backup job (used
with the [Show files as of Job] option).
[hh/mm/ss] Dropdown menu to select the time of a backup job (used

with the [Show files as of Job] option).

Show all files

Radio button to display all files available for restore.

Filter

Click to open the filter option.

Delete

Click to delete the selected file from MindtimeOBS.

Important:
File will not be available for restore in the future if they are
deleted from MindtimeOBS.

Original location

Restore directories and files to their original location.
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Alternate location Restore directories and files to an alternate location
specified.

Change Click to change the directory path of the restore
destination.

Restore file permissions Checkbox to enable or disable restore of file permission.

Search Click to open the Search option.

Advanced Click to open advanced option:
Delete extra files - Click to synchronize the selected
restore source with the restore destination during the
restore process.
Follow Link — Click to restore link destination'’s data.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

Select the [Show files as of Job] to display files available as of a particular backup job.

For example, to display the files available for restore since the backup job performed on
11:00am Mar 11th, 2011. Select [Show files as of Job], [2011/03/11] and [11/00/00]

Alternatively, select the [Show all files] to display all files available for restore.

For restore to the original location on the client machine, select the [Original location]
radio button.

For restore to an alternate location, select the [Alternate location] radio button, and click
[Change] to change the directory path which you would like to restore to.

9.1.1.1 Filter

Click on the [Filter] button to expand the filter option.
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)T( Restare

™ Showfiles as of Job
Filter

FPattern: | .doc

Folders
= E Backup Server
B e G

Delete 10

[E= Restorefiles to
® Original location

1 Alternate location

Search % Advanced

3

201100324 | = | |Latest hd ) Show all files Filter =l
Type: |containg | =[] Match case Apply &
MHarme Size Date Maodified
e Ca

& [C3) Backup Source

lterns per page ;. |50 - Page: 111

=+

[7] Restare file permissions

3 1 Previous Start Restore B Cancel £

Menu ltems

Description

Pattern

Input box for entering the pattern of files that you would
like to show.

Note: Backup filter is case sensitive.

Type

Dropdown menu for selecting the type of pattern, they
includes:

[contains]
[exact]
[starts with]
[ends with]

Match case

Checkbox to enable or disable case sensitivity.

Apply

Click to apply the filter settings.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with

your service provider for further details and availability.

The [Filter] option can be used to restore only files that follow a certain pattern. For
example, Words document file with .doc extension.
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Enter .doc into the [Pattern] textbox, select [ends with] from the [Typel] dropdown menu,

and then click [Applyl.

9.1.1.2 Search

Click on the [Search] button to open the filter menu.

i Search

Loakin:

Pattern :

Type :
contains

Appalyto

[] Match case

Search =

ltems per page :

Files and Directaries
Search subfolders

3

Change &%
MHame In Folder Size | Date Modified

Fage: |- | =

Ik Cancel E

Menu Items

Description

Look in

Click on the [Change] button to browse to the search
destination.

Pattern

Input box for entering the pattern of files that you would
like to search for.

Type

Dropdown menu for selecting the type of pattern, they
includes:

[contains]
[exact]
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[starts with]
[ends with]
Apply to Dropdown menu for selecting if the search is applied to:

[Files and Directories]
[Files only]
[Directories]

Search subfolders

Click to enable or disable search on the subfolders of the
selected [Look in] directory.

Match case Checkbox to enable or disable case sensitivity.
Search Click to begin the search.
Stop Click to stop the search process.

*The availability of features listed above may be service provider dependent. If a feature is not available, please check with
your service provider for further details and availability.

The [Search] option can be used to locate a directory or file within a backup set with
large amount of data. When the search is completed, user can select the data for
restore in the search menu.

For restore that follow a certain pattern, for example, Microsoft Words document file
that ends with .doc only. Enter the pattern .doc into the [Pattern] textbox, select type
[ends with] from the [Type] dropdown menu, and click [Apply].

9.1.1.3 Delete extra files

Click on the [Advanced] button, select the [Delete extra files] checkbox to enable the

delete extra file option.

Advanced Restore Options

v Delete extra files
| Fallow Link

oK &

3

Cancel E

When the [Delete extra files] option is enabled, the restore process will attempt to
synchronize the selected restore source with the restore destination.
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Mindtime
Backup

J¥A Mindtime Online Backup Pro Manager Ee=]
M Restore \i\
® Showfiles as of Job: (2015110114 v | Latest v _ Show all files Filter [#/
Fold_els Name Size Date Modified
& § Backup Server () 1. Links
e0fc ¥ ). MSN Websites
&0 i Users [V 1 Microsoft Websites
- A Backup ¥ L Windows Live
#-) [} Favorites [ 2] Barrel Roll Song (Viadimir356)mp3 ~ 220KB  2011/11/04 125958 ~ = ]
4 desktopini 1KB 2015008117 1234:30 @U'lﬁ" Computer) Lol DEE(C) b [ [ earh Lol Dise
Organize v Share with v New folder
47 Favorites Name Date modified Type
I Desktop Perflogs 14-7-2009 5:20 File folder
% Downloads Program Files 14 32 File folder
| Recent Places Program Files (x86) 13-10-2015 File folder
Temp File folder
Delete [ ltems perpage: 50 |v| Page: 1/1 v 4 Libraries Users File folder
@ Restore flesto 4| Documents Windows 25-8-201512:09 File folder
® Orginal location o Music [].md 39-20159:33 RND File
) Alternate location : g ngeto > =] Pictures
> B Videos
| Restore file permissions L
Search 4 Advanced » « Previous || StartRestore D || Cancel | 4™ Computer
» &, Local Disk (C:)
» W& CD Drive (D:) Virt
(a Adobe (E:)
> 8 Temp (\snv0d) (|
> 9 Data (\\snv0d) (X:

In the image above, where C:\ is selected as the restore source, and [Original location]
is selected as the restore destination.

The restore process will attempt to synchronize the restore destination (current C:\ on
the client machine) with the restore source (C:\ that is backed up on the backup server).

Specifically, the restore process will restore the Application, Documents and Settings
folders and the data within, and then delete all other data on C:\ to mirror the restore
source and destination.

Prior to the data synchronization, the backup application will prompt for confirmation:

Confirm Delete

CARestore DestinationiFile
Are you sure vou want to delete this fileffolder?

] Apply to all Yeg b Moo Cancel B

When using the [Delete extra files] option, please select the lowest possible child
directories or files, instead of the highest parent directories for synchronization.

To demonstrate, assuming that you want to synchronize the restore destination (e.g.
C:\Application) with the backed up C:\Application folder (restore source), select the
Application folder, instead of the C:\ for restore.
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8 C:\Application

® Showfiles as of Job: 200900604 | = Latest = 0 Shaw all files Filter '+
Folders Hame Size Date Modified
=R a Backup Server [ = Programi
&-Oee Ct ¥ £ Program2
- 12) Application ¥ ) Program3

-] (3 Docurnents and Sel#) 8] ves.doc
] ves2doe

Fie Edt Yiew Favorkes Tooks Help

Qe - O T O search

r{_- Folders -

hddress .U CiiApphcation

Folders X

B % 05(C)
1) ArsaypedaReport
() anslogReport
= 3 Agplication
i log
(L) Pragrami
® I Program2
12 Progrand
# 22 Programd
® | Programs
(2 autorun.inf
(¥ (23 Branding
[ (5 COP Test
& [ Decrypt
® ) DELL
1) deploy
(¥ 1) Documenks and Setbng:
12 dosdey
& 2 drivers
< | >

o

-

11 KB 200900313 093250
KB 20090031 2 09:32:15

Page: [1/1)=

Ghange—t
[Z] Restore file permissions
Cancel

4 Previous Start Restore b

IL’J Program3
Il;J Programd
o=

I.,J Frograms

9.1.1.4 Follow Link

&% C:\Application gad
Fie Edt View Favorkes Tooks  Help aw
@ Back - \_) II /:) Search ;_—_" Folders '

Address |5 Cripgplication v B
Foiders =N

B e 05(C) - L«J log
(2) AhsaypediaReport
[ 2 AnclogReport —
= 123 Application —'J Progrant
leg [
) Programl .
3 Prograinz =] programz
# () Program3 |
1) autarun,inf
[ 21 Branding o=
& () CDP Test ;J Frograms
[ |2) Decrypt
& (D pew E By ves
1) deploy = | Microsoft Wword Document
# 12) Docurnenks and Setting: = 11 K6
@ do.sdev E T yesz
3 diivers ﬂ Microsaft ‘ord Document
[ 12 files — | 11 KB
12 guides _chm -
< >

Click on the [Advanced] button, select the [Follow Link] checkbox to enable the follow

link option.
Advanced Restore Options X|
[7] Delete extra files
Follow Link
[T Resaolve Link
Ok Cancel E
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When the follow link option is enabled, not only is the symbolic link or junction point
restored, and directories and files that the junction point links to will also be restored.

The following table summarizes the outcome when a restore is performed with
different options.

Follow Link Restore to Action

Enabled Original Location Junction points are restored to the
original location.

Follow Link option enabled for backup -
Target directories and files are restored to
the original location.

Follow link option disabled for backup -
Target directories and files are not
restored.

Alternate Location Junction points are restored to the
location specified.

Follow Link option enabled for backup -
Target directories and files are restored to
the location specified.

Follow link option disabled for backup -
Target directories and files are not
restored.

Disabled Original Location Junction points are restored to the
original location.

No data is restored to the junction point’s
destination.

Alternate Location Junction points are restored to the
location specified.

No data is restored to the junction point’s
destination.

9.1.1.5 Resolve Link

Click on the [Advanced] button, select the [Resolve Link] checkbox to enable the resolve
link option.
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Advanced Restore Options E|

| Delete extra files
¥ Follow Link
v Resolve Link

Ok Cahcel &

Note that the resolve link option is only available when the restore destination is
configured to [Alternate location], and [Resolve Link] must be used in conjunction with
the [Follow Link] option.

When the resolve link option is enabled, the junction point would be restored, and
directories and files that the junction point links to will also be restored.

The following table summarizes the outcome when a restore is performed with
different options.

Resolve Link Action

Enabled Junction points are restored to the alternate location
specified, with its target directories and files also restored
to the location specified in their relative path.

Target of the junction is updated to the new relative path.
In other words, junction now points to the new alternate
location).

Disabled Junction points are restored to the alternate location
specified, with its target directories and files also restored
to the location specified in their relative path.

Target of the junction is not updated to the new relative
path. In other words, junction now points to the original
location.

9.1.1.6 Delete backed up directories and files on backup server
Click on the [Delete] button to delete backed up data that reside on the backup server.

This option is useful for removing backed up directories or files on server that is no
longer required.

Select the checkboxes beside the corresponding directories or files that you would like
to delete, and click [Delete].

Prior to the data removal, the backup application will prompt for confirmation:
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4 Restore |z|
® Showfiles as of Jok: [2011/03M4 | = | [Latest | =| O Show allfiles Filter
Folders Mame | size | Date Modified
= E Backup Server @ Backup Source.dac Z0KE 201012707 13:34:98
-0 = G0

-7 55 Backup Source

Confirm Backup Set Deletion

Areyou sure yvou want to permanently delete selected files?

| ves @ || No B

ltems per page n Page: 1.1 ﬂ

[E= Restorefilesto
® Original lacation

0 Alternate location : Conlternate Location Change %

[ Restare file permissions

| Search || Advanced » 4 Previous | StatRestore B || Cancel & |

Important:
Files will not be available for restore after they are deleted from the backup server.

9.2 How to start a restore

There are three methods for restoring data:
*  MindtimeOBM user interface

* Web console interface
* Decrypt File Wizard for physical data copied from MindtimeOBS

9.2.1 Restore using the MindtimeOBM user interface

Refer to the following steps for restore using the backup application’s user
interface:

1 Login to the backup application’s user interface.
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Indtme Linling CEL| ro na... x Indtime Linling CEL| o na... X
[] Mindtime Online Backup Pro Ma = [=3]| | Y] Mindtime Online Backup Pro Ma = |3
Ml’:’lindtime Ml"ﬂindtime
aBackup aBackup
Login Name : Login Mame :
Password Password
|~ Save password "] Save password
@ Forgot your password? @ Forgot your password?
OK Cancel B [# Options ‘©a Language
English -

[i] Backup Server
hitps | = | backupXX.mindtime.nl b

‘ﬂﬂ Proxy Setting
|| Use proxy to access the backup server
Type : ® Proxy

Sock
Address :

Fort:

User Name :
Password :

OK Cancel B [= Options

2. Click on the [Restore] button on the backup application’s main window to open
the Restore Menu.
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FY

Mindtime Online Backup
Mindtime
a\Backup

7

P'-.’_'_ Backup

F.r-f!" Restore
-

-

Pro Manager

D Save Setting @ Quit

Summary (pro_arjan_support)
Hg Quota Usage
Used: 259 77K/ 2G (0%)
Data: 25977k (28 files)
Retention: 0 (0 file)

i Statistics
Total Backup : 261,5k (29 files)

Total Restore : 0 (0 file)

Last Backup
TEST-Favo

2015-10-15, 21.00 (0 day)
0 error 0warning

Backup Log B
Restore Log [

Viewlog [

3. Select the [Show files as of Job] to display files available as of a particular backup
job.

To display the files available for restore since the backup job performed on 11:00
AM, Mar 11th, 2011, select [Show files as of Job], [2011/03/11] and [11:00:00]

Select the [Show all files] to display all files available for restore.
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[ Resiore E|
i Show files as of Jobh | 2011/0324 | = | | Latest - ) Show all files Filter £
Folders MName Size Date Madified
= E Backup Server [ = G2
=[] s 20

-5 Backup Source

Delete 10 lterms perpage . |50 - Page: 111 |=

E= Restore files to
® Original location
) Alternate location : %

["| Restare file permissions

Search % | Advanced 4 Previous Start Restare B Cancel &

4. Expand the directories by selecting the ™ button beside a folder.

5. Make use of the other options such as [Filter], [Search] and [Advanced] option
available, more details can be found in the sections above.

6. For restore to the original location on the client machine, select the [Original
location] radio button.

For restore to an alternate location, select the [Alternate location] radio button,
and click [Change] to change the directory path which you would like to restore
to.

7. Click [Start Restore] to begin the restore process.

Mindtime Backup 108
B.V.



Mindtime Mindtime Online Backup Manager
Backup User’s Guide

Restore [z|

!l Restore Progress
Downloading restare file list ... Completed
0%

Estimated Time Left: 0sec

Downloaded : 0 afile)

Elapsed Time : 0sec

Transfer Rate : Ohitfs

Wi oy Cancel E3
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9.2.2 Restore using the web interface
Refer to the following steps for restore using the web interface:
Note:

For restore of a large amount of data, it is recommended to restore using the
MindtimeOBM user interface instead of the web restorer applet.

1. Login to the web interface.

Select Language

A

Powered by

Mindtime
Backup

Login Name:

Password :

Forgotten your password? Login
remember my login name

Troubleshooting:

i. Check to see if your "CAPS LOCK" is on. Both the Login Name and Password are case sensitive.
ii. If you have forgotten your password, you can use the Forgot Password Page to retrieve your password.
iii. Please check if your system clock is correct. Cookies may function incorrectly if your system clock is incorrect.

MIND THE BACKUP M
A

2.  Click on the [File Explorer] tab at the top menu of the web interface.
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Profile Backup Set File Explorer Report Statistics Log

Rows/Page: 30 -

= Home > Backup E-mail

@) 2015-10-16 ~ latest = () @ Show Advanced Option ¥
(=]
=0
Note: 1. This shows all files / directories within a backup job of a backup set.

2. Files shown in light gray color are retained in the retention area.

3. To restore files/directories, please click the [ Restore ] button shown above.

4. To delete files/directories, please click the [ Delete ] button shown above.

5. [D] = Differential delta file

6. [1] = Incremental delta file

7. Size (number): The number in the round bracket is the file size of delta file and it iz not available for full file

MIND THE BACKUP M
F .

3. Click on the [Restore] button to open the web restorer applet:

Restore

Please selectthe hackup set

BackupSet

Delete 11 Mext  » Cancel B

4.  Select the corresponding backup set and press [Next]

5.  Select the [Show files as of Job] to display files available as of a particular backup
job.
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©

For example, select [Show files as of Job], [2011/03/11] and [11:00:00] to display
the files available for restore since the backup job performed on 11:00am of Mar
11th, 2011.

Select the [Show all files] to display all files available for restore.

)'(Restore E|
™ Show files as of Jab © | 20110/03724 | = | |Latest A ) Shaw all files Filter [+
Folders Mame Size Diate Modified
= B Backup Senver = G
= 1

-] ) Backup Source

Delete 10 lterms per page . |50 hd Page: 1/1 =

[E= Restorefiles to
® Original location
(7 Alternate location : L=

"I Restare file permissions

Search 9 Advanced » 4 Previous Start Restore B Cancel 8

Expand the directories by selecting the button beside a folder.

Make use of the other options such as [Filter], [Search] and [Advanced] option
available, more details can be found in the earlier sections of this guide.

For restore to the original location on the client machine, select the [Original
location] radio button.

For restore to an alternate location, select the [Alternate location] radio button,
and click [Change] to change the directory path which you would like to restore
to.

Click [Start Restore] to begin the restore process.
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Restore E|

L/_’.l.'? Restore Progress

Downloading restare file list ... Completed

0%
Estimated Time Left: 0 sec
Downloaded : 0 0file)
Elapsed Time : 0 zec
Transfer Rate : Ohit's

B Cancel

9.2.3 Restore using Decrypt File Wizard

Data stored on the backup server can be copied onto a removable hard disk (or
other storage medium) for direct restore on the client computer, bypassing the network

bottleneck. This is especially useful for restore of large backup set.

However, as data stored on the backup server are compressed and encrypted for
security purposes, a utility called Decrypt File Wizard must be used to decrypt the data.

Refer to the following steps for restore using Decrypt File Wizard:

1 Connect the removable hard disk with the data to your computer.
2. Login to the backup application’s user interface.
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M Mindtime
al\Backup
Login Mame :

Password :
[7] Save password

m Mindtime Online Backup Pro Mana... E\ [=] @

@ Forgot your passwaord?

OK Cancel B [# Options

m Mindtime Online Backup Pro Mana... E' (5] @

M Mindtime
al\Backup
Lagin Mame -

Password

[7] save password
© Forgot your password?

1= Language
English A

l:ﬂ Backup Server
https | = | backupXX.mindtime.nl i

%ﬂ Proxy Setting
[ Use proxy to access the backup server
Type : ® Proxy
Sock
Address :
Part:
User Mame :

Password :

0K Cancel @ = Options

3. Click on the [Decrypt File Wizard] button on the backup application’s main

window to open the Decrypt File Wizard.
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| Mindtime Online Backup Pro Manager

Mindtime _ . M =
a\Backup Language : [English = |1 SaveSefing ({yy Quit

Summary (pro_arjan_support)

Yy Back
Sl % Quota Usage
Used: 250,77k 2G (0%)
' . Data: 250,77k (28 files)
— Restore
ﬂ Retention: 0 (0 file)
‘-ﬂ
i Statistics
Total Backup . 261,5k (29 files) Backup Log B
Total Restore : 0 (0file) Restore Log [
Last Backup
TEST-Fava
2015-10-15, 21:00 (0 day) Viewlog [

O error 0 warning

4.  Select the [Change] button and browse to the [files] directory of the copied data,
and click [Next].

):( Decrypt Files Wizard

Please enter the path to the [files] folder which contains the backup files that vou want to decrypt.
|${Username}lﬂ|es

|| Change & |

Mext » || Cancel & |
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Note:

Data copied onto the removable hard disk must be in the same directory structure
as they are on the backup server, which is:

S{Username}\files

Please contact your service provider if you cannot locate the [files] directory.

5. Select the corresponding backup set and press [Next]

):1. Decrypt Files Wizard

Please selectthe backup set

Backup Set

Delete 1 4 Previous Mext Cancel B

6. Select the [Show files as of Job] to display files available as of a particular backup
job.

For example, to display the files available for restore since the backup job
performed on 11:00 AM, Mar 11th, 2011. Select [Show files as of Job], [2011/03/11]
and [11:00:00]

Select the [Show all files] to display all files available for restore.
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Backup
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i Show files as of Jok : [2011/0324 | |Latest - ) Shawy all files Filter %
Folders MName Size Diate Modified
= B Backup Server [J=e Cn
-] s T

-] (3 Backup Source

Delete 107 lterms perpage . |50 hd Page: 111 |=

= Restore files to
@ Original location
) Alternate location ; %

[T Restore file permissions

Search % | Advanced » 4 Previous Start Decrypt B Cancel B

7. Expand the directories by selecting the = button beside a folder.

8. Make use of the other options such as [Filter], [Search] and [Advanced] option
available, more details can be found in the sections above.

9. For decrypt to the original location on the client machine, select the [Original
location] radio button.

For decrypt to an alternate location, select the [Alternate location] radio button,
and click [Change] to change the directory path which you would like to restore
to.

10. Click [Start Decrypt] to begin the decrypt process.
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9.2.4

Decrypt [x]

[l_.- Decrypt Progress

Encrypting Key Request

(B Encrypting key
Est Backup SourcelFoldenFile.doc

De Enter Correct Encrypting Key :
Elg (IT117T]

oK Skip-File—&* —Skipai-E [~Cancel-£

ig log Cancel E

Restore using Script File

Data restore can be executed by the script file in the %$OBM_HOME%\bin folder.

Windows

%$OBM_HOME\bin\Restore.bat

Linux

%$OBM_HOME/bin/Restore.sh
Mac OSX

/Applications/MindtimeOBM/bin/Restore.sh

To perform the restore by script file, you need to modify the parameters in the script
file. The following is the list of available parameters.

Parameters Description

BACKUP_SET The name or ID of the backup set that you want
to restore. If the backup set name is not in
English, please use BackupSetID

e.g. BACKUP_SET="1119083740107"
or BACKUP_SET="FileBackupSet-1"

RESTORE_TO The directory that you want the files to restore to.
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e.qg.
Windows
RESTORE_TO="C:\Temp"

Linux, Mac OSX
RESTORE_TO="/tmp"

If you setitto ™
e.g. RESTORE_TO=""

The files will be restored to the original location.

RESTORE_FROM

The file/directory on the backup sertver that you
would like to restore.

e.qg.
Windows
RESTORE_FROM="C:\Data"

Linux, Mac OSX
RESTORE_FROM="/Data"

POINT_IN_TIME

The point-in-time snapshot of a successful
backup that you want to restore from the backup
server. Use "Current” for the latest backup
snapshot

e.g. SET POINT_IN_TIME="Current”
You can specify a particular point-in-time

e.g. SET POINT_IN_TIME="2006-10-04-12-57-
13"

For the available point in time on the backup
server, you can execute the following script.

Windows
ListBackupJob.bat

Linux, Mac OSX
ListBackupJob.sh

RESTORE_PERMISSION

If you want to restore file permission, set the
value to "N", otherwise set the value to "Y" to
restore file permission.

SKIP_INVALID_KEY

If you want to prompt user to input a correct
encryption key, set the value to "N", otherwise set

Mindtime Backup

B.V.

119




Mindtime
Backup

Mindtime Online Backup Manager
User’s Guide

the value to "Y", it will skip the restore file if the
file has an invalid encryption key.

SYNC_OPTION

Set this value to "Y" if you want to enable the sync
option, ie. delete extra file option. Set this value
to "N" if you do not want to enable the sync
option. If you set the option with ™, it will prompt
for selection.

REPLACE_EXISTING_FILE

Set this value to "-all" to replace all existing file(s)
of the same filename. If the value is set to "-
none”, it will skip the file restore if same filename
exists. If you set the option with ™, it will prompt
for selection.

SETTING_HOME

Optional parameter for you to set the user home.
By default, the option ™ will points to your home
directory with the .obm folder.

e.g. (Windows) "C:\Documents and
Settings\Jdohn\.obm”
(Linux) "/home/john/.obm”

FILTER

This parameter can help you to filter the files that
you want to restore. There are 3 options.

-Pattern=xxx

-Type=yyy
-Target=zzz
Where

xxx is the file pattern,
yyy is the filter type, which can be one of the
following: [exact | exactMatchCase | contains |

containsMatchCase | startWith |
startWithMatchCase | endWithMatchCase |
endWith ]

zzz is the filter target, which can be one of the
following: [toFile | toFileDir | toDir]

e.g. FILTER="-Pattern=.txt-Type=exact-
Target=toFile”
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9.3 IP restriction for restore using the web interface

I[P address restriction can be imposed on the backup server to restrict computer with
un-authorized IP address from restoring data using the web interface.

Please consult your service provider for more information on this option.
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10In-file delta technology

This chapter describes what In-file delta technology is and how it can be used to reduce
size of backup.

10.1 Overview

2

In-file delta technology is an advanced data block matching algorithm with the

intelligence to pick up changes (delta) of file content between two files.

Using this algorithm, daily backup of large files over low-speed internet connection is
made possible because it requires only the changes of information since the last backup
to be sent over (assuming that the full backup of the file has been saved on the backup
server already).

This is what will happen in the backup of a 10 GB Outlook.pst file when it is backed up
by MindtimeOBM with In-file delta technology:

1.

The whole file (10 GB) with its checksum file, are backed up to the backup server.
This can be done directly through the internet or indirectly using the seed loading
utility

When the backup runs again later (sub-sequence backup), MindtimeOBM will
download a checksum listing of all data blocks of the full backup file (or last
incremental backup file) from the backup server and use it to pick up all changes
that have been made to the current Outlook.pst file.

Changes detected are then saved in a delta file which is uploaded to the backup
server. A new checksum file is generated and is also uploaded. (This delta file is
assumed to be small because the content of PST files doesn’'t change a lot during
daily usage).

Sub-sequent backups of this 10 GB Outlook.pst file will go through step 2 and step
3 again. As explained, only a small delta file and checksum file will be uploaded to
the backup server.

With In-file delta technology, daily backing up of large file over low-speed internet
connection is now possible.
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Incremental In-file delta
Incremental Delta will facilitate ease of backup.

The delta is generated by comparing with the last uploaded full or delta file. Delta
generated with this method is smaller and uses the least bandwidth.

However, for restoration, the full file and all deltas up to the required point-in-time are
required to be restored and merged.

For example:
This is what will happen in the backup of a 10 GB Outlook.pst file with 100 MB

increment each day.

After the initial full backup, the backup application would continue to generate and
upload delta instead of the full file until one of the following two rules are true:

. Number of delta files generated (since the last full backup) exceeded the [No. of
Delta] setting.

. The delta ratio (ratio of delta file size against the full file size) exceeded the [Delta
Ratio] setting.

With incremental delta, delta generated by comparing the current file with the last
uploaded file (full or delta) is around 100 MB.

Since the delta file size is about 100 MB daily, delta ratio of 1% would not trigger a full
file upload.

Instead, MindtimeOBM will continue to generate and upload delta files until day 102 (full
file uploaded on day 1) when the number of deltas generated exceeds the [No. of Delta]
setting.

All delta files are generated with respect to changes made since the last incremental or
full backup. This means that the last full backup file and ALL incremental delta backup
files are required to restore the latest snapshot of a backup file.

Differential In-file delta
Differential Delta will facilitate ease of restore.

The delta is generated by comparing with the last uploaded full file only. Delta
generated with this method will grow daily and uses more bandwidth.

However, for restoration, the full file and a single delta is required to be restored and
merged.

For example:
This is what will happen in the backup of a 10 GB Outlook.pst file with 100 MB

increment each day.
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After the initial full backup, the backup application would continue to generate and
upload delta instead of the full file until one of the following two rules are true:

. Number of delta files generated (since the last full backup) exceeded the [No. of
Delta] setting.

. The delta ratio (ratio of delta file size against the full file size) exceeded the [Delta
Ratio] setting.

With differential delta, delta generated by comparing the current file with the last full file
is about 100 MB for the 1st delta, 200 MB for the 2nd delta, and 300 MB for the 3rd
delta (increment of 100 MB per day).

Since the delta file size increase by 100 MB per day, MindtimeOBM will continue to
generate and upload delta files until day 52 (full file uploaded on day 1) when the delta
ratio exceeds the [Delta Ratio] setting:

Delta file size of approximately 51 x 100 MB = 5.1 GB.

All delta files are generated with respect to changes made since the last full backup. This
means that only the last full backup file and the last delta file are required to restore the
latest snapshot of a backup file.

*In the event of corrupted delta file, only one particular snapshot of the file is non-
restorable. All other snapshots with its delta would remain intact.

Backup Setting El

Backup Set In-File Delta

|J aeneral Enable In-File Delta

)i Backup Source Block Size : Auto | = | Bwtes

L’f_f Backup Schedule 2 Applyto files
i Minimurm Size : |25 > | Mbytes
|[1 Encryption
- &, Delta Merging
@ Continuous Data Protection ] Enable delta merging
|_] In-File Delta 4 In-File Delta Type
Default: | Incremental =

& Retention Policy ad 4
vanced »

Backup Filter
[*h Upload full file when
=l

ar | Command Line Tool or Mo. of Delta = 100 -
Delts Ratin*= 50 * %

" Extra Backup )
* Delta Ratio = Delta File Size FFull File Size

% Lacal Copy

'l&s Options

Ok Cancel £
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10.1.1 Block Size

[Block Size] defines the size of block used when detecting changes between last full or
delta file and the file to be backed up.

In general:

In-file delta backup with small block size:

. Produce a smaller delta file due to a more precise comparison
. Require more processing power on the client machine

. Comparison may take longer to complete

In-file delta backup with large block size:

. Produce a larger delta file due to a less precise comparison
. Require less processing power on the client machine

. Comparison will complete faster

For most cases, the default setting [Auto] will select the optimal block size for each file
(depending on the size of the file).

10.1.2 Apply to files (Minimum Size)

[Apply to files (Minimum Size)] defines the smallest file size a file must have before the
use and application of In-file delta technology.

If the size of a file that is being backed up is smaller than the [Minimum File Size] setting,
In-file delta technology will not be applied to this file and the whole file will be uploaded
to the backup server.

It is not necessary to perform In-file delta backup on small files because backing up the

whole file does not take long. Backing up the whole file instead reduces the time
required to restore the file..

10.1.3 Delta Merging (Enable delta merging)

[Delta Merging (Enable delta merging)] defines whether to enable the delta merge
feature for the corresponding backup set.
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=%~ To enable the delta merging feature, select the [In-File Delta] tab in the [Backup
Setting] menu, and select the checkbox beside [Enable delta merging].

10.1.3.1 Overview

The delta merge feature combines the full and delta files (differential or incremental) on
MindtimeOBS into a single full file.

The advantage of using delta merge is it will speed up the restore of files. As a single
‘merged' file can be restored faster than a file consisting of full plus related incremental
files, which may require a lengthy merging process after restoring to a client machine.

Delta merge can be applied to full and differential or incremental delta files which reside
in the data area. The criteria for file merging are governed by the retention policy setting

for the backup set.

10.1.3.2 Limitation

The following are limitations of the delta merge feature:

¢ Delta merge cannot be performed for abnormal backup set with multiple

encryption key

* Advanced retention policy cannot be used in conjunction with the delta

merge feature.
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* The delta merge of differential delta files with the full file, will only apply if
there are incremental delta files present in the delta chain.

Therefore, no delta merge will take place for backup sets with delta merge
enabled and in-file delta set to Differential.

* The delta merge feature does not support Local Copy backup.

10.1.3.3 Delta merge policy

The delta merge process relies on the retention policy setting to decide when to merge
delta files with the full file. But delta merge does not apply to files in the retention area.
Any backup sets configured with advanced or customized retention policy settings
cannot use the delta merge feature.

Any reference to retention policy in the context of delta merge implies delta merge
policy. As backup sets enabled with delta merge share a single setting, any changes in
retention policy will impact on the availability of snapshots that can be restored from
both data and retention area. Before enabling the delta merge feature please review
your data restore requirements carefully

10.1.3.4 Delta merging process

A delta merge will take place after a backup job is completed, MindtimeOBM will only
initiate a delta merge request at the end of a backup job.

As part of the request, MindtimeOBM will upload a copy of the backup set encryption
key to MindtimeOBS which is hashed for security purposes. Once a merge request is
received by MindtimeOBS it will be placed in the delta merge queue, the information in
the delta merge queue only exists in memory for security purposes.

As backup sets enabled with delta merge share a single setting, any changes in retention
policy will impact on the availability of snapshots that can be restored from both data
and retention area.

Important:

Before enabling the delta merge feature please review your data restore requirements
carefully.

10.1.3.5 Delta merging example

The following is some simple examples to demonstrate the functionality of the delta
merge feature:

Example 1:
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The example below shows how delta files are merged into full file using a retention
policy (delta merge policy) setting defined as 4 jobs for this backup set.

A full backup file is stored into data area (F) uploaded by Job 1, followed by incremental
delta files Iy, I, I3, and ls. On the completion Job 5 (l4), the backup application will trigger
a delta merge background job to execute the file merging. When the MindtimeOBS
delta merge job runs F + I will be merged to become a merged full file. The data area
now contains 4 snapshots including merged full file after file merging.

Retention Policy = 4 Jobs (Delta Merge Policy)

Jobl=F
Job?2 =1
Job3 =1
JOb4=|3

Job 5 = |4 (delta merge initiated)
After job 5 the backup application will initiate a delta merge for Job 1 & Job 2 files.

F (F + 1) merged full file
l2
I3
|4

Example 2:
The example below shows how delta files are merged into full file using a retention
policy (delta merge policy) setting defined as 7 days for this backup set.

A full backup file is stored into data area (F) uploaded on Day 1, followed by incremental
delta files Iy, I3, I3, 14, Is, 16, I7,and lg. On the completion of the backup job on Day 9 (lg),
the backup application will trigger a delta merge background job to execute the file
merging. When the MindtimeOBS delta merge job runs F + |1 will be merged to become
a merged full file. The data area now contains 8 snapshots including merged full file
after file merging.

Retention Policy = 7 Days (Delta Merge Policy):

Dayl=F
Day 2 =11
Day3 =1
Day 4 = I3
Day 5 =14
Day 6 =I5
Day7 =le
Day 8 =17

Day 9 = Ig (delta merge initiated)

After job on day 9 the backup application will initiate a delta merge for Day 1 & Day 2
files. As the incremental file |1 has exceeded the 7 day retention policy setting.
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F (F + 1) merged full file
l2
I3
l4
ls
le
|7
ls

Example 3:
This example below shows what happens when there are multiple backup jobs

occurring which generates incremental delta files within a 24 hour period.

A full backup file is stored into data area (F) uploaded by Job 1, followed by incremental
delta files Iy, Iz, I3, and l4. On the completion Job 5 (l4), the backup application will trigger
a delta merge background job to execute the file merging. When the MindtimeOBS
delta merge job runs F + |1 will be merged to become a merged full file.

Retention Policy = 4 Jobs (Delta Merge Policy)

Jobl=F
Job2=1
Job 3 =1
Job 4 = |3
Job 5 = |4 (delta merge initiated)
Job 6 = |5
Job 7=l

After job 5 the backup application will initiate a delta merge for Job 1 & Job 2 files. If
after the delta merge there are further incremental uploads, e.g. Job 6 and Job 7. These
increment files will not be merged by MindtimeOBS as a delta merge jobs has already
taken place within the last 24 hours. The data area now contains 6 jobs, which exceeds
the delta merge policy of 4 jobs

F (F + 1) merged full file
2
I3
|4
|5
le

MindtimeOBS will merge the extra incremental files, when the next backup job
completes 24 hours after the last delta merge. MindtimeOBS will merge all the delta files
which have exceeded the backup set delta merge policy.

Example 4:
The example below shows how differential and incremental delta files are merged into

full file using a retention policy (delta merge policy) setting defined as 4 jobs for this
backup set.
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A full backup file is stored into data area (F) uploaded by Job 1, followed by incremental
and differential delta files I1, 2 I3 and Da.

Retention Policy = 4 Jobs (Delta Merge Policy)

Jobl=F
Job2=1I
Job 3 =12
Job4 =13

Job 5 = D1 (delta merge initiated)

After Job 5 the backup application will initiate a delta merge for Job 1 & Job 2.
Unfortunately, differential delta D1 is found in delta chain, this creates delta merge
stoppage, the files in Job 1 and Job 2 will not be merged.

The backup job continues with subsequent incremental backups (l4. Isand le).

Job1l=F
Job2=1I
Job3 =12
Job4 =13

Job 5 = D1 (delta merge is initiated and stopped)
Job 6 = la(delta merge is initiated and stopped)

Job 7 = Is(delta merge is initiated and stopped)

Job 8 = ls (delta merge is initiated)

After Job 8 the backup application will initiate a delta merge, MindtimeOBS will merge
the full file (F) uploaded in Job 1 with the differential delta D1 uploaded in Job 5 to form
the new full file (As the D, differential includes changesin |1 + I> + I3). The incremental
files Iy + I + Iz will be moved to the retention area, as they have already exceeded the
retention policy of 4 jobs. These files will be purged on the next retention policy job.

After the delta merge has completed the follow files will be available for restore.

F(F+ Dy
la
Is
le

Example 5:
The example below shows how delta merge handles multiple differential delta files

using a retention policy (delta merge policy) setting defined as 4 jobs for this backup set.

A full backup file is stored into data area (F) uploaded by Job 1, followed by incremental
and differential delta files I, |2 I3 and Da.
Retention Policy = 4 Jobs (Delta Merge Policy)

Jobl=F
Job2=1Nh
Mindtime Backup 130

B.V.



Mindtime Mindtime Online Backup Manager

Backup User’'s Guide
Job3=12
Job 4 =13

Job 5 = D1 (delta merge initiated)

After Job 5 the backup application will initiate a delta merge for Job 1 & Job 2.
Unfortunately, differential delta D1 is found in delta chain, this creates delta merge
stoppage, the files in Job 1 and Job 2 will not be merged.

The backup job continues with subsequent differential delta backups (D2and Ds) and
incremental delta backups (l4. Is.and le).

Jobl=F
Job2=1I
Job 3 =12
Job4 =13

Job 5 = D1 (delta merge is initiated and stopped)
Job 6 = D2 (delta merge is initiated and stopped)
Job 7 = D3 (delta merge is initiated and stopped)
Job 8 = |4 (delta merge is initiated and stopped)
Job 9 = Is(delta merge is initiated and stopped)
Job 10 = le (delta merge is initiated)

After Job 10 the backup application will initiate a delta merge, MindtimeOBS will merge
the full file (F) uploaded in Job 1 with the latest differential delta Dz uploaded in Job 7 to
form the new full file (As the D3 differential includes changesin |y + 12 + 134+ D1+ D2). The
files Iy + 12 + 13+ D1 + Do will be moved to the retention area, as they have already
exceeded the retention policy of 4 jobs. These files will be purged on the next retention
policy job.

After the delta merge has completed the follow files will be available for restore.

F(F + D3)
l4
Is
ls

Example 6:
The example below shows how delta merge handles multiple differential delta files with

different compression type.

A full backup file is stored into data area (F) uploaded by Job 1, followed by incremental
and differential delta files I1, and I2.
Retention Policy = 3 Jobs (Delta Merge Policy)

Job 1 = F (Fast Compression)

Job 2 = l1 (Normal Compression)

Job 3 = |2 (No Compression)

Job 4 = I3 (Fast Compression, delta merge initiated)

After Job 4 the backup application will initiate a delta merge for Job 1 & Job 2.
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When F merged with I1, the new merged file F+ |1 will be using Normal Compression,

On the next backup, a new delta file is uploaded and delta merge initiated for Job 2 & Job
3.

Job 2 = (F + 1)) (Normal Compression)

Job 3 = |2 (No Compression)

Job 4 = I3 (Fast Compression)

Job 5 = l4 (Normal Compression, delta merge initiated)

The new merged file F+ 1 + I2 will not use any compression. In conclusion, the
compression type will be updated to the last incremental file in the merge list.

10.1.4 In-File Delta Type

The [In-file Delta Type] setting defines the way In-File Delta files are handled. There are
two different versions as follows:

Incremental In-File Delta

All delta files are generated with respect to changes made since the last incremental
backup. This means that the last full backup file and all related incremental delta backup
files are required to restore the latest snapshot of a backup file.

The full backup file, its checksum file and all incremental delta files are always stored in
the data area. This means that these files are not affected by the setting of the retention
policy and will always be kept on the backup server. However, for backup sets with delta
merge enabled, the retention policy setting is also used by the delta merge feature to
determine when MindtimeOBS will merge the full and incremental delta files into a new
full file.

Differential In-File Delta

All differential delta files are generated with respect to changes made since the last full
backup file. This means that only the last full backup file and the last differential delta file
are required to restore the latest snapshot of a backup file. The other intermediate
differential delta files are only required if you want to restore intermediate snapshots of
a backup file.

The advantage of a differential In-File delta backup is that a corrupted differential delta
file would only make one particular snapshot of a backup file non-recoverable. All other
snapshots can still be recovered using the remaining differential delta files.

The full backup file, its checksum file and the last delta file uploaded (if more than one
delta files have been uploaded to the backup server) is always stored in the data area.
This means that these files are not affected by the setting of the retention policy and will
always be kept on the backup server. It is done this way because all these files are
required to get the latest snapshot of the backup file and they should not be removed
from the backup server by the retention area cleanup routine. All other intermediate
delta files are stored in the retention area.
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10.1.4.1 Advance In-file Delta Type

[Advanced In-file Delta Type] defines an advance policy, where users can override the
default In-file delta setting on specific days in terms of day of a week, or day of a year,
for example all Sundays, or the first day of each month.

BackupSet - E| In-File Delta

l] General Enahble In-File Delta

|\ Backup Source Block Size : (Auto | = | Bwles

1 ':“_J Backup Schedule 2 Applyto files

- Minimurn Size ;|25 = | hbytes

H: Encryption

_] @ Delta Merging

|_.¢_.- In-File Delta Enahle delta merging

o FRetention Policy [ In-File Delta Type

= coammand Line Taal Default: Incremental =
Advanced »

b4 Eutra Backup
(%5 Upload full file when

']" Local Copy rND' of Delta = 100 hd
Celta Ratio*= 50 = %

#5% Options ) — .
o *Delta Ratio = Delta File Size [ Full File Size

Ok Cancel £

This is especially useful for users who want to limit their backup on specific day. For
example, incremental delta backup on weekdays and differential delta backup on
Saturday.

Press the [Advanced] button and the [Advanced In-File Delta Type Setting] dialog will be
display.
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Advanced In-File Delta Type Setting

L]

O @ @
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_a| Weekly Variation (Override De

[

@ @

Yearly Variation (Cwerride Weekly Wariation ar Default Setting

Oomomomo@m@E

fault Setting)

x]

0k Cancel B

Menu ltems

Description

Weekly Variation (Sunday to
Saturday)

Click on the checkbox beside the corresponding
day to enable advance In-file delta setting for that
day.

Delta type drop down menu
(Sunday to Saturday)

Click on the dropdown menu beside the
corresponding day to select the delta type for that
day.

Yearly Variation (January to
December)

Click on the checkbox beside the corresponding
day to enable advance In-file delta setting for that
day.

Day number (used with yearly
variation)

Click on the radio button and dropdown menu to
select the day number, of month selected.

Day of week (used with yearly
variation)

Click on the radio button and dropdown menus to
select the day of week, of the month selected.

10.1.5 Upload full file when

[Upload full file when] defines the rules which MindtimeOBM will perform a full file
backup instead of a delta backup.

MindtimeOBM will upload a full file when one of the following rules is true:
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* When the number of delta files generated (since the last full backup) since the last
full file exceeded the [No. of Delta] setting.

* When the delta ratio of the delta file (ratio of delta file size against the full file size)
exceeded the [Delta Ratio] setting.

10.1.5.1 No. of Delta

[No. of delta] defines the maximum number of deltas allowed for each full file (within
the backup set) before MindtimeOBM will force a full file upload to the backup server.

For example, if the [No. of delta] is set to 10, and the corresponding file already has 10
deltas saved on the backup server. On the next backup, MindtimeOBM would upload the

full file instead of generating a delta since the [No. of delta] is reached.

This setting is to ensure that there will be a full file backup after a certain number of deltas

has been generated (limiting the size of the delta chain).

Alternatively, to configure MindtimeOBM to allow ‘infinite" number of deltas, you can

configure the [No. of delta] setting to "-1".

10.1.5.2 Delta Ratio

[Delta Ratio] defines the maximum ‘ratio of change’ (delta file size when compare to the
last backup) before MindtimeOBM will force a full file upload to the backup server.

Delta ratio is calculated by dividing the file size of a delta by the file size of the full file
(e.g. the percentage of changes detected between the last full backup file and the
current file).

For example, if the [Delta Ratio] is set to 50% (default setting), if a file changes by more
than 50%, MindtimeOBM would upload the full file instead of generating a delta since
the [Delta Ratio] is reached.

This setting is to ensure that a full file backup is performed for file with significant
changes, as it is preferable to upload a full file instead to reduce the time required to
restore the file.
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11Backup / Restore Windows System State

This chapter describes in details how to backup and restore Windows System State with
MindtimeOBM.

11.1 Supported versions

Please refer to FAQ: Mindtime Requirements. for the supported versions.

11.2 Requirements and recommendations

For System State backup of Windows XP or 2003 / R2, please ensure that the following
requirements or recommendations are met:

1 MindtimeOBM is installed on the computer to be backed up.

2. Sufficient disk spaces are required for the temporary directory (usually of size
around 2 GB).

3. It is recommended that the temporary directory be configured on a local drive.

For System State backup of Windows 2008 / R2 /2012 or SBS 2011, please ensure that
the following requirements or recommendations are met:

1 MindtimeOBM version 6.3 or above is installed on the computer to be backed up.

2. The system volume must be formatted with NTFS.

3. Sufficient disk spaces are required for the temporary directory (usually of size
around 15 GB of space, this will vary from server to server depending on the

components (e.g. roles and features) installed. ).

4. The following Windows Features are installed on the client computer (under
Server Manager):

Windows Server Backup Features
J Windows Server Backup

o Command line Tool
o Windows PowerShell

5. Limitations on the temporary directory:
. Temporary directory must be a local or USB drive.
. Temporary directory can be a non-critical or critical drive.
. Temporary directory can only be set to the root of a drive.
. Shadow Copies storage location of temporary directory must be set to
local.
Mindtime Backup 136

B.V.


https://www.mindtimebackup.eu/support/981662-Requirements

Mindtime Mindtime Online Backup Manager
Backup User’s Guide

Please refer to FAQ: Restriction on the temporary storage location for the
Windows system state and system backup? for details.

It is recommended that the temporary directory be configured on a local drive

The current virtual hard disk specification limits the size of a virtual hard disk to be
2040 GB (2 TB), which can fit a volume of size 2040 GB minus 2 MB.

For details, please refer to:

http://blogs.technet.com/b/ranjanajain/archive/2010/03/23/virtual-hard-disk-
vhd-architecture-explained.aspx

http://technet.microsoft.com/en-us/library/dd183729%28v=ws.10%29.aspx

11.3 Overview

The following steps are performed during a backup job:

1 Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.
3. Commands are issued to create the System State data:
e Windows XP, 2003 (Ntbackup)
*  Windows Server 2008/R2/2012, SBS 2011 (Wbadmin)
4. System State data is temporarily stored in the temporary directory specified in the
backup set.
5. Server and local file lists are compared to determine which file will be uploaded
6. Delta file is generated for modified file (if necessary).
7. Data are encrypted, compressed, and uploaded to the backup server.
8. System State data is removed from the temporary directory specified in the
backup set.
9. Backup completed successfully.
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11.4 How to backup Windows System State
Refer to the following instructions to backup Windows System State:
11.4.1 For Windows XP, 2003 / R2

1 Login to the backup application’s user interface.

m Mindtime Online Backup Pro Mana... EI [=] m Mindtime Online Backup Pro Mana... EI [=]
Ml':'lindtime Ml':'lindtime
a\Backup a\Backup

Login Name : Login Name :

Password Password
|”] save passwaord [”] Save passwaord
@ Forgot your password? @ Forgot your password?
OK Cancel B | [+ Options = Language

English -

[i] Backup Server
hitps | = | backupXX mindtime.nl i

%3 Proxy Setting
[ Use proxy to access the backup server

Type : ® Proxy
Sock
Address
Part:
User Name .
Password

OK Cancel B = Options

2. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

3. Create a System State Backup set by selecting [System State Backup] from the
backup set type dropdown menu.
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Mew Backup Set Wizard

E} Backup Set
Mame: |Backup Set
Type : System State Backup

WS Exchange Server Backup
WS Exchange Mail Level Backup
WS S0 Sermver Backup

hlyS2IL Backup

Oracle Database Server Backup
Systerm State Backup
ShadowProtect Systerm Backup
MS % Backup

3

Mext » Cancel E3

Select [Next] to proceed.

Configure a backup schedule for unattended backups.

Select an encryption setting for your backup set.

Press the [OK] button to complete the configuration of backup set.

Scheduled backup will run automatically at the configured schedule time.

Click [Backupl] button on the left panel to perform a backup immediately.

11.4.2 For Windows Server 2008 / R2 / 2012, SBS 2011

1

Login to the backup application’s user interface.
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M Mindtime Online Backup Pro Mana... | = | M Mindtime Online Backup Pro Mana... | = |
MMindtime MMindtime
a\Backup a\Backup
Login Name : Login Mame :
Password : Password :
| Save password | Save password
@ Forgot your password? @ Forgot your password?
OK Cancel B [+ Options =3 Language
English -

E] Backup Server
https | = | backupXX. mindtime.nl b

‘ﬂﬂ Proxy Setting
| Use proxy to access the backup server

Type : Proxy
Sock
Address :
Part:
User Mame :
Password :
0K Cancel B | = Options

2. Select the [Backup Settings] button and the | button to start the New Backup Set

Wizard.

3. Create a System State Backup set by selecting [System State Backup] from the
backup set type dropdown menu.

New Backup Set Wizard E3 |

E;' Backup Set

Mame: | BackupSet

Type : File Backup -
Lotus Motes Client Backup "
Lotus Damino Server Backup
ME Exchange Server Backup
ME Exchange Mail Level Backup
MS SGL Server Backup
hlySaL Backup
Qracle Database Server Backup
System State Backup -

Mext b Cancel B
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4. Select [Next] to proceed.

5. Configure a backup schedule for unattended backups.
Note:
Multiple backup schedules of different types can be configured for the same
backup set.

6. Select an encryption setting for your backup set.

7. Press the [OK] button to complete the configuration of backup set.

8. Configure the temporary directory of the System State backup set.

9. On the MindtimeOBM main menu, press [Backup Setting], then [Options].

10. Click [Change] and select the temporary volume for backup.

1 P m e
x ||+

SRS Ehange Temporary Folder [ <)

[] General —

-8 Computer Change %
! fa Backup Schedule 4&_:' Local Disk (G2

- L b 2 Drive Q@)

[r_j,: Encryption dﬂ Drive R {R:)

- o e 2 Drive 5 (39

[}, In-File Deta - ¥ Netwark

& Retention Policy
_T;:: Command Line Tool
L 2

b‘— Local Copy

i 2 Options

ik Cancel E3

Ok Cancel £

11. Scheduled backup will run automatically at the configured schedule time.

12. Click [Backup] button on the left panel to perform a backup immediately.
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11.5 How to restore Windows System State

11.5.1 For Windows XP, 2003 / R2

Refer to the following instructions to restore Windows System State on Windows XP,
Server 2003 / R2:

1. Install MindtimeOBM on the machine to be restored to.

2. Login to the backup application’s user interface.

[] Mindtime Online Backup Pro Mana... [ o | & [s23|| |]7] Mindtime Online Backup Pro Mana... [ = | & [5]
Mindtime Mindtime
al\Backup alBackup
Login Name : Login Mame :
Password : Password :
[" Save password [~ Save password
@ Forgot your password? @ Forgotyour password?
0K Cancel [ Options ‘= Language
English -

l:i] Backup Server
hitps |/ | backup} mindtime nl b

q.ﬂ Proxy Setting
[ Use proxy to access the backup server

Type . & Proxy
Sock
Address
Port:
User Mame :
Password

oK Cancel 8 = Options

3. Select the [Restore] button and the corresponding backup set.
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Backup
;( Restore fg|
Please selectthe hackup set
BackupSet
Delete T Mext » Cancel

4. Select the System State file (SystemState.bkf) to be restored and its restore

destination.
M Restore fg|
) Show files as of Job © | 2011/08M12 | = | |Latest o 2 Show all files Filter [+
Folders Mame Size Diate Madified
=- B Backup Sarer ¥ & systernState bkt 560,00.. 20110812 14:19:50
e ] =D Server
Delete 17 Iterns per page ;|50 * | Page: 111 =
[E= Restorefiles to
CiARestore Destination Change &%
Search 4 Previous Start Restore B Cancel

5. Open NTBackup, in the Windows Start menu, click [Run...] and type in ntbackup.
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Backup

- Twpe the name of a program, folder, document, or
= Internet resource, and Windows will open it for you,

Qpen: |ntbackup w |

[ Of ][ Cancel ][ Erowse. .. ]

6. Press [Next] and select [Restore files and settings]

Backup or Restore Wizard L |

Backup or Restore
“r'ou can back up filez and zettings, or restore them from a previous backup.
T .--'-

x]

What do you want to do?

() Back up files and settings

(#)Restore files and zethings

[ < Back ” MNest » ] [ Cancel

7. Click [Browse], browse to the SystemState.bkf file which you have restored via
MindtimeOBM, then press [OK].
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x|

What to Restore
“ou can regtore any combination of drives, folders, or files. @
2
1y Double click anitem on the left to see itz contentz. Then select the
! i chy )
BosBbond ; Open Backup File EE| o
Items ta reg "
= [ ﬁ Pleaze zpecify the file that you would like to catalog. Me
— 0-0.. C:AL
Open: | C:“Restore Destination™S erver\SystemS tate. bkf O-0... A
-0, T
-0 CAL
[ 1] ] [ Cancel ] [ Browse... D Ol
b0, C:W
[7] &l SystemState. bkf. 2011-09-12-14-17-12-0... Tl
< >
[ < Back ][ Meut » ] [ Cancel
8. Expand and select the corresponding System State file from the left panel, press
[Next] afterward.
9. Review the settings then press [Finish] to begin the restore process.

Backup or Restore Wizarnd

Completing the Backup or

@ Restore Wizard
] o B

Y'ou have created the following restore settings:

Type: File
Restare tao: Original locations

Ewizting files: Do not replace

Restare from:  SyztemState blkf 2011-09-12-14-17-12-000.£

To cloge this wizard and start the restore, click Finish,

To specify additional restore options,
chck Advanced.

3

| <Back || Finish

| [ Cancel ]

10. The restore process is now completed.
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11.5.2 For Windows 2008 / R2 / 2012, SBS 2011

Refer to the following instructions to restore Windows System State on Windows Server

2008 / R2, SBS 2011:

1. Install MindtimeOBM on the machine to be restored to.

2. Login to the backup application’s user interface.

m Mindtime Online Backup Pro Mana... EI [=] @
M Mindtime
al\Backup
Login Name :
Password :

"] Save password
@ Forgot your password?

OK Cancel 8 | # Options

MM'lndﬁme Online Backup Pro Mana... E\ [=] @
M Mindtime
alBackup
Login Name :
Password

|”) Save password
@ Forgot your password?

s Language
English -

[i] Backup Server
hitps | = | backupXX mindtime.nl hd

(aﬂ Proxy Setting
[ Use proxy to access the backup server

Type : ® Proxy
Sock
Address
Port :
UserMame :
Password :

OK Cancel B = Options

3. Select the [Restore] button and the corresponding backup set.
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R Restore E

Please selectthe hackup set

Backup Set

MNext » Cancel

4. Select the System State file to be restored and its restore destination.

® Show files as of Job 0 2011/0914 »  Latest = Show all files Filter '+
Folders Name Size Diate Modified
= E Backup Server | Microsoft_wWindows_System_Backup 10,009 2011/09/14 14:12:48

----- O = ga-wix-r2etp-2

lterms per page : |50 A Page: 1/1 =

[E= Restorefiles to
Local Disk (C3) hd

Search % 4 Previous Start Restore B Cancel

5. To view the backup version identifier, run the following command in the
command prompt as administrator.
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> wbadmin get versions

: Comvmand Prompt

Microsoft Windows [Version 6.1.76811
Copyright <c? 2809? Microsoft Corporation. All rights reserved.

sUWindowsssystem32>ubadmnin get versions
whadmin 1.8 - Backup command-line tool
(G} Copyright 2004 Microsoft Corp.

Backup time: /1120013 3:15% PM

Backup target: 1394-U8B Diszk labeled E:

Uersion identifier: B7-11-2013-87:15

Can recover: Uolume<s), Fileds), Application{s>, System State
Snapzhot ID: {861361labh—d4fe—4@5d-807d—BAd14982eB757>

Backup time: 7-11-2013 5:24 PH

Backup target: 1394-/U8B Disk labeled E:

Uersion identifier: B7-11-2013-07:24

Can recover: Uolumet{s), File<s),. Application®s),. System State

Snapshot ID: {99fd?7c2-435b—43f8-9h33- d25ha2d668243

Backup time: 2-17-26813 11:14 AM

Backup target: 1394-U8B Diszk labeled F:

Uerzion identifier: @9-17-2013-03:14

Can recover: Uolumeds), File<s). Application<s)>. System State
Snapshot ID: {66c68752-8e52-4did-afdl-—felc2cc?3278>

Backup time: 22420013 5:16 PM

Backup target: 1394-U8B Diszk labeled G:

Uersion identifier: B9-24-2013-079:16

Can recover: Uolume<s), Fileds), Application{s>», System State
Snapzhot ID: {1298b534-2796—1b3e—7444-bBA1335aa9d77>

C:Windowsssystem32 >

6.  To restore system state, run the following command in command prompt as
administror.

> wbadmin start systemstaterecovery -version:<Versionldentifier> -
backupTarget:<BackupDestinationVolume>

Eg:

> wbadmin start systemstaterecovery -version:09/24/2013-09:16 -
backupTarget:G:

eg:
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C:“Windowsssystem32>wbadnin start systemstaterecovery —version:@%7-24-2013-87:16
—backupTarget :F:

whadmin 1.8 — Backup command-line tool

(C> Copyright 2084 Microsoft Corp.

Do you want to start the system state recovery operation?
[¥]1 Yes [N]1 Mo ¥

System state recovery cannot he pawnszed or cancelled once it has started.
It will need a restart of the server to complete the recovery operation.

Do you want to continue ¥
[¥]1 Yes [N]1 Mo ¥

Starting a system state recovery operation [9-24-2013 6:42 PHM]1.
Processing files for recovery. This might take a few minutes...

7. Press "Y" to confirm the operations. After that, you need to wait for the restore, it
may take several minutes to hours.

eqg:

[&+] Administrator: Command Prompt - whadmin start systemstaterecovery -version:09/24,/2013-09:16 -... _ O

Currently recovering files reported by ’Systen Writer' -
Duerall progress: 96x.

Currently recovering files reported by ’System Writer'!

Ouverall progress: T6x.

Currently recovering files reported by 'System Writer'

Overall progress: 6.

reported by ‘System Writer’

reported by ‘System Writer’
Ouerall progress: 97
Currently recovering files reported by ’Systenm Writer’
Ouverall progress: T8x.
Currently recovering files reported by 'System WUriter'
Duerall progress: 99,
Currently recovering files reported by ’Systen Writer’
The recovery of files reported by ‘System Writer’ has completed.
Ouerall progress: 99x
Recovering additional system state files...
Reztoring the registry. Thiz might take a few minutes...
Finalizing the recovery operation...
Summary of the recovery operation:

The recovery of the system state szuccessfully completed [?-24-2013 7:22 PHMI.
Log of files successfully recovered:
G- MWindows“Logs-UWindowsServerBackup~SystemStateHestore-24-87-2013_18-42-47.1og

Reztart the server to conmplete the operation.

Mote: Please wait while the system state recovery operation attempts to
recover system files. This might take several minutes to complete. depending
on how many files are getting replaced and the server restarts needed during
the process. Do not interrupt thiz process.

A computer restart is reguired to complete the system state recovery operation.
Prezs [¥1 to restart the computer now.
[¥]1 Yes &

8. After the recovery is completed, Click "Y" to reboot the computer.

11.5.3 For Windows 2008 / R2 Domain Controller

Refer to the following instructions to restore Windows System State on Windows Server
2008 / R2 Domain Controller:

Important:
Authoritative restore of Windows 2008 Domain Controller is required only if you need
to restore deleted Active Directories objects.
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Please follow the instructions below to restore a system state backup to a Windows
2008 Domain Controller:

1 Reboot the Windows Server 2008 / R2 Domain Controller in Directory Service
Repair Mode (DSRM):

* Add the safeboot option to the default boot loader. In command prompt,
type in the following command:

>bcdedit /set safeboot dsrepair

*  Reboot the computer.

2. Perform the restore on the Domain Controller:

*  Open command prompt and type the following:

>wbadmin get versions

This will list all the known backups available.

* Type the following command to perform an authoritative restore:

>wbadmin start systemstaterecovery —version:<backup_version> -authsysvol

For non-authoritative restore, please type the following command:

>wbadmin start systemstaterecovery —version:<backup_version>

Backup version is the identifier of one of the backup snapshots listed in
previous step.
3. Reboot the Windows Server 2008 / R2 Domain Controller in Normal Mode:

* Remove the safeboot option to the default boot loader. In command
prompt, type in the following command:

>Bcdedit /deletevalue safeboot
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* Reboot the computer.

4.  The restore process is now completed.
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12Backup / Restore Windows System (WBAdmin)

This chapter describes in details how to backup and restore Windows System with
MindtimeOBM (MS Windows System backup Module).

12.1 Supported versions

Please refer to FAQ: Mindtime Reguirements for the supported versions.

12.2 Requirements and recommendations

Please ensure that the following requirements or recommendations are met by the
backup client computer:

1 MindtimeOBM is installed on the computer to be backed up.

2. Sufficient disk spaces are required for the temporary storage volume of the
System backup.

It is recommended to have free disk space of 150% x Total In-use Size of all
volumes selected for backup.

3. The following Windows Features are installed on the client computer:
Windows Server Backup Features
*  Windows Server Backup
e Command line Tool
*  Windows PowerShell

4. Limitations on the temporary directory:

Please refer to the FAQ: Restriction on the temporary storage location for the
Windows system state and system backup for details.

5. It is recommended that the temporary directory be configured on a local drive.

6.  The Microsoft Windows System backup module (wbadmin start backup) uses
the .vhd format for writing backups. The current virtual hard disk specification limits
the size of a virtual hard disk to be 2040 GB (2 TB), which can fit a volume of size
2040 GB minus 2 MB.

The maximum source volume size of a System backup is limited to 2088958 MB,
roughly 2 TB.

For details, please refer to:
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http://blogs.technet.com/b/ranjanajain/archive/2010/03/23/virtual-hard-disk-
vhd-architecture-explained.aspx

http://technet.microsoft.com/en-us/library/dd183729%28v=ws.10%29.aspx

12.3 Overview
The following steps are performed during a backup job:
1 Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.
3. Commands are issued to create the System backup data.

4. System backup data is temporarily stored in the temporary storage volume in the
backup set.

5. System backup data are compressed into 1 single file.

6. Server and local file lists are compared to determine which file will be uploaded.
7. Delta file is generated (if necessary).

8. Data is encrypted, and uploaded to the backup server.

9.  System backup data is removed from the temporary storage volume specified in
the backup set.

10. Backup completed successfully.
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12.4 How to backup Microsoft Windows System (WBAdmin)

Refer to the following instructions to backup Windows System:

1 Login to the backup application’s user interface.

|1 Mindtime Online Backup Pro Mana... [ = | =

Mindtime
a\Backup

Login Mame :
Passwaord
"] Save password
@ Forgot your password?

OK Cancel B # Options

M RMindtime
al\Backup
Login Mame :
Password

[ Save password
@ Forgot your password?

2 Language
English

Eﬂ Backup Server
https | = | |backupXX mindtime.nl

‘ag Proxy Setting
[Tl Use proxy to access the backup server

Type : & Proxy
Sock
Address :
Paort :
User Mame :
Password :

|1 Mindtime Online Backup Pro Mana... | = | &

Ok Cancel B = Options

2. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

3. Create a MS Windows System Backup set by selecting [MS Windows System

Backup] from the backup set type dropdown menu.
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Mew Backup Set Wizard E3

[E, Backup Set
Mame | Backup Set
Type . M5 Windows Systemn Backup -
MS Exchange Server Backup -
M35 Exchange Mail Level Backup
MS SGL Server Backup
MySCQL Backup
Oracle Database Server Backup s
Systemn State Backup
ShadowProtect Systermn Backup
I Windr em Backup

Mext » Cancel £

4. Select [Next] to proceed.

5. Select the corresponding volumes for backup.

Mew Backup Set Wizard E3

Yolurme Total Size Lsed
= Systermn Reserved 100 MB 1.7 MB
[ = Data (D3 a0 GE 41 GB
ﬁ Local Disk () 3849 GE MAEGE

¥ Include all critical wolumes

4 Previous Mext » Cancel £

Important:
For complete backup of the system, it is recommended to select the [Include all

critical volumes] option.

This will automatically includes the system partition, boot partition, system
reserved partition and other partitions that contain critical system data.

6. Configure a backup schedule for unattended backups.
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Note:
Multiple backup schedules of different types can be configured for the same
backup set.

7. Select an encryption setting for your backup set.

8. Press the [OK] button to complete the configuration of backup set.

9. Configure the temporary directory of the MS Windows System backup set.
10.  On the MindtimeOBM main menu, press [Backup Setting], then [Options].

11.  Click [Change] and select the temporary volume for backup.

Change Temporary Folder E3

B computer

i & Local Disk ()
: s Data (D7)

ril- € Network

[+~ 4 Libraries

Cancel B3

12.  Scheduled backup will run automatically at the configured schedule time.

13.  Click [Backup] button on the left panel to perform a backup immediately.
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12.5 How to restore Microsoft Windows System

(WBAdmin)

Refer to the following instructions to restore a Windows System:

There are several methods which you can restore the Windows System

* Recover volumes with the Recovery Wizard
* Recover the operating system with the Install Windows Wizard

e Recover volumes with command

* Recover with the Windows Recovery Environment

Important:

The volume to be recovered to must be the same size or larger than the volume that

was backed up from.

Restore the system data from the MindtimeOBS server:

1. Install MindtimeOBM on the machine to be restored to.

2. Login to the backup application’s user interface.

m Mindtime Online Backup Pro Mana... EI =] @
M Mindtime
a4Backup
Login Name :
Password

[7] Save password
@ Forgot your password?

oK Cancel B # Options

m Mindtime Online Backup Pro Mana... EI =] @

lvl Mindtime
a4Backup
Login Mame :
Password :

[7] Save password
@ Forgot your password?

=3 Language
English

Eﬂ Backup Server
https | = | backupXX mindtime.nl

(aﬂ Proxy Setting
[ Use proxy to access the backup server

Type : & Proxy
Sock
Address :
Part
User Mame :
Passwaord :

oK Cancel B = Options

3. Select the [Restore] button and the corresponding backup set.
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i Restore

Pleaze selectthe hackup set

Backup Set

Mext » Cancel &

4. Select the system file to be restored and its restore destination.

® Showfiles asof Job o |2011/09114 | = | Latest = Showe all files Filter '+
Folders Mame Size Date Modified
E- a Backup Server | Microsoft_Windows_Systern_Backup 10,009...  2011/09/14 141248

0 2 g r2etp-2

ltermns perpage ;. |80 A Page: 111 =

[E= Restorefilesto
Local Disk (C) -

Search % 4 Previous Start Restore B Cancel £
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5. Continue to the next sections for instructions to restore the Windows System.

Important:

Before continuing, the Windows account which you are using must be a member
of the Backup Operators or Administrators group.

12.5.1 Recover volumes with the Recovery Wizard

Refer to the following instruction to perform a volume recovery with the Recovery
Wizard:

1. From the [Start] menu, click [Administrative Tools], and then click [Windows Server
Backup].

2. In the [Actions] panel under [Windows Server Backup], click [Recover] to open the
Recovery Wizard.

4% Windows Server Backup

=] E3
File  Action Yiew Help
e[
‘a& “fou can perform a single backup or schedule a regular backup using this application
< P & P d P & P ’ h Backup Schedule...
@ Backup Once...
% Recover...
Messages (Activity from last week, double click on the message to see details) Corfigure Performance Settings. ..
Time = [ tessage [ Description Connect To Another Server,.,
Wiew »
Help

Status

Last Backup MNext Backup all Backups

Status: Status: Tokal backups:

Latest copy:
B view details B view detais Oldest copy:
EJ view details

Time: Time:

-
4| | »

3. In the [Getting Started] menu, specify the backup is stored on [This server], click
[Next].

Mindtime Backup 159
B.V.



Mindtime
Backup

Mindtime Online Backup Manager
User’s Guide

4

1% Recovery Wizard

-*

e

Getting Started

Select Backup Date
aelect Recovery Tvpe
Select Tkems bo Recowver
apecify Recovery Opki, .
Confirmation

Recovery Progress

§ Getting Started

Yol can use this wizard to recover files, applications, volumes, or the svstem skate from a
backup that was created earlier,

wWhere is the backup stored that wou want ko use For the recovery?

% This server (QA-WEX-RZETP-2)

" A backup stored on another location

To continue, click Mext,

Maore about recovering your

server data

= Previous | Mext = I

Recover Cancel

In the [Select Backup Date] menu, select the date from the calendar and the time
from the drop-down list of backup to restore from.

1% Recovery Wizard

L.
. § Select Backup Date

Getting Starked

Select Recovery Type

Select Ikems to Recover
Specify Recovery Opki, .,
Confirmation

Recovery Progress

Cldest available backop:
MNewest available backup:

7116{2010 5:25 PM
342011 904 &AM

—Awailable backups

bald.

o
27 2 28 0 W

Bl Hach.zo11

Sun Mon Tue %Wed Thu Fri Sat

;o1 23 =]

& ¥ & 9 10 11 12
13 14 15 16 17 15 148
22 023 M 5 %

Backup date:
Time:

Lacation:

Skatus:

Select the date of a backup to use for recovery. Backups are available for dakes shown in

342011
|9:D4 A 'I
Data (D)

Available online

< Previous | Mext = I

Recover Cancel
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5. In the [Select Recovery Typel menu, click [Volumes], and then click [Next].

L& Recovery Wizard

-
. y Select Recovery Type

Gekting Started

What do you want o recover?

Select Backup Date "~ Files and Folders
You can browse wolumes included in this backop and select files and Folders.
Select Yolumes * volurmes
Confirmation You can resktore an entire volume, such as all data stored on C:.
Recovery Progress ' Aapplic ations

You can recover applications thak have registered with Windows Server Backup.

(" Sustemn state
You can reskare jusk the syskem state.,

More abouk performing recoveries

= Prewious | Mexk = I Recawver Cancel

6. On the [Select Volumes] Menu, select the check boxes associated with the
volumes to be recover.

7. From the associated drop-down list in the [Destination Volume] column, select
the recovery destination volume, and click [Next].

8. On the [Confirmation] menu, review the details; click [Recover] to begin the
restore process.
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12.5.2 Recover the operating system with the Install Windows
Wizard

Refer to the following instruction to perform an operating system recovery with the
Install Windows Wizard:

1 Insert the Windows Setup Disc into the CD / DVD drive.
2. Restart the computer.

Note:
In some case, you may need to press the required key to boot up from disc.

3. Specify the language settings, and then click [Next].

: w» Install Windows

g
]
Windows Server-2008

Time and currency format: English (United States)

Keyboard or input method:

Enter your language and other preferences and click "Next" to continue.

Copyright © 2009 Microsoft Corporation. All rights reserved.

4.  Click [Repair your computer].
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K Install Windows

=Y
W

Windows Server:2008

Install now :_)\

What to know before installing Windows

Repair your computer

Copynght @ ZGJB Microsoft Corporation. All nights reserved

5. Setup will search the hard disk for existing Windows installation, then displays the
result in [System Recovery Options].

6.  Click [Next] afterward.
7. On the [System Recovery Options] page, click [System Image Recoveryl].
8. Perform one of the following actions:

* Click [Use the latest available system image (recommended)] and then click
[Next].

*  Click [Select a system image] and then click [Next].
9. If the option [Select a system imagel] is selected, perform one of the following
actions on the [Select the location of the backup] page:

* Select the volume containing the backup data to be restored and click
[Next].

* On the [Select the date and time of system image to restore] page, select
the version to be restored, and then click [Next].
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¢ Click [Advanced] to browse for a backup on the network, and then click
[Next].

10. Onthe [Choose how to restore the backup] page, perform the following optional
tasks, and then click [Next]:

* Select the [Format and repartition disks] check box to delete existing
partitions and reformat the destination disks to be the same as the backup.

¢ Click the [Exclude disks] button and then the checkbox beside the disk to
be excluded from being formatted and partitioned

* Select the [Only restore system disk] check box to perform an operating
system only recovery.

* Click [Install drivers] to install drivers for the hardware to be recovering to.

* Click [Advanced] to specify whether the computer is restarted and the disks
are checked for errors immediately after the recovery.

11.  Click [Finish] to begin the restore process.
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12.5.3 Recover volumes with command
Refer to the following instruction to perform a volume recovery with command:
1 Open command prompt.

2. Enter the following command, according to the backup data source, target:

>Wbadmin start recovery
—version:<Versionldentifiers>
-itemType:Volume
—items:<VolumesToRecover>
-backupTarget:<VolumeHostingBackup>
-recoveryTarget:<TargetVolumeForRecovery>

Parameter Descriptions

-version Specifies the version identifier of the backup to recover
in the following format:

MM/DD/YYYY-hh:mm
Type in the following to list version identifier:

>Wbadmin get versions

-itemTypes Specifies type of items to recover, in this case Volume.

-items Specifies a comma delimited list of volumes to be
recovered.

-backupTarget Specifies the volume containing the backup data to be
recovered.

-recoveryTarget Specifies the volume drive letter of the alternate

volume to restore to.

Example
To restore volume D, from backup version March 31, 2011, 9:00 to volume F

(restored data are stored in volume E).

>Wbadmin start recovery —Versionldentifiers:03/31/2011-09:00
—itemType:Volume —items:D: -backupTarget:E: -recoveryTarget:F:
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12.5.4 Recover with the Windows Recovery Environment

Refer to the following instruction to perform a complete PC Restore with Windows
Recovery Environment:

1 Insert the Windows Setup Disc into the CD / DVD drive.
2. Restart the computer.
Note:
In some cases, the computer manufacturer may have installed the Windows

Recovery Environment directly to a partition on the hard drive.

To access this partition, slowly tap the [F8] key after the BIOS information clears
from the screen before the Windows startup menu.

3. Specify the language setting, and then click [Next].

I aix

~
Windows Vista:
T -

Time and currency format: English (United States) v

Enter your language and other preferences and click "Next” to continue.

Copyright © 2006 Microsoft Corporation. All rights reserved

4.  Click [Repair your computer].
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[ rstatwndows N [P

WindoWsA Vista:

Install now /-)\

What to know before installing Windows

Repair your computer

Copyright © 2006 Microsoft Corporation. All rights reserved.

5. Setup will search the hard disk for existing Windows installation, then displays the
result in [System Recovery Options].

6. Click [Next] afterward.
7. On the [System Recovery Options] page, click [System Image Recovery].
8. Perform one of the following actions:

* Click [Use the latest available system image (recommended)] and then
click [Next].

* Click [Select a system image] and then click [Next].

9. If the [Select a system image] option is selected, perform one of the following
actions on the [Select the location of the backup] page:

* On the [Select the date and time of system image to restore] page, select
the version to be restored, and then click [Next].

e Click [Advanced] to browse for a backup on the network, and then click
[Next].

10. On the [Choose how to restore the backupl page, perform the following optional
tasks, and then click [Next]:

* Select the [Format and repartition disks] check box to delete existing
partitions and reformat the destination disks to be the same as the
backup.
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Click the [Exclude disks button and then the checkbox beside the disk to
be excluded from being formatted and partitioned.

Select the [Only restore system disk] check box to perform an operating
system only recovery.

Click [Install drivers] to install drivers for the hardware to be recovering to.

Click [Advanced] to specify whether the computer is restarted and the
disks are checked for errors immediately after the recovery.

11.  Confirm the details for the restoration, and then click [Finish] to begin the restore

process.
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13Backup / Restore Windows System

(ShadowProtect)

This chapter describes in details how to backup and restore Windows System with
MindtimeOBM (ShadowProtect System backup Module).

13.1 Supported versions

Please refer to FAQ: Mindtime Requirements for the supported versions.

For the list of operation system supported, please refer to the following URL from
StoragCraft:

http://doc.storagecraft.com/book/shadowprotect-user-quide/installing -
shadowprotect/requirements/supported-operating-systems

13.2 Requirements and recommendations

Please ensure that the following requirements or recommendations are met by the
backup client computer:

1 MindtimeOBM and ShadowProtect are installed on the computer to be backed up.

2. Sufficient disk spaces are required for the temporary storage directory of the System
backup.

It is recommended to have free disk space of 150% x Total In-use Size of all
volumes selected for backup.

Note:

The temporary storage directory cannot be set to a folder within a volume
selected for backup.

13.3 Overview
The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.
3. Commands are issued to ShadowProtect to create the System backup data.

For each volume selected for backup, a ShadowProtect backup image file (.SPI or .SPF)
will be spooled to the temporary directory specified.
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e .SPF: A ShadowProtect full or base image file.
*  .SPI: A ShadowProtect incremental or differential image file.

4. Server and local file lists are compared to determine which file will be uploaded.
5. Delta file is generated (if necessary).
6. Data is encrypted, and uploaded to the backup server.

7. System backup data is removed from the temporary storage volume specified in
the backup set.

8. Backup completed successfully.
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13.4 How to backup Microsoft Windows System
(ShadowProtect)

Refer to the following instructions to backup Windows System:

9. Login to the backup application’s user interface.

m Mindtime Online Backup Pro Mana... E' = m Mindtime Online Backup Pro Mana... E\ =
Ml'ﬂindtime Ml:‘lindtime
Aa\Backup alBackup
Login Name : Login Name :
Password : Password :
["] Save password [”| Save password
@ Forgot your password? @ Forgotyour password?
OK Cancel # Qptions ‘3 Language
English -

Ei] Backup Server
https | | | backupX.mindtime.nl b

q.ﬂ Proxy Setting
[Tl Use proxy to access the backup server

Type : = Proxy
Sock
Address
Fort:
User Mame :
Password :

oK Cancel 8 = Options

10. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

11.  Create a ShadowProtect System Backup set by selecting [ShadowProtect System
Backup] from the backup set type dropdown menu.
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New Backup Set Wizard El

E' Backup Set
Mame : | BackupSet
Type : ShadowProtect Systerm Backup -
. M5 Exchange Server Backup -
7 stor WS Exchange Mail Level Backup
Path 10 Siys 5oL Server Backup
COProgrhiySGL Backup
Oracle Database Semver Backup
System State Backup E

ShadowPraotect term Backup
M3 WM Backup hi

(= Cancel E

12.  Enter the path to the ShadowProtect installation.

New Backup Set Wizard

x]

E' Backup Set
Mame : | BackupSet
Type : ShadowProtect Systern Backup -

9' StorageCraft ShadowProtect
FPath to StorageCraft ShadowProtect

CAProgram Files\StorageCrafShadowProtect Change &

(= Cancel E

13.  Select [Next] to proceed.
14. Select the corresponding volumes for backup.
15. Configure a backup schedule for unattended backups.

Multiple backup schedules of different types can be configured for the same
backup set.
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Add new backup schedule

I) Backup

& Vaolume - Complete
Wolume - Differantial
Wolume - Incremental

& Tupe

Backup everyday

@ Time

Start; |23 = 00| =

Mame : | Mew Backup Schedule

Stop . on completion (Full Backup)

x]

Daily -

Ok Cancel E3

Menu ltems

Description

Volume - Complete

To perform a ShadowProtect Complete Backup -

Base Image File (.SPF) contains the contents of a backup
activity; it allows users to restore the contents of a
computer system to a specific point-in-time.

Volume - Differential

To perform a ShadowProtect Differential Backup -

Differential Image File (.SPI) contains the hard drive
sectors that have changed since the Base Image File was
created.

Differential backup take about the same time to create
as complete backup, but they are smaller.

When restoring a drive, user must use the Base Image
File with the appropriate Differential Image File to restore
the computer to a specific point-in-time.

Volume - Incremental

To perform a ShadowProtect Incremental Backup -

Incremental Image File (.SP/) contains the sectors that
have changed since the last Incremental backup was
taken.

Incremental images are fast to create and smaller than
either Full image files or Differential image files.

When restoring a drive, you must use the Full image file
and the appropriate Incremental image files necessary to
restore the computer to a specific point-in-time.
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16. Select an encryption setting for your backup set.
17.  Press the [OK] button to complete the configuration of backup set.
18. Configure the temporary directory of the backup set.
19.  On the MindtimeOBM main menu, press [Backup Setting], then [Options].
Backup Setting [$__<|
Backup Set Ciptions
l] BeneEl] E; Temporary Directory for storing hackup files
DiaTemp Change %
| ) Backup Source ) i
[ Advanced Options
jlfg Backup Schedule Compression Type . (Fast(Compressed size larger than normal hd
; Transfer Block Size @ 128 | = | kbytes
|[:J;. Encryption
[}, in-File Deita
&/ Retention Policy
r Command Line Tool
. Eutra Backup
'5' Local Copy
“Q‘f' Options
0K Cancel &
20. Click [Change] and select the temporary directory for backup.
Note:
The temporary storage directory cannot be set to a folder within a volume
selected for backup.
Also, please ensure sufficient disk space is allocated for the backup operation.
21.  Scheduled backup will run automatically at the configured schedule time.
22. Click [Backup] button on the left panel to perform a backup immediately.
Mindtime Backup 174

B.V.



Mindtime

Backup

Mindtime Online Backup Manager
User’s Guide

13.5 How to restore Microsoft Windows System
(ShadowProtect)

Refer to the following instructions to restore a Windows System:

1. Install MindtimeOBM on the machine to be restored to.

2. Login to the backup application’s user interface.

M RMindtime
a\Backup
Login Name :
Password :

[~] Save passwaord
@ Forgot your password?

oK Cancel B8+ Options

J1 Mindtime Online Backup Pro Mana... EI = @

|1 Mindtime Online Backup Pro Mana... EI = @

M Mindtime
al\Backup
Login Name :
Password :

[~] Save passwaord
@ Forgot your password?

3 Language
English -

l:_% Backup Server
hitps | = | |backupX_mindtime.nl i

ﬂg Proxy Setting
[Tl Use proxy to access the backup server

Type : = Proxy
Sock
Address :
Port:
User Name:
Password :

0K Cancel 8 | = Options

3. Select the [Restore] button and the corresponding backup set.

4. Select the System file to be restored and its restore destination.

5. Click the [Start Restore] button to begin the restore process.

6. To restore a system volume (operating system volume), you need to start the
computer in StorageCraft Recovery Environment.

o Insert the ShadowProtect Disc into the CD / DVD drive.

. Restart the computer.

Note:

In some case, you may need to press the required key to boot up from disc.

e Select the corresponding option according to the OS platform.
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I StorageCraft Recovery Environment

[1] Start Vista-based Recommended Recovery Environment

—Best hardware support

—Network-ztorage-setc drivers can be loaded after booting
—Dynamically discovers USB drives attached after booting
—Recommended CD can be removed for restore from optical media
—Recommended for HIR of VISTA and Z008 05 volumes

[2]1 Start Z2003-based Legacy Recovery Environment

—Can load storage drivers with F6 boot option
—Recommended for wForce platforms

—Recommended for HIR of Z000-XP-2003 05 volumes
-USB drives must be attached prior to the boot

[3]1 Boot from Hard Disk
[4] Reboot computer

|Press 1-4 or Cursor Key to Select Item, Press <Enter> to Run

7. To restore a non system volume (non operating system volume), in Windows, start
the ShadowProtect user interface.

¥ ShadowProtect Desktop Edition - [ localhost |

i Fle Tasks Wiew Options  Help

\% View S

ol Hetwork View
g Management View

\i Tasks k]

3 Backup

& Restore

d Explore Backup
&j Dismount Backup Image

a Destinations "3,“ Backup History

te a backup of the entire computer

if
. .
T 2
@ ools dirs in a backup image file. You can then use

\5 ‘erify Image
& Image Coreersion Toal

@Help S

@) Backup
©) Restore
@) Browse Image
@) Image Tools

Expired
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8. Click [Restore] to start the Restore Wizard.
9. Press [Next] to proceed.

%%, Restore El

Welcome to the Restore Wizard!
This wizard will help vou to restore entire data volumes From existing
backup image files. To restore the syskem volume vou must restore by

booting the ShadowProtect Recovery Environment CD. To restore
individual files, run the Explare Backup wizard.

Press Mext to continue

<Back [ Mext > |[ Cancel ]

10. Browse to the image file restored from the MindtimeOBS server. The destination
locations can be a local directory or network share.

Click [Next] to continue.

%% Restore E|
Backup Image To Restore lE_x
Select the backup image wou wank ko restore o X|

Select network location or browse ko a local path

‘ Elj Diitemp b | Browse, .,

Specify image names

Base Mame | First Image Creation Tinne | Last Inmac
3 F_WOL-b0OO3 Zi8l201z 3:51:49 PM zigfzniz 3
3 F_wOL-booz Z/8f2012 3:51:33 PM zfglzn1z 3
& e 3 2 T

|~
|

[ = Back ][ Mexk = ][ Cancel ]

11.  In the Backup Image Dependencies dialog screen, any ShadowProtect Differential
or Incremental image associated with the Full image will be displayed.
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Backup
¥, Restore E|
Backup Image Dependencies %
verify current selection or select another point in time o ‘i_

File Name | creation Time =/ Image File Properties A

F_woL-bon1,spf 2i8j2012 3:50:37 PM [IRRLL LR 30.00 GB
|Jsed space 71.86 ME 5
Creation Time 21812012 3:50:37 PM
Backup bvpe Mone

Image creation methoc YSMAP using Y53 v

b | »
30.00 GB [ |
NTFo*
30.00 B
< Back ][ Mext = ][ Cancel

Select an image file to view its properties, including:
* Image File Properties -
Volume size, creation time, compression, password protection, and
comment.

e Oiriginal Partition Information -
Style, number, type, bootable option, starting offset and length.

¢ Disk Information —
Disk geometry, disk size and number of the first track sectors.

A user also views the disk layout graphically at the bottom of the screen.
* Originating machine -

The operating system version, the machine name, MAC address and the

engine version of ShadowProtect used to create the image file.

Click the [Next] to continue.

12.  In the Restore Destination dialog screen, select the destination volume for the
image to be restored to.
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Backup
%, Restore E|
Restore Destination le,
Select the volume or free space where wou want to restore your backup o I
%
Drive Letter | Yolume File: Swstem | Size Used Partition T... |Partition Fl,..
—| Disk 0: ¥Mware ¥irtual IDE Hard Drive
(| 3 System MNTFS 4999 G 12,51 GB  NTFS Ak, Pri
T #, @ Unallocate, .. MatFormat.., 3.50ME 0B
—| Disk 1: ¥Mware ¥irtual IDE Hard Drive
[ D @ Data NTFS 499958 1.31GE  NTFS Pri
[T *, @ Unallocate, .. Mok Format,., 8.50ME OB
-| Disk 2: ¥Mware ¥irtual disk
2] L

Moke: You can right click on a wolume and delete it to create free space,

< Back ][ Mext = ][ Cancel

The following options are available by right clicking on the volumes:

e Delete Volume -
This will delete a volume. The deleted volume will become unassigned
space on the disk that can be repartition.

¢ Set Active —
This will set the volume active.

Only one partition may be designated as active. By setting a volume
active, the computer will boot to the volume.

* Create an exact primary partition —
Allows user to define and create a primary partition on the disk.

The maximum number of primary partitions on the same disk is 4.

* Create extended partition —
Allows user to extend a partition and then subdivide this partition in to
one or more logical partitions.

Note:
Restoring a backup image to a volume overwrites all data currently on the
volume.

Furthermore, there must be sufficient disk space to restore the backup image.
For example, a user cannot restore a 4GB backup file with only 1GB of free
space.
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Click [Next] to continue.

13.  In the Specify the restoration options dialog screen, please review all of the
options available.

All of these options are important where restoring an operating system volume on
a computer.

¥, Restore

Specify the restoration options

7 |n

D Sek parkition active
[Jrestore MBR.

[1restore Disk Hidden Track

< Back ][ Mext = ][ Cancel

e Set Partition Active -
This will make the restored drive the active partition (the drive that the
machine boots from).

e Restore MBR —
Restore the master boot record.

The master boot record is contained in the first sector of the first physical
hard drive; it consists of a master boot program and a partition table that
describes the disk partitions.

The master boot program looks at the partition table to see which
primary partition is active. It then starts the boot program from the boot
sector of the active partition.

You can restore the MBR from the image file that was saved with the
backup image or you can restore an original Windows MBR.

e Restore disk signature —
Restores the original physical disk signature of the hard drive.

Disk signatures are included in Windows Server 2003, and are necessary
before the hard drive can be used.
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e Restore Disk Hidden Track —
Restore the first 63 sectors of a drive, some boot loaded applications
required this for the system to boot.
Click [Next] to continue.

14. Review the Restore Wizard Summary; click [Finish] to begin the restore process.

Restore process can be viewed by clicking on the [Volume Restore] tab associated
with the restore job.
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4Backup / Restore VMware Virtual Machines

This chapter describes how to backup and restore virtual machine running on VMware.

‘

14.1 Backup virtual machines running on VMware ESXi /
ESX Server with VDDK / non VDDK

14.1.1 Supported versions

Please refer to FAQ: Mindtime Requirements for the supported versions.

14.1.2 Requirements and recommendations
MindtimeOBM cannot be installed on the hypervisor (ESX or ESXi server).

For best performance, MindtimeOBM should be installed on a separate dedicated
physical machine — Backup Client Machine — for backup of your virtual machines.

Backup Client Machine [¥]

Hypervisor (ESX or ESXi server) (5

@

Guest VM 1 Guest VM 2 Guest VM 3
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Please ensure that the following requirements or recommendations are met by the
Backup Client Computer:

1.

2.

10.

11.

12.

The Backup Client Computer is running on a supported OS platform:

e Windows
e  Mac OS X
o Linux

For VMware VM backup with VMware Host ESXi / ESX — MindtimeOBM version 6.7
or above is installed.

For VMware VM backup with VMware Host vCenter — MindtimeOBM version6.11 or
above is installed.

For VMware VM backup with virtual disk development kit (VDDK) — MindtimeOBM
version 6.13 or above is installed. With MindtimeOBM 6.13.2.0 or above,
MindtimeOBM will apply the in-file delta settings to the VDDK backup settings
(except delta merge). For the backup in VDDK mode, MindtimeOBM must be
installed on Windows platform, otherwise the backup will be running in non-VDDK
mode.

The following TCP ports must be opened on the Backup Client Computer:
e Port 22 (required for restore)
* Port 80 and 443
e Port902

For better performance, MindtimeOBM is recommended to be installed on a 64
bit computer, with multiple CPUs and cores.

For Backup Client Computer running on Linux, GUI environment must be installed
(e.g. GOME or KDE).

Consider increasing the JVM (Java Virtual Machine) memory allocation to improve
performance of the backup operation.

It is recommended that the temporary directory have disk space of at least 100%
of the largest sized virtual machine to be backed up.

It is recommended that the temporary directory be configured on a local drive.

It is recommended that the temporary directory is not configured on the same
partition which the operating system is installed on.

For backup of virtual machine with snapshot, backup of the whole VM instead of
individual disk is highly recommended.

Consider performing routine recovery test to ensure your backup is setup and
performed properly.

Please consider the maximum file size allowed for different ESX/ESXi version.
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For ESXi 5.0, this error occurs when any individual flat .vmdk file exceeds
2,181,972,430,848 bytes. This is the size generated when 'Adding a virtual disk’ with
size of 1.984492366201720 TB is specified.”

For different block size setting on VMFS, the maximum file size may be different,
please refer to the following articles for details:

http://kb.vmware.com/kb/1012384

http://kb.vmware.com/kb/1003565

The absolute maximum snapshot file size is limited to roughly 2 TB. However,
different block size setting on the VMFS datastore may have a smaller size limit,
adjust the block size setting when necessary.

13.  Consider to disable the memory snapshot or quiesce guest options when taking
snapshot for VMware VM backup, to shorten the time required for the process.
e Snapshot the virtual machine's memory
* Quiesce guest file system (Needs VMware Tools installed)
(% Take Virtual Machine Snapshot Z E|[Z|
ENTE
Descripkion
[v Smapshot the virtual machine's memory
W Cuigsce guest file syster (Meeds WMware Tools installed)
O, Cancel Help
By default, both 'Snapshot the virtual machine’'s memory' and '‘Quiesce guest file
system’ are enabled when taking snapshot for backup.
To disable these options, please refer to the following instruction:
Open the ‘afc.opt’ file found within the MindtimeOBM installation folder using
a text editor:
afc.opt
com.Mindtime.afc.vmware.debug=
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com.Mindtime.afc.vmware.VMHost.SkipRemoveSnapshot=
com.Mindtime.afc.vmware.Vmrun.debug=

ii.  Add the following entries to the ‘afc.opt’ file:

afc.opt (Updated)

com.Mindtime.afc.vmware.debug=
com.Mindtime.afc.vmware.VMHost.SkipRemoveSnapshot=
com.Mindtime.afc.vmware.Vmrun.debug=
com.Mindtime.afc.vmware.VMHost.SkipMemoryDump=
com.Mindtime.afc.vmware.VMHost.SkipQuiesce=

iii.  Enable the option by adding the TRUE' parameter to the newly added entries:

afc.opt (Updated)

com.Mindtime.afc.vmware.debug=
com.Mindtime.afc.vmware.VMHost.SkipRemoveSnapshot=
com.Mindtime.afc.vmware.Vmrun.debug=
com.Mindtime.afc.vmware.VMHost.SkipMemoryDump= TRUE
com.Mindtime.afc.vmware.VMHost.SkipQuiesce= TRUE

iv. Save the changes, the options will be disabled when the next backup is
performed.

Please ensure that the following requirements are met by the Hypervisor:
1. SSH must be enabled on the Hypervisor.

To enable root SSH login on an ESX/ESXi host, please follow the below instructions
from VMware.

http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=
displayKC&externalld=8375637

2. The root account must be enabled.

MindtimeOBM ESX / ESXi backup set requires the root account for backup and
restore.

Mindtime Backup 185
B.V.


http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=8375637
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=8375637

Mindtime Mindtime Online Backup Manager
Backup User’s Guide

3. The following TCP ports must be opened on the hypervisor:

e Port22
e Port 80 and 443

4. It is recommended that the datastore have disk space of the largest sized virtual
machine to be backed up.

5. For VMware on 64-bit Linux, please add the following soft link

[n -s /usr/lib/vmware-vix/libvixAllProducts.so /usr/lib64/

Assume the "libvixAllProducts.so" is under "/usr/lib/vmware-vix/".
14.1.3 Backup with VDDK mode

Since version 6.13 or above, MindtimeOBM comes with the virtual disk development kit
(VDDK) mode with the ESX/ESXi and vCenter backup. The backup speed is now enhanced
because the backup can now spool the delta of the VM directly from the ESX/ESXi or
vCenter. With the new VDDK mode, it supports

* the backup / restore resource pool and ‘roles’ settings, and support the restore to
another name or alternation location on ESX/ESXi platform.

* the VM hardware version upgrade, change tracking option and change tracking data
option when a new backup set is created.

* add or remove VM hard disk without uploading the existing hard disk again on the
vCenter backup.

*  Windows only.

14.1.4 Limitations

The following are limitations of the VMware VM backup module:

1. VMware ESX or ESXi Server with Raw Device Mapping (RDM) is not supported.

Snapshots are not available when the Raw Device Mapping (RDM) is used in
physical compatibility mode.

2. Backup of virtual machine with multiple snapshot root branches is not supported
on VMware ESXi Server version 4.0 and 4.1.
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3.

10.

For backup of individual virtual disk, the restored virtual machine does not support
the reversion of previous snapshots, if the snapshot contains disks which are not
previously backed up by MindtimeOBM.

For virtual machines with Independent Disks:

If Independent Disks are to be included in the virtual machine backup, the virtual
machine must be powered off first, before running the backup job.

If the virtual machine is powered on, the Independent Disk will not be backed
up.

MindtimeOBM will skip the snapshot creation of any Independent Disk on the
virtual machine.

If the file name of the virtual machine contains the following special characters, the
https access to the files will be failed:

A= /(T3 @S\&# %+

This is due to the percent-encoding specified in the URL standard is not supported
for ESXi based HTTP(S) file access. To resolve the issue, please rename the
corresponding file to avoid special characters. For instructions on renaming a virtual
machine, please refer to the following knowledge base article from VMware:

http://kb.vmware.com/kb/1026469

KB: File cannot be found for virtual machine

For the VDDK mode, no VM's snapshot, memory or the suspend status will be able
to backup and restore. If the backup and restore of the VM's snapshot, memory or
the suspend status is required, please disable the ‘Auto enable Changed Block
Tracking (CBT)" option in the backup set option page.

VDDK mode will not be enabled if the independent disk or raw disk is configured in
the VM.

Once the backup runs in VDDK mode, you need to restore all the files to the
hypervisor, raw files of the VM or individual hard disk file cannot be restored by this
method.

Free license on ESX/ESXi are not allowed to run the backup with VDDK mode.

Once the backup job executed on a VM which change block tracking option was
enabled by the VDDK, please do not off this option in the VM for consequence
backup jobs. If you need to disable this option, you are suggested to create a new
backup set with requires to disable this option.
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11.  Delta merge does not apply to the VM backup with VDDK mode.

12.  The VDDK mode backup with VM on the NFS datastore is not supported.

14.1.5 Overview

The following steps are performed during a backup job:

1 Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. Connection from the backup client to the hypervisor is established.

4. Commands are issued to the hypervisor to create snapshot of the virtual machine
for backup

5. Server and local file lists are compared to determine which file will be uploaded.

6. Delta file is generated for modified file (if necessary). In VDDK mode, the delta file
will be generated by the hypervisor.

7. Existing, and snapshot data are encrypted, compressed, and streamed to the
backup server.

8. Commands are issued to the hypervisor to remove snapshot created for backup.

9. Backup completed successfully.

14.1.6 How to backup virtual machines on VMware ESXi / ESX
Server with VDDK/non VDDK

Refer to the following instructions to backup VM running on VMware ESXi or ESX Server:
1 Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the MindtimeOBM
desktop icon or right-click on the system tray icon:
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Backup
m Mindtirme Online Backup Pro Mana... EI [=] @ m Mindtime Online Backup Pro Mana... EI [=] \EI
Ml'ﬂindtime MMindtime
a\Backup a\Backup
Login Mame : Login Mame :
Password Password
"] Save password ] Save password
@ Forgot your passwaord? © Forgot your password?
OK Cancel B [# Options = Language
Englizh -

[ Backup Server
https | = | backupXX mindtime.nl b

‘{= Proxy Setting
[T Use proxy to access the backup server

Type: Proxy
Sock
Address :
Part:
User Name :
Password

OK Cancel B = Options

For backup client computer on Mac OS X, double-click on the MindtimeOBM
desktop icon.

For VMware Server installation on Linux, enter the following command to start the
MindtimeOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Backup Settings| button and the button to start the New Backup Set
Wizard.
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New Backup Set Wizard

@ Backup Set
MName: Backup Set
Type: File Backup

MySQL Backup

M3 Wi Backup

Whbware Y Backup

ME Exchange Mail Level Backup -
MS SQL Server Backup

Cracle Datahase Server Backup
Systern State Backup
ShadowProtect Systerm Backup

]

Mext b Cancel B

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from the
backup set type dropdown menu.

4. Enter the corresponding information required:

New Backup Set Wizard

@ Backup Set
Mame: Backup Set

Type:  Whtware Wi Backup

v veare Host

Username : root
Fassword . | @@ee8®

Host: |IP Address
FPort: 443

S5H Port: 22

Product: Whware wSphere ESKi 3.5 1 4 7 5 fwith VDDK) A

X]

Mext Cancel|

Menu Items

Description

Name

Enter a backup set name of your choice.

Type

Select backup set type [VMware VM Backup].

VMware Host Version

Select version [VMware vSphere ESXi] or [VMware vSphere
ESX] according to your setup.

Username

The username must be root
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Password Enter the password for the root account.
Host Enter the IP address or hostname of your hypervisor.
Port Enter 80 for connection via HTTP protocol or 443 for
HTTPS protocol.
SSH Port Enter the SSH port (default: port 22).

5. Select [Next] to proceed.

6. Select the corresponding virtual machines for backup.

X

Mew Backup Set Wizard

= B 10.16.1.52
B A O cosfx (10,221,680 <= 10.16.1.60)
- (5 Lubuntu® 2x (10.22 1 64 == 10.16.1.64)
BB O WP (10.22.1.61 =-= 10.16.1.61)
& &P Settings

4 Previous Mext » Cancel E

7. Alternatively, select individual virtual disk for backup by expanding the
corresponding VM sub tree.

Mindtime Backup 191
B.V.



Mindtime Mindtime Online Backup Manager

Backup User’'s Guide
Mew Backup Set Wizard [X|
= E 10.16.1.52
O G cos8x (10.22.1.60 == 10.16.1.60)
o - 3 Hard disk 1
O G Lubuntu? 2¢(10.22.1.64 == 10.16.1.64)
- 83 Hard disk 1
B O G wiP (10.22.1.61 == 10.16.1.61)
¥ B3 Hard disk 1
B &2 Settings
w-[] 8% Roles
4 Previous Mewxt » Cancel 3
Menu Items Description
Settings - Roles Information on the login user privilege.
Note:
For backup of individual virtual disk, configuration files of the VM are also backed
up.
Important:

For backup of VM with snapshot, backup of the whole VM instead of individual disk
is highly recommended.

8. Configure a backup schedule for unattended backups.
Note:
Multiple backup schedules of different types can be configured for the same
backup set.

9. Select an encryption setting for your backup set.

10.  Press the [OK] button to complete the configuration of backup set.

11.  Scheduled backup will run automatically at the configured schedule time.

12.  Click [Backup] button on the left panel to perform a backup immediately.
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14.1.7 How to restore virtual machines on VMware ESXi / ESX
Server

Refer to the following instructions to restore VM running on VMware ESXi or ESX Server.
VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor, the VM will be
restored as a new virtual machine.

i If the VM to be restored still exist on the original hypervisor, the existing VM will be
replaced by the backed up version.

14.1.7.1 How to restore virtual machines to the original hypervisor
1 Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the MindtimeOBM
desktop icon or right-click on the system tray icon:

m Mindtime Online Backup Pro Mana... EI =] \E\ m Mindtime COnline Backup Pro Mana... E\ =] @

MI‘:’Iindtime Ml‘ﬂindtime
a\Backup a\Backup
Login Mame : Login Name :

Password Password :

["] Save password
@ Forgot your password?

OK Cancel B |+ Options

["] Save password
@ Forgotyour password?

W= Language
English

E] Backup Server
hitps | = | backupXX mindtime.nl

U= Prowy Setting
[ Use proxy to access the backup server

Type : Proxy
Sock
Address :
Port
User Name :
Password :

OK Cancel 8 = Options

For backup client computer on Mac OS X, double-click on the MindtimeOBM desktop

icon.
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For VMware Server installation on Linux, enter the following command to start the

MindtimeOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.

i Restare

Flease selectthe backup set

Wil Backup Set

Delete 10

Mext »

x)

Cancel £

3. Select the virtual machines to be restored and choose [Original Location] for

restore files to.
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Backup
4 Restore E|
Show files as of Job . |2013/02/08 | = | |Latest = Filter [#
Folders Marne Size Date Modified
= 5 Backup Senver 1 cos5%(10.22.1.60 =-» 10.16.1.60)
=0 B 1016.1.52 G Lubuntu1 2 (10.22.1 64 <> 10.16.1.64)

G cosSx(10.22.1 60 == @ G wiP (10.22.1 61 == 10.16.1.61)
G Lubuntu 24 (10,221 £ & Settings

G wiP (10.22.0.61 == -

&* Settings

Delete 10 lterms= per page ;. |50 - Page: (111 | ™
[E= Restore files to
™ Original location
(7 Alternate location
Mame :
Inwentory Location
Hostiluster
Resource Pool:

Storage
) Alternate location (Raw File)
7]
Search = 4 Previous Start Restore B Cancel £

4.  Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist on the

hypervisor.
Replace Virtual Machine g|
1 The virtual machine "wWinxP_Pro" already exists. Replace existing virtual machine?
Ll
[~ Apply ta all YRS Mo x Cancel

6. When the restore process is completed, the virtual machines will be restored to
the original hypervisor.

7. For any virtual disk that was not restored (e.g. original backup source did not
include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk from
the virtual machine's configuration.

For original virtual machine with no snapshot

1 Open VMware vSphere Client.

2. Under inventory, right click on the newly restored virtual machine, select [Edit
Settings].
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Backup
Pawwer »
Guest r
Snapshaot 4

@ Open Console

5 Edit Settings. ..

Add Permission...  Ckrl+P
Report Perfarmance...

Renarne

3. For each virtual disk that was not restored, remove the corresponding [Hard disk]
from [Hardware].

(% Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware lOptiDns ] T ] wirtual Machine Wersion: 7
Disk: File

[ Show Al Devices b, RISmERE | |[datast0re4] ‘Windows 2005 Exchange Z007 +Yyw-1 Mindow
Hardware SUMMmary
WE Memory 1500 ME Disk Provisioning
o crus 4 Type: Thick.
[ wideo card Video card Provisioned Size: so—H |e8 |
= YMCI device Restricted Maximum Size (GE): 256,00
% CD/DYD Drive 1 Client Device
E& Metwork adapter 1 101.0 Metwork wirtual Device Node
Ef Metwork adapter 2 VLAM-104 -
e- SCSI controller O LSI Logic Parallel |SCSI (0: 1) Hard disk 2 ﬂ
= Harddisk 1 Yirtual Disk
= Hard diskz Wirkual Disk | s
= Hard disk 3 virtual Disk, I Independent

Independent disks are not affected byv snapshots.

~

Changes are immediately and permanently written ko
the disk.
~

Changes to this disk are discarded when you power
off ar revert to the snapshak,

Help (a4 Cancel |

4. Start the virtual machine afterward.

For original virtual machine with snapshot (non-VDDK mode)

1 Open VMware vSphere Client.

2. Under inventory, right click on the newly restored virtual machine, select [Edit
Settings].
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Pawveer k
(auesk k
Snapshot J

@ Open Console

|55 Edit Settings...

Add Permission,..  Ckrl+P
Report Performance...

Rename

3. For each virtual disk that was not restored, remove the corresponding [Hard disk]
from [Hardware].

=) Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware ] Options ] T ] virkual Machine Yersion: 7
Diisk File:

I Show Al Devices ek, IRETERS | |[datast0re4] ‘Windows 2008 Exchange 2007 +whw-1Wind o,
Hardware SUMMmarsy
Wl Memory 1500 ME Disk Provisioning
o crus 4 Type: Thick.
|;| Video card wideo card Provisioned Size: =N ::l |GB ﬂ
= YMCI device Restricted Maxirnum Size (GBI 256.00
% CDfDYD Drive 1 Client Device
Ef Metwork adapter 1 101.0 Metwork Virtual Device Mode
Ef Metwork adapter 2 WLAM-104 -
e SiZSI controller O LSI Lagic Parallzl |SCSI (0:1) Hard disk 2 ﬂ
&= Harddisk1 wirtual Disk
= Harddiskz wirtual Disk | il
= Harddisk3 Wirkual Disk [ Independsnt

Independent disks are not affected by snapshots.

~

Changes are immediately and permanently written to
the disk.
~

Changes to this disk are discarded when wou power
off or revert to the snapshot.

Help Ok Cancel |

4.  Remove the VM from inventory.

5. Right click on the newly restored virtual machine; select [Remove from Inventory].
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Pawer 4
auesk 4
Snapshot ¥
@ Cpen Console
G Edi Settings...

Add Permission, .. Ctrl+P
Report Performance.

Renarme

Rermove from Inventary

Delete From Disk,

6. Locate the virtual machine's folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it
may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on
VMware product.

7. Delete the lines of the removed virtual disk.

* Open the corresponding S{VM-Name}.vmsd file at the following location with a
text editor.

S{VM-Location}\ S{VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 is removed.

.encoding = "UTF-8"

snapshot.lastUID = "1"

snapshot.numSnapshots = "1"

snapshot.current = “1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = "Snapshotl”
snapshotO.description = "
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = “1291281261"
snapshotO.numDisks = “3"

snapshot0.diskO.fileName = "Windows 2008-1.vmdk”
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snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"
snapshot0.disk2.fileName = "Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2"

* Remove the corresponding lines.

.encoding = "UTF-8"

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = 1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = “3"

snapshot0.diskO.fileName = "Windows 2008-1.vmdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = “scsiO:1"

* Perform the same steps for each snapshot.

* Save the changes afterward.

8.  Update the number of virtual disk.

* Open the corresponding S{VM-Name}.vmsd file at the following location with
a text editor.

S{VM-Location}\S{VM-Name}.vmsd

* lLocate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

.encoding = "UTF-8"
snapshot.lastUID = "1"
snapshot.numSnapshots = "1"
snapshot.current = "1°
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snapshotO.uid = 1"
snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = "Snapshotl”
snapshot0.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelow = "1291281261"
snapshotO.numDisks = "3"
snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"
* Modify the line from:
snapshot0.numDisks = "3"
To
snapshot0.numDisks = "2"
.encoding = "UTF-8"
snapshot.lastUID = "1"
snapshot.numSnapshots = "1°
snapshot.current = "1"°
snapshotO.uid = 1"
snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = ™"
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = "2"
snapshot0.diskO.fileName = "Windows 2008-1.vimdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = "scsiO:1"
* Perform the same steps for each snapshot.
e Save the changes afterward.
9.  Add the VM back into the inventory.
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| Add to Inventory

Zuk
Copy

Download. ..
Maove ta...

Rename

Dielete Fram Disk.

10. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous snapshots
if they contain virtual disks not restored.

11.  Start the virtual machine.

14.1.7.2 How to restore virtual machines to another hypervisor
1 Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the MindtimeOBM desktop
icon or right-click on the system tray icon:
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M Mindtime
alBackup
Login Mame :

Password :
["] Save password

m Mindtirne Online Backup Pro Mana... E [=] \EI

@ Forgotyour password?

OK Cancel B | # Options

m Mindtirme Online Backup Pro Mana... EI =] @

M Mindtime
a\Backup
Lagin Mame :

Password

["] Save password
@ Forgot your password?

= Language
English A

l:é] Backup Server
hitps | = | backupiX mindtime nl -

‘ﬁﬂ Proxy Setting
["] Use proxy to access the backup senver

Type : Proxy
Sock
Address :
Port:
User Name :
Password :

oK Cancel 8 | = Options

For backup client computer on Mac OS X, double-click on the MindtimeOBM desktop

icon.

For VMware Server installation on Linux, enter the following command to start the

MindtimeOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.
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Backup
M Restore Pg|
Show files as of Job : [201303/08 | = Latest - Filter [+
Folders Marne Size Date Modified
E- 5 Backup Server £ Hard disk 1
=3 IZ 10.16.1.52 D wi P-auxml 1TKE  2013/03/08 11.48:22
®- (3h cosfx(10.22.1.60 =-» wiP rvram 9KB  Z013/03/08 11:53:30
-0 G Lubuntut 2x (10,221 D wi P ymsd OKE 2012/092010:18:53
k3 G wiP (1022161 == (3 wiP vy 4 kKB 2013/0308135713
B & Settings D P 1TKE 201370308 11:48:45
Ay it »
Delete 10 lterms perpage : 50 - Page: (141 | =

[F= Restore files to
Qriginal lacation
® Alternate location

Mame : wiP (10.22.1.67 <= 10.16.1.61)
Inventory Location ; |10.16.1.52 -
HostiCluster : 10.16.1.52 -
Resource Poal ; 10.16.1.52 -
Storage datastorefshareddiski2_ESXi4 -
Alternate location (Raw File)

L+

Search % 4 Previous Start Restore B Cancel B

3. Click on the radio button of the [Alternate location] and select the virtual machines
to be restored.

4.  Click on the drop down button to change to another inventory location or host, or
change the directory path which you would like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.

6.  When the restore process is completed, data of the selected virtual machines will
be restored to the specific location.

7. Register the virtual machines on the new hypervisor.

8.  For any virtual disk that was not restored (e.g. original backup source did not
include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk from
the virtual machine's configuration

For original virtual machine with no snapshot

1. Open VMware vSphere Client.

2. Under inventory, right click on the newly restored virtual machine, select [Edit
Settings].
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Povier
Guest
Snapshot

@ Open Console

5

Edit Settings. ..

Add Permission,.,  Chrl+P
Repaort Performance. .

Rename

3. For each virtual disk that was not restored, remove the corresponding [Hard disk]

from [Hardware].

(= WinZ00B Exch2007 [101.54] - Virtual Machine Properties

Hardware ]Options ] Resources ]

Wirkual Machine Wersion: 7

Disk. File
I Show &l Devices o e | |[datastore4] ‘Windows 2008 Exchange 2007 +Ww-1 Mwindow,
Hardware Summary
Wl Mermory 1500 ME Disk Provisioning
o crus 4 Type: Thick
g Video card Video card Provisioned Size: 50 ::I |GB j
= YMII device Restricked Maxirnium Size (GE): 2E6.00
% COJDVD Drive 1 Cliert Device
B hNebwork adapter 1 101.0 Nebwork, virtual Device Node
B MNetwork adapter 2 WLAN-104 -
@ SCSI cantroller O L3I Logic Parallel |SCSI (0:1) Hard disk 2 ﬂ
= Harddisk 1 Wirtual Disk
= Hard disk2 Wirtual Disk | ol
= Hard disk 3 wirtual Disk B kel

Independent disks are not affected by snapshoks,
-~

Changes are immediately and permanently written to
the disk,

Changes to this disk are discarded when you power
off or revert to the snapshaot.

Help

QK Cancel |

4. Start the virtual machine afterward.
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For original virtual machine with snapshot (non-VDDK mode)

1 Open VMware vSphere Client.

2. Under inventory, right click on the newly restored virtual machine, select [Edit

Settings].

3. For each virtual disk that was not restored, remove the corresponding [Hard disk]

from [Hardware].

(%) Win2008 Exch2007 [101.54] - ¥irtual Machine Properties

Hardware l options | Resources |

[ Show All Devices Add... Remove |
Hardware Summary

Wl Memory 1500 MB

4 cPus 4

|;| Wideo card Video card

= WMCI device Restricted

% COJOVD Drive 1 Client Device

Ef Metwork adapter 1 101.0 Metwork

Ef Mebwork adapter 2 WLAM-104

@ SCSI controller 0 LSI Logic Parallel

= Hard disk 1 Wirtual Disk

= Hard diskz wirkual Disk |
&= Harddisk 3 Wirkual Disk

wirtual Machine Yersion: 7

Disk File
|[datast0re4] YWindows 2008 Exchange 2007 +Ww-1 Mwindows

Disk Provisioning

Type: Thick.
Provisioned Size: 50 ::l |GB j
Maximum Size (GE): 256.00
wirtual Device Mode

[5c51 (0013 Hard disk 2 |

Mode

[ Independent
Independent disks are not affected by snapshots,
o~

“hanges are immediately and permanently written ta
the disk.

“hanges to this disk are discarded when vou power
off or revert to the snapshot,

Help

Ok, Cancel

4.  Remove the VM from inventory.

Right click on the newly restored virtual machine; select [Remove from Inventory].
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Power 4
Gauest 4
Snapshok »

@ Open Cansale

C%  Edit Settings...
Add Permission...  Chrl+P
Report Performance. ..

Fename

| Remove From Inwventory |

Delete From Disk.

5. Locate the virtual machine's folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it
may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on
VMware product.

6. Delete the lines of the removed virtual disk.

» Open the corresponding S{VM-Name}.vmsd file at the following location with a
text editor.

S{VM-Location)\ S{VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:
Snapshot 1, SCSI (0:2) Disk 2 is removed.

.encoding = "UTF-8"

snapshot.lastUID = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = "Snapshotl”
snapshot0.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = "3

snapshot0.disk0.fileName = "Windows 2008-1.vmdk”
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snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"
snapshot0.disk2.fileName = "Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2"

* Remove the corresponding lines.

.encoding = "UTF-8"

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = "1"°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = “3"

snapshot0.diskO.fileName = "Windows 2008-1.vimdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = “scsiO:1"

* Perform the same steps for each snapshot.

* Save the changes afterward.

7. Update the number of virtual disk.
. Open the corresponding S{VM-Namej}.vmsd file at the following location
with a text editor.
S{VM-Location}\S{VM-Name}.vmsd
. Locate the numDisks parameter.
Example:
Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks
.encoding = "UTF-8"
snapshot.lastUID = "1"
snapshot.numSnapshots = "1"
snapshot.current = "1°
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snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = "Snapshotl”
snapshot0.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelow = "1291281261"
snapshotO.numDisks = "3"

snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"

. Modify the line from:
snapshot0.numDisks = "3"
To

snapshot0.numDisks = "2"

.encoding = "UTF-8"

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = "1"°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = ™"
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = "2"

snapshot0.diskO.fileName = "Windows 2008-1.vimdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = "scsiO:1"

. Perform the same steps for each snapshot (e.g. snapshot0.*, snapshotl.*).
. Save the changes afterward.
8. Add the VM back into the inventory.
9. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous snapshots

if they contain virtual disks not restored.

10. Start the virtual machine.
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14.1.8 How to restore raw VM files (non-VDDK mode)
The restoration option will restore all the VM files to a destination. These files or the

individual virtual disk file can be restored to the original VM, or to be added to a new
VM.

14.1.8.1 How to restore raw VM files/individual virtual disk to a different
VM

1 Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the MindtimeOBM desktop
icon or right-click on the system tray icon:

m Mindtime Online Backup Pro Mana... E =l @ m Mindtime Online Backup Pro Mana... E [=] @
MI‘:’Iindtime Ml':'lindtime
a\Backup a\Backup
Lagin Mame : Laogin Mame :
Password Password
[T save password [~] save password
@ Forgot your password? @ Forgot your password?
oK Cancel 8 # Options ‘= Language
English -

E] Backup Server
https | = | | backupXX.mindtime.nl i

‘aﬂ Proxy Setting
[T Use proxy to access the backup server

Type . ) Proxy
Sock
Address :
Port -
UserMame :
Password :

0K Cancel B = Options

For backup client computer on Mac OS X, double-click on the MindtimeOBM desktop
icon.

For VMware Server installation on Linux, enter the following command to start the
MindtimeOBM graphical user interface:
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# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.

)v(Restnre g|
Show files as of Job ;[ 2013/032/08 = | Latest - Filter |+
Folders Mame Size Date Modified
= 5§ Backup Server €3 Hard disk 1

=@ 10161.52 [ cosfx-auzxm 1KB 201303108 13:52:56
B (3 coshx (10.22.1 60 == cos5x nvram 9KB  2013/03i08 13:56:43
ﬁ Lubuntud 2 {(10.22.1.64 D cosavmsd 1KE 201209520 10:08:53
A5 wiP (1022161 ==10 (31 cosfewmyx IKB 201303008 13:56:43
- #? Setings [ cosswvrmd 1KB 20120308 13:52:57
tom 3
Delete 17 ltetns per page ;. |40 - Fage: 171 =
= Restorefilesto
Qriginal location
Alternate location
Harme
Inwentary Location
HostiCluster :
Resource Pool :
Storage :
® Alternate location (Raw File)
Chilsers\ddministratonDeskiop Change %
Search 4 Previous Start Restore B Cancel £

3. Select the virtual machines to be restored and choose [Alternate location (Raw
Files)] for restore files to.

4.  Click on the [Change] button and browse to the directory path which you would
like to restore the data to.

5. Click the [Start Restore] button to begin the restore process. All the raw files will be
restored to the destination folder. You can store or transfer the files to another
hypervisor for other purpose. You can check with previous steps if you need to
restore these VM files to another hypervisor.

6. When the restore process is completed, open VMware vSphere Client to import
the hard disk file to a VM.

7. Under the inventory, powers down the corresponding virtual machine to be
restored to.
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| Pawer

Guest
Snapshat
@ Open Consale

G Edit Settings...

Rename

Add Permission. ..

Chrl+P

Report Performance. ..

Power Off
Suspend

Reset

Chr+E
Chr+-Z
Chrl+T

Shut Down Guesk

Chr+D

Restart Guest

Chrl+R

8.  Right click on the corresponding VM, and select [Edit Settings].

Power
Gauest

Snapshat

@ Open Console

5% Edit Settings. .

Rename

add Permission, .

Report Performance. ..

Ctrl+P

9.  Select [Add] to add the newly restored virtual disk.
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Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware ] Optians ] T ] wirtual Machine Version: 7
Memory Configuration
[ Show all Devices Add...
255 GE el Memary Size: 1500 ::I | MBj
Hardware Summary D
B Mazxirunn recommendsd For this
BE Memory 1500 MB < guest 05 255 GE.
A crus 4 4 GBI .
- - Mazximum recommended For best
I;I Wideo card Wideo card 32 GB - performance: 16372 ME.
WICT devi Reestricted ]
= e Srice Default recommended For this
£y cofovD Drive 1 Client Device 16GE g ¥ gquest0s: 4 GB.
BB Metwork adapter 1 101.0 Hetwork Minimurn recommended For this
BB Metwork adapter 2 YLAN-104 BEE <l guest O5: 512 ME.
© sCslcantraler 0 LSI Lagic Parallel aegld
= Harddisk 1 Wirtual Disk
= Harddiskz wirtual Disk ZGEH
= Harddisk3 virtual Disk
1 5B+
512 MB=1
256 MEH
1258 MEH
&4 ME H
FZMEH
16 MEB H
5 ME [+
4 ME
Help [o]4 Cancel |

10. Select [Hard Disk] and then [Next].

%5 Add Hardware

Device Type
What sort of device do wou wish to add ko vour wirtual machine?

Device Type Choose the bype of device you wish bo add.

Informmation

(D) serial Part
& Parallel Port
L Floppy Drive
t=t CD/DYD Drive

& USE Contraller

This device can be added ka this Virkual Machine.,

Ethernet Adapker

2, 5051 Device

Help | < Back I Mext = I Cancel I
A
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11.

12.

13.

Choose the option to [Use an existing virtual disk].

(% Add Hardware

Select a Disk

Device Type

& wirkual disk is composed of one or more Files on the host file systerm, Together these
Select a Disk

files appeat as & single hard disk to the guest operating systen,
Select the type of disk to use,
Disk.

" Create a new virtual disk

% Use an existing virtual disk
Reuse a previousky configured virtual disk,
~

Give your virtual machine direct access to SAM. This option allows you to
use existing SAM commands to manage the storage and continue to
access it using & datastore,

Help | < Back | Mext = I Cancel |

A

Click [Browse] and browse to the newly restored virtual disk.

(%) Add Hardware @

Select Existing Disk
which existing disk do you want to use as this virtual disk?

Device Tvpe
Select a Disk

Select Existing Disk Browse. ..

Liisk File Path

Help | < Back | ezt = I Cancel |

A

Follow the instruction provided in the [Add Hardware] menu.
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14. Start the virtual machine.

14.1.9 How to backup virtual machines on VMware ESXi / ESX
Server through vCenter with VDDK / non VDDK

Refer to the following instructions to backup VM running on VMware ESXi or ESX Server
(assuming MindtimeOBM is installed on the vCenter server):

1 Login to the backup application’s user interface.

For backup client computer on Windows, double-click on the MindtimeOBM
desktop icon or right-click on the system tray icon:

m Mindtime Online Backup Pro Mana... EI =] @ m Mindtime Online Backup Pro Mana... EI =] @
Mf‘ﬂindtime MMindtime
alBackup alBackup

Login Mame : Login Mame :

Password Password
"] Save password "] Save password
@ Forgot your password? @ Forgot your password?
OK Cancel B [+ Options 3 Language

Englizh A

Eﬂ Backup Server
https | = | backupXX mindtime nl i

ﬂﬂ Proxy Setting
[ Use proxy to access the backup server

Type : & Proxy
Sock
Address :
Part:
User Mame :
Password :

0K Cancel @ = Options

2. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from the
backup set type dropdown menu.
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Backup
New Backup Set Wizard
@ Backup Set
Marme © yCenter (WDDIK)
Type . | File Backup hd
M5 SOL Server Backup -
WiySCL Backup
Oracle Datahase Server Backup
Systern State Backup
ShadowProtect System Backup
MS'Windows System Backwp [
ME WM Backup
ware Wil Backup s
Mext» Cancel £
4. Select the [VMware vCenter] from the Product dropdown box.
@ Backup Set
Mame : |wCenter YDDK
Type:  Whware WM Backup .
W vveare Host
FProduct: Whiware vCenter 4 15 fwith VDDK) -
Whiwware wSphere ESX 2.9 4 fwith WD D) -
lJsername ] )
Whivware wSphere ESHI 3.5 74 15 (with YDDEK)
Passwmd\fﬁnware Servar 1
Host: Widware Server 2
Part: 4‘,_1\-fru1v\tare Wiorkstation 6765857
Whiwware Wiorkstation 879
Whivware Player 314715
th WDDK) h
Mext b Cancel B
5. Enter the corresponding information required:
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&' Backup Set
Mame : wCenter (/DDK)
Type: Whware WM Backup -

w Wware Host
Product: htware vCenter 4 § 5 dwith WODK) -

Username | administrator
Password ;. | =

Host: [10.16.1.41

Port: 443
Mext » Cancel &

Menu ltems Description

Name Enter a backup set name of your choice.

Type Select backup set type [VMware VM Backup].

VMware Host Version Select version [VMware vCenterl].

Username The username which has the administrator role.

Password Enter the password for the user account.

Host Enter the IP address or hostname of your vCenter
server, do not use ‘localhost’

Port Enter 80 for connection via HTTP protocol or 443
for HTTPS protocol.

6. Select [Next] to proceed.

7. Select the corresponding virtual machines for backup.
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=l 5 vCentre-1-51

- [ cav@t0.22.1 51

[EP Hosts and Clusters
& wM Templates

. B @ Metworking

B &2 Settings

i @ Licensing

[ [ Server Settings

&3 Custom Attributes
i1 Message ofthe Day

&7 % Host Profiles

------ [# scheduled Tasks

(& Datastores and Datastore Clusters

4 Previous Mext ¥ Cancel £

vCenter Iltems

Description

Hosts and Clusters

VM host and cluster, virtual hard disk information.

VM Templates

Contains virtual machine templates.

Datastores and Datastore
Clusters

Contains information about the data stores and
data store cluster in the inventory.

Networking

Configuration of vSphere distributed switch and
network settings.

Settings - Licensing

vCenter and host information.

Settings — Server Settings

vCenter server settings such as licensing, statistic
and timeout information etc.

Settings — Custom Attributes

Custom attributes for the VM summary.

Settings — Message of the
Day

Message of the day in vCenter.

Settings - Roles

Information on the login user privilege.

Settings - Host Profiles

Configuration details of a specific host.

Settings — Scheduled Tasks

Scheduled action for the VM

8. Alternatively, select individual virtual disk for backup by expanding the

corresponding VM sub tree.
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= 5 vCentre-1-51 -

B [ cov@10.22.1.51

=12 EJl Hosts and Clusters

B fl Clusterd-ESxi_vd

=2 fl Clusterz-ESxi_vs

----- B 1018.1.54

----- B 1016158

B wHP-1-73 (10.22.1.73 == 10.16.1.73)
9 Hard disk 1

[ B3 Hard disk 2

- G wHP-1-71 (10.22.1.71 == 10.16.1.71)
-0 (0 cos8e-1-70 (10.22.1.70 == 10.16.1.70)
F-0 G0 Lubuntud 2x (10,221 74 == 10.16.1.74)
% Wit Templates

[_g Diatastores and Datastare Clusters -

]

IR&

4 Previous Mext Cancel 3

Note:
For backup of individual virtual disk, configuration files of the VM are also backed
up.

Important:
For backup of VM with snapshot, backup of the whole VM instead of individual disk
is highly recommended.

9. Configure a backup schedule for unattended backups.
Note:
Multiple backup schedules of different types can be configured for the same
backup set.

10. Select an encryption setting for your backup set.

11.  Press the [OK] button to complete the configuration of backup set.

12.  Scheduled backup will run automatically at the configured schedule time.

13.  Click [Backup] button on the left panel to perform a backup immediately.
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14.1.10How to restore virtual machines on VMware ESXi / ESX
Server through vCenter

Refer to the following instructions to restore VM running on VMware ESXi or ESX Server.

VM can be restored to the original location with the following condition:

If the VM to be restored does not exist on the original hypervisor, the VM will be

restored as a new virtual machine.

If the VM to be restored still exist on the original hypervisor, the existing VM will be

replaced by the backed up version.

14.1.10.1 How to restore virtual machines to the original hypervisor

1.

2.

Login to the backup application’s user interface.

Double-click on the MindtimeOBM desktop icon or right-click on the system tray

icon:

mwﬁndﬁme Online Backup Pro Mana... E\ = @
M Mindtime
alBackup
Login Mame :
Password :

|| Save passwaord
@ Forgot your password?

OK Cancel B [+ OQOptions

m Mindtime Online Backup Pre Mana... EI =] @
M Mindtime
a\Backup
Lagin Mame :
Password :

["] Save password
@ Forgot your password?

¥z Language
English -

l:ﬂ Backup Server
https | = | backupXX.mindtime.nl T

(ﬁg Proxy Setting
[ Use proxy to access the backup server

Type : ® Proxy
Sock
Address :
Part:
User Mame :
Password :

OK Cancel B8 = Options

Select the [Restore] button and the corresponding backup set.
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iResture
Please selectthe backup set
vimbackup
Delete all files 10 Mext » Cancel &

3. Select the virtual machines to be restored and choose [Original Location] for
restore files to.
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Backup
I_E(IResture E
Showfiles as of Job  |2013003/08 | [Latest | = Filter [+

Folders
E- 3 Backup Server
= 5! vCentre-1-91
B [ Covi@10.22.1.51
[ [FP Hosts and Clusters
[ & vi Templates

@ Networking
& Settings
&) Licensing
@P Server Settings
@ 52 Custom Attributes
L Message of the Day
[ &% Roles
T Host Profiles
[ [ scheduled Tasks
Delete 1

[ Restorefiles to
& Original location
Alternate location
Mame :
Inventary Location :
HostiCluster:
Resaurce Poal

Storage :
Alternate lacation (Raw File)

Search

[ Datastores and Datastore Clusters

MName Size Date Modified
|5 cevatn.22.1.51

& Settings

Iterms perpage : |50 - Page: (111 | =

=

4 Previous Start Restore B Cancel 3

vCenter Iltems

Description

Hosts and Clusters

VM host and cluster, virtual hard disk information.

VM Templates

Contains virtual machine templates.

Datastores and Datastore
Clusters

Contains information about the data stores and
data store cluster in the inventory.

Networking

Configuration of vSphere distributed switch and
network settings.

Settings - Licensing

vCenter and host information.

Settings — Server Settings

vCenter server settings such as licensing, statistic
and timeout information etc.

Settings — Custom Attributes

Custom attributes for the VM summary.

Settings — Message of the
Day

Message of the day in vCenter.

Settings - Roles

Information on the login user privilege.

Settings - Host Profiles

Configuration details of a specific host.

Settings — Scheduled Tasks

Scheduled action for the VM

Click the [Start Restore] button to begin the restore process.

User will be prompted if a virtual machine selected to be restored exist on the

hypervisor.
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Replace ¥irtual Machine

The ¥irtual machine "CEYV@1 0.22.1.510iscovered vifual machinef®P-1-73 (10.22.1.73 <= 10.16.1.73)" already exists.
1 Replace existing vidual machina’?
-

Apply to all Yas b Mo 24

6.  When the restore process is completed, the virtual machines will be restored to
the original hypervisor.

7. For any virtual disk that was not restored (e.g. original backup source did not
include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk from
the virtual machine's configuration.

For original virtual machine with no snapshot

1. Open VMware vSphere Client to access to the vCenter.

2. Under inventory, right click on the newly restored virtual machine, select [Edit
Settings].
Power 4
Guesk 4
Snapshok r

@ Cpen Console

(& Edt Settings...

Add Permission,.,  Ctrl+P
Report Performance. ..

Rename

3. For each virtual disk that was not restored, remove the corresponding [Hard disk]
from [Hardwarel].

Mindtime Backup 222
B.V.



Mindtime

Backup

Mindtime Online Backup Manager
User’s Guide

(= Win2008 Exch2007 [101.54] - ¥irtual Machine Properties

Hardware lOptions | Resourees |

[ Show &l Devices Add... Remave |
Hardware SUmMmary

Bl Mernory 1500 ME

d crPus 4

] video card Video card

= ¥MCI device Restricted

% C0iDYD Drive 1 Client Device
EE Metwork adapter 1 101.0 Mebwork
BB Metwork adapter 2 WLAMN-104

e SCSI controller 0 LSI Logic Parallel
& Harddisk 1 Wirtual Disk.

— Harddisk 2 Wirkual Disk

= Harddisk3 Wirbual Disk

wirtual Machine Version: 7

Disk File
|[datastore4] Windows 2008 Exchange 2007 +iv-1 Mfindow

Disk Provisioning
Type: Thick,

0= e |

Maxirum Size (GE): 256,00

Provisioned Size:

wirtual Device Mode

|51 (1) Hard disk 2 |

Mode

[ Independent
Independent disks are not affected by snapshots.
~

Changes are immediately and permanenthy writken ko
the disk.

hanges to this disk are discarded when vou power
off or revert to the snapshot,

Help

QK Cancel |

4. Start the virtual machine afterward.

For original virtual machine with snapshot (non-VDDK mode)

1 Open VMware vSphere Client to access to the vCenter.

2. Under inventory, right click on the newly restored virtual machine, select [Edit
Settings].
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Power k
Guest k
anapshotk J

@ Open Console

55 Edit Settings...

Add Permission,,,  CHrHP
Report Performance. ..

Rename

3. For each virtual disk that was not restored, remove the corresponding [Hard disk]
from [Hardware].

(= Win2008 Exch2007 [101.54] - Yirtual Machine Properties

Hardware l Options ] Resources ] Virtual Machine Wersion: 7
Disk File:

I Show All Devices el oo IREERS | |[datast0re4] ‘Windows 2008 Exchange 2007 +w-1 fwindow
Hardware Summary
W Memory 1500 MB Disk Provisioning
O crus 4 Type: Thick.
3 wideo card video card Pravisioned Size: 50— |GB ﬂ
= YMCI device Restricked Masdimum Size (GE): 256.00
% CDIDYD Drive 1 Client Device
BE Metwork adapter 1 101.0 Mebwork, Virtual Device Mode
BB MNetwork adapter 2 WLAN-104 -
e SCSI controller 0 LSI Logic Parallel |SCSI (0:1) Hard disk 2 ﬂ
= Harddisk 1 Wirkual Disk,
= Harddiskz Wirtual Disk | Fzets
= Harddisk 3 virtual Disk [ Independent

Independent disks are not affected by snapshots.

~

Changes are immediately and permanently writken to
the disk,
~

Changes to this disk are discarded when you power
off ar revert ko the snapshat.,

Help ok Cancel |

4.  Remove the VM from inventory.

5. Right click on the newly restored virtual machine; select [Remove from Inventory].
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GGuest 4
Snapshok k
@ Open Console
(%  Edit Settings. ..

Add Permission.,,  CerHP
Report Performance. ..

Rename

Remove From Inventory

Delete From Disk

6. Locate the virtual machine's folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it
may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on
VMware product.

7. Delete the lines of the removed virtual disk.

* Open the corresponding S{VM-Namej}.vmsd file at the following location with a
text editor.

S{VM-Location}\ S{VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:
Snapshot 1, SCSI (0:2) Disk 2 is removed.

.encoding = "UTF-8"

snapshot.lastUID = "1"
snapshot.numSnapshots = “1"
snapshot.current = “1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshotO0.displayName = "Snapshotl”
snapshotO.description = "
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = “1291281261"
snapshotO.numDisks = “3"
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snapshot0.disk0.fileName = "Windows 2008-1.vmdk”
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"
snapshot0.disk2.fileName = "Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2"

* Remove the corresponding lines.

.encoding = "UTF-8"

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = "1"°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = “3"

snapshot0.diskO.fileName = "Windows 2008-1.vimdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = “scsiO:1"

* Perform the same steps for each snapshot.
* Save the changes afterward.
8.  Update the number of virtual disk.

* Open the corresponding S{VM-Name}.vmsd file at the following location with
a text editor.

S{VM-Location}\S{VM-Name}.vmsd

* lLocate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

.encoding = "UTF-8"
snapshot.lastUID = "1"
snapshot.numSnapshots = "1"
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snapshot.current = "1°
snapshotO.uid = 1"
snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = "Snapshotl”
snapshot0.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelow = "1291281261"
snapshotO.numDisks = "3"
snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"
* Modify the line from:
snapshot0.numDisks = "3"
To
snapshot0.numDisks = "2"
.encoding = "UTF-8"
snapshot.lastUID = "1"
snapshot.numSnapshots = "1°
snapshot.current = "1"°
snapshotO.uid = 1"
snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = ™"
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = "2"
snapshot0.diskO.fileName = "Windows 2008-1.vmdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = "scsiO:1"
* Perform the same steps for each snapshot.
e Save the changes afterward.
9.  Add the VM back into the inventory.
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| Add o Irventaory

Zuk
Copy

Cownload, ..
Mowve to,..

Rename

Delete From Disk,

10. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous snapshots
if they contain virtual disks not restored.

11.  Start the virtual machine.

14.1.10.2 How to restore virtual machines to another hypervisor
1 Login to the backup application’s user interface.

Double-click on the MindtimeOBM desktop icon or right-click on the system tray icon:
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M Mindtime
al\Backup
Login Mame :

Passwaord :
["] Save password

m Mindtime Online Backup Pro Mana... E' =] @

@ Forgot your password?

oK Cancel B8 [# Options

m Mindtime Online Backup Pro Mana... EI [=] @

lvl Mindtime
a\Backup
Login Mame -
Password

[7] Save password
@ Forgot your password?

i3 Language
English hd

l:ﬂ Backup Server
https | = | |backupXX.mindtime.nl v

(ﬁg Proxy Setting
[ Use proxy to access the backup server
Type : & Proxy
Sock
Address :
Part:
User Name :

Password :

OK Cancel B8 = Options

2. Click on the [Restore] button and the corresponding backup set.

Alternate location

Select this option if you want to use MindtimeOBM to search the available hypervisor.
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Backup
[MRrestore [ x|
Show files as of Jab . 2013603008 | = | Latest - Filter 1+

-B 1018.1.53

E- (O G wiP (10.22.1.61 == 10.16.
B G cossx (10.22.1.62 === 10.1€
A G WP £10.22.1.63 =-= 10.16.7
B G Lubuntul2x(10.22.1.64 ==
fh Cluster2-ESxi_va

-5 WM Termnplates

[ [_3 Ciatastores and Datastare Clusters

3

-

L]

Delete 107

Folders MName Size Diate Modified
= 5§ Backup Server a| &3 Hard disk 1
= (5 vCentre-1-51 | [ weP-awomm 1 KB201 30308 16:57:...
e[y cavatozzis WP rrarm 9 KBZ2012M 0604 12:00:...
Er-[El Hosts and Clusters [ wiP vmisd 0 KB2012/09720 10:39:...
=l Clusterot-ESxi_vd () widP v 4 KB201 30308 16:58...
i @[ 1016152 [ it P wrr 1 KB201 30308 16:58...

lterns perpage . |40 hd Page: 111 |~
[F= Restorefilesto
Criginal location
® Alternate lacation
Marme WHP (1022163 =-=10.16.1.63)
Inventary Location : | C3Vi@10.22.1.51 b
Haosticlustar - CEVE@10.22.1.81IC usterl1-ESXi_va -
Resource Poal - |CSVEN0.22.1.81/C uster01-ESKi_v4 -
Storage : CSV@10.22 1 51 /datastaret _1.53 -
Alternate lacation (Raw File)
Search & 4 Previous Start Restore B Cancel £

3. Select the virtual machines to be restored and choose [Alternate location] for
restore files to. One VM can be selected at a time. (All the available ESX/ESXi will be
listed accordingly.)

Note: The setting is not available for the restore to ‘Alternation location'.

4.  Click the [Start Restore] button to begin the restore process.

5. When the restore process is completed, data of the selected virtual machines will
be restored and registered to the specific location.

6.  For any virtual disk that was not restored (e.g. original backup source did not

include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk from
the virtual machine's configuration

Alternate location (Raw File) (hon-VDDK mode)

Select this option if you want to transfer the VM files to another hypervisor manually.
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I_ﬂResture E
Show files as of Job 0 201300308 = | Latest | = Filter [+
Folders Matme Size Date Modified
= o Backup Server «| 2 Hard disk 1
£ 5 wCentre-1-51 20 Slax 6.1.2-Snapshotvmsn 28 KB 201211002 14:59:35
&[5 OBS@10.62.1.51 Slax 6.1.2.rvram SKE  2012011/0214:58:38
£+ [F Hosts and Clusters [ slaxB.1.2vmsd TEE 201211002 14:59:41
|ﬁ Clusterd1-ESKI_v4 {0 Slax 6.1.2.vm 4 KB 201211002 14:59:51
Bﬂh Clusterd2-ESKI_v5 [ SlaxB.1.2.vmmf TEE 201211002 14:59:51
E E 10.16.1.5
= @ poolt
- -3 vApp!
=3B whpp2
. @M E5lax6.1.2-68
- [ (31 thomas-vmé -
| : >
Delete 11 lterns per page ;. |50 - Page: - | =

[E= Restorefilesto
Qriginal location
Alternate location
Marne
Imventory Location
HostCluster
Resource Paoal

Storage
& Alternate location (Raw File)
CMJzerstdministrator Change &
Search % 4 Previous » Cancel £

7. Select the virtual machines to be restored and choose [Alternate location (Raw File)].
8. Click on the [Change] button and select the path to save the restore files.

9.  Click the [Start Restore] button to begin the restore process.

10. Transfer the VM files to another hypervisor manually.

11.  Open VMware vSphere Client

12.  Add VM to the inventory.

For original virtual machine with no snapshot

1. Open VMware vSphere Client to access to the vCenter.

2. Under inventory, right click on the newly restored virtual machine, select [Edit
Settings].
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Power L4
Guesk L4
Snapshot »

@ Open Console

5 Edit Settings. .

add Permission,.,  Crrl+P
Report Performance. ..

Rename

3. For each virtual disk that was not restored, remove the corresponding [Hard disk]
from [Hardware].

% Win200B Exch2007 [101.54] - Virtual Machine Properties

Hatdware ]Options ] Resources ]

wirkual Machine version: 7

Disk. File:
I Show &l Devices oo REMERE | |[datast0re4] Windows 2008 Exchange 2007 +Ww-1wWindo.
Hardware Summary
Wl Memary 1500 MB Disk. Provisioning
o crus 4 Tpe: Thick
l;l Video card Video card Provisioned Size: 50 ::I |GB ﬂ
= VMCI device Restricked Maxirmn Size: (GE): 256.00
% COYDVD Drive 1 Client Device
E& Metwork adapter 1 101.0 Mebwork virtual Device Node
Ef Metwork adapter 2 YLAM-104
e SC5I contraller 0 L=I Lowgic Parallel |SCSI (0:1) Hard disk 2 ﬂ
&= Hard disk 1 Wirtual Disk
= Hard diskz wirtual Disk | Plarils
= Hard disk3 Wirkual Disk [ Indspendsnt

Independent disks are not affected by snapshoks.
~

Changes are immediately and permanently written to
the disk.

Changes to this disk are discarded when you power
off or rervert to the snapshot.,

Help oK Cancel |
A
4, Start the virtual machine afterward.
For original virtual machine with snapshot
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1 Open VMware vSphere Client to access to the vCenter.

2. Under inventory, right click on the newly restored virtual machine, select [Edit

Settings].

3. For each virtual disk that was not restored, remove the corresponding [Hard disk]

from [Hardware].

=) Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware lOptinns | Resourees |

[ Show All Devices add... Remove |
Hardware Summary

Wl Memory 1500 MB

i crus 4

I;l Widen card Yideo card

= wMCI device Restricted

% CDJDYD Drive 1 Cliznt Device

BB Metwork adapter 1 101.0 Metwork,

BB Metwork adapter 2 YLAMN-104

9 SCSI controller 0 LSI Logic Parallel

& Harddisk 1 Wirtual Disk.

= Harddiskz Virkual Disk. |
& Harddisk3 Wirtual Disk.

wirtual Machine version: 7

Disk. File
|[datast-:re4] Windaws 2008 Exchange 2007 +Whw-1Window

Disk Provisioning

Type: Thick
Provisioned Size:! 50 :I |GB j
Maximurn Size (GE): 256,00
Wirtual Device Mode

|SCS1 (0:1) Hard disk 2 |

Mode

[ Independent
Independent disks are not affected by snapshats,
~

Changes are immediately and permanently written ko
the disk,

~

Changes to this disk are discarded when vou power
off or revert to the snapshot,

Help

QK Cancel |

A

4.  Remove the VM from inventory.

Right click on the newly restored virtual machine; select [Remove from Inventory].
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Power 4
Guesk 4
Snapshot r

@ Open Console

(%  Edit Settings...
add Permission...  Crrl+P
Report Performance. ..

Renarne

Remove from Inventory

Delete From Disk,

5. Locate the virtual machine's folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it

may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on
VMware product.

6. Delete the lines of the removed virtual disk.

» Open the corresponding S{VM-Name}.vmsd file at the following location with a
text editor.

S{VM-Location}\ S{VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:
Snapshot 1, SCSI (0:2) Disk 2 is removed.

.encoding = "UTF-8"

snapshot.lastUID = "1"
snapshot.numSnapshots = “1"
snapshot.current = “1"

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshotO0.displayName = "Snapshotl”
snapshotO.description = "
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = “1291281261"
snapshotO.numDisks = “3"
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snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"
snapshot0.disk2.fileName = "Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2"

* Remove the corresponding lines.

.encoding = "UTF-8"

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = "1"°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = “3"

snapshot0.diskO.fileName = "Windows 2008-1.vimdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = “scsiO:1"

* Perform the same steps for each snapshot.

* Save the changes afterward.

7. Update the number of virtual disk.
. Open the corresponding S{VM-Namej}.vmsd file at the following location
with a text editor.
S{VM-Location}\S{VM-Name}.vmsd
. Locate the numDisks parameter.
Example:
Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks
.encoding = "UTF-8"
snapshot.lastUID = "1"
snapshot.numSnapshots = "1"
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snapshot.current = "1°
snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = "Snapshotl”
snapshot0.description = **

snapshotO.createTimeHigh = "309233"
snapshotO.createTimelow = "1291281261"
snapshotO.numDisks = "3"

snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"

. Modify the line from:
snapshot0.numDisks = "3"
To

snapshot0.numDisks = "2"

.encoding = "UTF-8"

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = "1"°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = ™"
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = "2"

snapshot0.diskO.fileName = "Windows 2008-1.vimdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = "scsiO:1"

. Perform the same steps for each snapshot (e.g. snapshot0.*, snapshotl.*).
. Save the changes afterward.

8. Add the VM back into the inventory.

9.  Remove any existing snapshot.
Important:

The restored virtual machine does not support the reversion of previous snapshots
if they contain virtual disks not restored.
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10. Start the virtual machine.
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14.2 Backup virtual machines running on VMware Server

14.2.1 Supported versions

Please refer to FAQ: Mindtime Requirements for the supported versions.

14.2.2 Requirements and recommendations

Please ensure that the following requirements are met by the VMware Server:

1 MindtimeOBM version 6.7 or above is installed on the VMware Server.
Note:
Resource allocation for both VM hosting and backup operation must be taken into
consideration.

2. MindtimeOBM must be installed on the hypervisor.

3. For VMware Server installation on Linux:
. The root account must be enabled.
. GUI environment must be installed on the hypervisor (e.g. GOME or KDE).

4.  The following TCP ports must be opened on the hypervisor:
. Port 902
. Port 912
. Port 8222
. Port 8333

5. Consider increasing the JVM (Java Virtual Machine) memory allocation to improve
performance of the backup operation.

6. Itis recommended that the datastore have disk space of the largest sized virtual
machine to be backed up.

7. It is recommended that the temporary directory have disk space of at least 50% of
the largest sized virtual machine to be backed up.

8. Itis recommended that the temporary directory be configured on a local drive.

9. Itis recommended that the temporary directory is not configured on the same
partition which the operating system is installed on.

10. Consider performing routine recovery test to ensure your backup is setup and
performed properly.

11, For VMware server on 64-bit Linux, please add the following soft link

[n -s /usr/lib/vmware-vix/libvixAllProducts.so /usr/lib64/
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Assume the "libvixAllProducts.so" is under "/usr/lib/vmware-vix/".

14.2.3 Limitations

The following are limitations of the VMware VM backup module:

1.

For VMware Server 1.x, active virtual machine selected for backup must be

powered down for the backup process to begin.

For backup of individual virtual disk, the restored virtual machine does not support
the reversion of previous snapshots, if the snapshot contains disks which are not
previously backed up by MindtimeOBM.

Independent Disk is not supported. For virtual machines with Independent Disks,
those disks will not be backed up.

14.2.4 Overview

The following steps are performed during a backup job:

1. Connection from the backup client to the backup server is established.

2. Download the server file list from the backup server.

3. VMware Server 1.x
Commands are issued to the hypervisor to shutdown the virtual machine for
backup.
VMware Server 2.x
Commands are issued to the hypervisor to create snapshot of the virtual machine
for backup.

4.  Server and local file lists are compared to determine which file will be uploaded.

5. Delta file is generated for modified file (if necessary).

6.  Existing, and snapshot data are encrypted, compressed, and streamed to the
backup server.

7. VMware Server 1.x
Commands are issued to the hypervisor to start up the virtual machine.
VMware Server 2.x
Commands are issued to the hypervisor to create snapshot of the virtual machine
for backup.
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8.  Backup completed successfully.

14.2.5 How to backup virtual machines on VMware Server
Refer to the following instructions to backup VM running on VMware Server:
1 Login to the backup application’s user interface.

For VMware Server installation on Windows, double-click on the MindtimeOBM desktop
icon or right-click on the system tray icon:

m Mindtirne Online Backup Pro Mana... EI [=] @ m Mindtirme Online Backup Pro Mana... E [=] @
Ml:’lindtime Ml':'lindtime
a\Backup a\Backup

Login Mame : Login Mame :

Password : Password
[7] Save password ["] save password
@ Forgot your password? @ Forgot your password?
0K Cancel B | [# Options ‘=1 Language

English hd

5 Backup Server
https | = | backup: mindtime.nl h

‘ﬂg Proxy Setting
[ Use proxy to access the backup server

Type : Proxy
Sock
Address :
Port:
User Name :
Passward

OK Cancel B = Options

For VMware Server installation on Linux, enter the following command to start the
MindtimeOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

Mindtime Backup 240
B.V.



Mindtime
Backup

Mindtime Online Backup Manager
User’s Guide

New Backup Set Wizard El

@ Backup Set

Mame . Backup Set

Type . |File Backup hd
MS Exchange Mail Level Backup -
MS SEL Server Backup
hySaL Backup

Oracle Database Server Backup
Systern State Backup
ShadowProtect Systern Backup

M5 Wit Backup
Mhbwrare Vil Backup i

Mext »

Cancel B

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from the
backup set type dropdown menu.

4.  Enter the corresponding information required:

%

New Backup Set Wizard

E Backup Set
Mame: |Backup Set
Type: Whiware W Backup

VI Whweare Host

[E; Backup Set
Mame:  Backup Set
- Type Whtware W Backup -

User Authentication for Windows

Wersion © | Yhware Server 2 e Dormain
Username | administrator Userhame
FPassword: | 0000008 Password:  (SSUOEE)
Host: 127.001 Y \Mware Host
Port: 8333 Product: |Whiware Server 1 -

Username | administrator

Pasgword: @000088

Host: 127.0.041

Mext » | Cancel B Part: 002
Mext »

Menu Items Description
Name Enter a backup set name of your choice.
Type Select backup set type [VMware VM Backupl.

VMware Host Version

Select host version, for example [VMware Server 1]
or [VMware Server 2]
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Username Enter the username of the hypervisor
administrator.

Password Enter the password of the hypervisor
administrator.

Host Default to 127.0.0.1, MindtimeOBM must be
installed on the hypervisor.

Port Enter the corresponding port to the hypervisor.

5.  Select [Next] to proceed.

Mew Backup Set Wizard

=@ Whware Server 2

= [ vhiware Server 2.0.2
=¥ (3 Windows ¥P Professional

------ &9 Windows ¥P Professional (21 vmdk
(o 5 Windows XP Professional-000001 ymdk

Select the corresponding virtual machines for backup.

)

3

1 Previous Mext » Cancel £

corresponding VM sub tree.

Alternatively, select individual virtual disk for backup by expanding the
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Mew Backup Set Wizand g|

= |3 Whtware Server 2

= [E whtware Server 2.0.2
=0 (3 Windows ¥P Professional
----- &5 Windows P Professianal (2 vmdk
] B3 windows ¥P Professional-000001 ymdk

3

4 Previous Mext Cancel £

Important:
For backup of VM with snapshot, backup of the whole VM instead of individual disk
is highly recommended.

8.  Configure a backup schedule for unattended backups.
Note:
Multiple backup schedules of different types can be configured for the same
backup set.
9. Select an encryption setting for your backup set.
10. Press the [OK] button to complete the configuration of backup set.
11.  Scheduled backup will run automatically at the configured schedule time.
12.  Click [Backup] button on the left panel to perform a backup immediately.
Note:

For VMware Server 1.x, active virtual machine (selected for backup) must be powered
down for the backup process to begin.
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14.2.6 How to restore virtual machines on VMware Server
Refer to the following instructions to restore VM running on VMware Server.
VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor, the VM will be
restored as a new virtual machine.

i If the VM to be restored still exist on the original hypervisor, the existing VM will be
replaced by the backed up version.

14.2.6.1 How to restore virtual machines to the original hypervisor
1 Login to the backup application’s user interface.

For VMware Server installation on Windows, double-click on the MindtimeOBM desktop
icon or right-click on the system tray icon:

m Mindtime Online Backup Pro Mana... EI =] @ m Mindtime Online Backup Pro Mana... EI =] @
MMindtime MMindtime
4 \Backup A\ Backup

Login Name : Login Mame :

Password Password
[Tl save password [Tl save password
@ Forgot your password? @ Forgot your password?
OK Cancel B [+ Options 3 Language

Englizh A

E] Backup Server
https | = | backupXX mindtime.nl b

‘ﬁg Proxy Setting
[ Use proxy to access the backup server

Type: Proxy
Sock
Address :
Part:
User Mame :
Password :

0K Cancel B = Options

For VMware Server installation on Linux, enter the following command to start the
MindtimeOBM graphical user interface:
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# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.

)v( Restore

Flease selectthe backup set

WM Backup Set

Delete 10

Mext

x]

» Cancel E

3. Select the virtual machines to be restored and choose [Original Location] for

restore files to.

Logical Path
[datastore1] 6250,
[datastore1] 6250,
[datastore1] 6250,
[datastore1] 6250...
[datastore1] 6250...
[datastore1] 6250...
[datastore1] 6250...
[datastore1] 6250...
[datastore1] 6250...
[datastore1] 6250...

Size

(]

Filter [#
Date Modified

294 924 KB2011/03/31 16:22..

1 KB2011/03/31 16:12..
1,181,407 KB2011/03/31 16:20...
0 KB2011/03031 16:23...
4,194,304 KB2011/03/31 16:12...
9 KB2011/03/31 16:23..

1 KB2011/03/31 16:12...

1 KB2011/03/31 16:23..

3 KB2011/03/37 168:11...
2KB2011/03/37 168:11...

Iterns per page : |50

)'( Restore
@ Show files as of Job ;. |2011003/28 | = | |Latest S ) Showe all files
Folders Mame
= a Backup Server j enmiinkP ..
=0 @ whware Server2.0.2 ] enwinxp .
-] [ WinxP ] enwinxp .
] enwirP.
] enwirP.
] enwirP.
] e
] i
] enwine
] i
Delete 0T
[E% Restore files to
® Qriginal location
) Alternate location :
Search %

4 Previous

Start Restore

> Page: -|¥

7]

4 Cancel E
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4.  Click the [Start Restore] button to begin the restore process.
5. User will be prompted if a virtual machine selected to be restored exist on the
hypervisor.
Replace Virtual Machine
I The Virtual machine "WinxP" already exists. Replace existing virtual machine?
Ll
[T Apply to all Yes L Mo b0 Cancel £
6. When the restore process is completed, the virtual machines will be restored to
the original hypervisor.
7. For any virtual disk that was not restored (e.g. original backup source did not

include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk from
the virtual machine's configuration.

For original virtual machine with no snapshot

1.

2.

3.

Open VMware Server Console.

Under inventory, right click on the newly restored virtual machine, select [Settings].

Close

Power On

Take Snapshaot. ..
Rewvert to Snapshot
Remaove Snapshok

Upgrade Wirtual Machine
Rename

Remove From Inventory
Delete Fram Disk

Settings. ..

For each virtual disk that was not restored, remove the corresponding [Hard disk]
from [Hardware].
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Yirtual Machine Settings [gl
Hardware | Dptign3|

Device Surnrnary Disk fils

Memory 128 MB |W’indows #P Profezzional [2].wmdk |

& Hard Disk (IDE 0:0) =

o " Capacity

%CD—ROM {IDE 1:0) Using image D:\¥ir... b axirmum size: 1.00 GB  System free: 109 GB

EBErhernet Bridged [ efragment

B8 Processors 1
Dizk information
Dizk space is preallocated for this wirtual disk.
“irtual digk. contents are stored in a single file.

Add.. ] [ Remowve ]

Ok l [ Cancel ] [ Help ]

4. Start the virtual machine afterward.

For original virtual machine with snapshot

1. Open VMware Server Console.

2. Under inventory, right click on the newly restored virtual machine, select [Settings].

Close

Fower On

Take Snapshot. ..
Rewvert to Snapshot
Remove Snapshok

Upqgrade Wirtual Machine
Rename

Remove From Inventory
Delete From Disk,

Settings...
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3. For each virtual disk that was not restored, remove the corresponding [Hard disk]
from [Hardware].

Virtual Machine Settings El
Hardware | Dptians |
Cevice Surnmary Disk fil=
Memary 128 ME |Wind0ws #P Professional [2].»mdk |
& Hard Disk (IDE 0:0) =
“Hard Disk. 2 {IDE 0:1) Capamty ;
%CD—ROM {IDE 1:0) Using image Di\¥ir... b amimurn size: 1.00GE  Swstem free: 109 GB
EBEthernet Bridged Defragment
ﬁ Processors 1
Diizk. infarmation
Dizk space iz preallocated for this virtual disk.
Wirtual dizk contents are stored in a single file.
Add... l ’ Remowve
QK ] [ Cancel l [ Help ]

4.  Remove the VM from inventory.

5. Right click on the newly restored virtual machine; select [Remove from Inventory].

Close

Power On

Take Snapshaot. ..
Revert bo Snapshok
Remove Snapshok

Upgrade Wirtual Machine

Rename

Remove From Inwvenbary

Delete From Disk.

Settings...

6. Locate the virtual machine's folder location on the hypervisor.

Important:
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Serious problem may occur if the configuration files are incorrectly modified; it
may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on
VMware product.

7. Delete the lines of the removed virtual disk.

» Open the corresponding S{VM-Name}.vmsd file at the following location with a
text editor.

S{VM-Location}\ S{VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:
Snapshot 1, SCSI (0:2) Disk 2 is removed.

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = "1"°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = “3"

snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"
snapshot0.disk2.fileName = "Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2"

* Remove the corresponding lines.

snapshot.lastUID = "1"

snapshot.numSnapshots = “1"

snapshot.current = "1°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshotO0.displayName = "Snapshotl”
snapshotO.description = "

snapshotO.createTimeHigh = "309233"
snapshotO.createTimelow = "1291281261"
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snapshotO.numDisks = "3"

snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"

Perform the same steps for each snapshot.

Save the changes afterward.

8.  Update the number of virtual disk.

Open the corresponding S{VM-Name}.vmsd file at the following location
with a text editor.

S{VM-Location}\S{VM-Name}.vmsd

Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

snapshot.lastUID = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1°

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshotO0.displayName = "Snapshotl”
snapshot0.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = "3"

snapshot0.disk0.fileName = "Windows 2008-1.vmdk"
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"

Modify the line from:

snapshot0.numDisks = "3"

To

snapshot0.numDisks = "2"
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snapshot.lastUID = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = "Snapshotl”
snapshot0.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = "2"

snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"

. Perform the same steps for each snapshot.
. Save the changes afterward.
9. Add the VM back into the inventory.

Right click on the Inventory; select [Open Virtual Machinel].

Mews YWirtual Machine, ..

Qpen Yirkual Machine. ..

10. Browse to the corresponding S{VM-Name}.vmx file.

Open Virtual Machine E]

To open a wirtual machineg in the conzole, select from the list below and click OFK.

To open a wirtual machine that i not in the list, click Browse and select a virtual machine
configuration file from a local or nebwork, drive,

Wi name Canfiguration file

There are currently no virtual machines available in the Inventomy.

[ Ok ] [ Cancel ] [ Browse. ..
11.  Remove any existing snapshot.
Important:
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The restored virtual machine does not support the reversion of previous snapshots
if they contain virtual disks not restored.

12. Start the virtual machine.

14.2.6.2 How to restore virtual machines to another hypervisor
1 Login to the backup application's user interface.

For VMware Server installation on Windows, double-click on the MindtimeOBM desktop
icon or right-click on the system tray icon:

m Mindtime Online Backup Pro Mana... EI [=] @ m Mindtime Online Backup Pro Mana... EI [=] @
MI’:’Iindtime MI’:’Iindtime
alBackup aBackup
Login Mame : Login Mame :
Password : Password
["] Save password ["] 3ave password
@ Forgot your password? @ Forgot your password?
OK Cancel B | # Options =1 Language
English -

Ei] Backup Server
hitps | = | backupX.mindtime.nl A

(ﬂﬂ Proxy Setting
[7] Use proxy to access the backup sernver

Type : ® Proxy
Sock
Address
Port:
UserMame :
Password :

0K Cancel £ | = Options

For VMware Server installation on Linux, enter the following command to start the
MindtimeOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.
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Backup
i Restore E|
® Show files as of Job @ (2011703728 | = | |Latest A Show allfiles Filter [+
Folders MName Logical Path Size Date Modified
= E Backup Server j enWinXP ... [datastore1] 6250.. 284 924 KB2011/03/31 16:22...
ErD E Whivware Server 2.0.2 j ertWinkP . [datastored] 62450... 1 KB20117/0331 1612
- 5 WinxP j eringP... [datastore1] 6250.. 1,181,407 KB201103 31 16:20..
j entirP .. [datastore1] 6250, 30 KB2011/0331 16:23..
j erinxP... [datastorel1] 6250.. 4,184 304 KB2011/0331 1612,
j enin:P ... [datastore1] 6250, KB 20110331 16:23..
j entirP .. [datastore1] 6250, 1 KB201170331 16:12...
j erinxP... [datastorel1] 6250.. 1 KB 201170331 16:23...
j enin:P ... [datastore1] 6250, IKBZ0110331 1611 ..
j entirP ... [datastore1] 6250, 2B 2011003031 1611 ..
Delete 11 tems perpage: 50 *  Page: - ¥

[E= Restore files to
Original lacation

% Alternate location © | C:\&lernate Location Change &

Search % 4 Previous Start Restore B Cancel B

3. Select the virtual machines to be restored and choose [Alternate location] for
restore files to.

4.  Click on the [Change] button and browse to the directory path which you would
like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, data of the selected virtual machines will
be restored to the specified location.

7. Register the virtual machines on the new hypervisor.

8.  For any virtual disk that was not restored (e.g. original backup source did not
include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk from
the virtual machine's configuration.

For original virtual machine with no snapshot

1.  Open VMware Server Console.

2. Under inventory, right click on the newly restored virtual machine, select [Settings].
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Close

Power On

Take Snapshaot. ..
Rewvert to Snapshot
Remaove Snapshok

Upgrade Wirtual Machine
Rename

Remove From Inventory
Delete Fram Disk

Settings. ..

3. For each virtual disk that was not restored, remove the corresponding [Hard disk]

from [Hardware].

Virtual Machine Settings

Hardware | Dptigm|

Device Summary
Memary 128 ME
& Hard Disk (IDE 0:0)
:Hard Di
%CD—ROM {IDE 1:0) |Jsing image D:vir...
BB Ethernet Bridged
ﬁ Processors 1
Add... ] [ Remave

Dizk file
wiindowms XP Professional [2] wmdk |

Capacity

Marimum zsize: 1.00GE  System free: 109 GR

Defragment

Diigk information

Disk space iz preallocated for this virtual disk.
Yirtual dizk contents are stored in a single file.

Ok H Cancel ” Help

]

4, Start the virtual machine afterward.
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For original virtual machine with snapshot

1. Open VMware Server Console.

2. Under inventory, right click on the newly restored virtual machine, select [Settings].

Close

Power On

Take Snapshaot. ..
Rewvert to Snapshot
Remaove Snapshok

Upgrade Wirtual Machine
Rename

Remove From Inventory
Delete Fram Disk

Settings. ..

3. For each virtual disk that was not restored, remove the corresponding [Hard disk]
from [Hardware].

Virtual Machine Settings g|
Hardvsare | Dp[igns|
Device Summary Disk fle
Memary 128 ME |W’indows #P Frofeszional [2].wmndk |
& Hard Disk (IDE 0:0) -
ard Disk 2 (IDE 0:1) Capacty

%CD—ROM {IDE 1:0) Using image D:|¥ir... Maximum size: 1.00GEB  System free: 109 GE

EBEthernst Bridged Defragment

ﬁ Processors 1
Diizk. infarmation
Digk space is preallocated for thig virtual digk.
Wirtual dizk contents are stared in a single file.

Add... l [ Remowe
QK. ] [ Cancel ] l Help ]
4.  Remove the VM from inventory.
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5.

Right click on the newly restored virtual machine; select [Remove from Inventory].

Close

Power On

Take Snapshaot. ..
Revert bo Snapshok
Remove Snapshok

Upgrade Wirtual Machine

Rename

Remove From Inwvenbary

Delete From Disk.

Settings...

Locate the virtual machine's folder location on the hypervisor.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it
may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on
VMware product.

Delete the lines of the removed virtual disk.

. Open the corresponding S{VM-Name}.vmsd file at the following location
with a text editor.

S{VM-Location}\ S{VM-Name}.vmsd

. Locate the line of all non existing virtual disk.

Example:
Snapshot 1, SCSI (0:2) Disk 2 is removed.

snapshot.lastUID = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = "Snapshotl”
snapshot0.description = **

snapshotO.createTimeHigh = "309233"
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snapshotO.createTimelow = "1291281261"
snapshotO.numDisks = "3

snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.disk1.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"
snapshot0.disk2.fileName = "Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2"

. Remove the corresponding lines.

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = "1"°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = “3"

snapshot0.diskO.fileName = "Windows 2008-1.vmdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = “scsiO:1"

. Perform the same steps for each snapshot.
. Save the changes afterward.
Update the number of virtual disk.

. Open the corresponding S{VM-Namej}.vmsd file at the following location
with a text editor.

S{VM-Location}\S{VM-Name}.vmsd

. Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

snapshot.lastUID = "1"
snapshot.numSnapshots = "1"
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snapshot.current = "1°
snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = "Snapshotl”
snapshot0.description = **

snapshotO.createTimeHigh = "309233"
snapshotQO.createTimelLow = "1291281261"
snapshotO.numDisks = "3"

snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"

. Modify the line from:
snapshot0.numDisks = "3"
To

snapshot0.numDisks = "2"

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = "1"°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = ™"
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = "2"

snapshot0.diskO.fileName = "Windows 2008-1.vimdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = “scsiO:1"

. Perform the same steps for each snapshot.
. Save the changes afterward.
9. Addthe VM back into the inventory.
Right click on the Inventory; select [Open Virtual Machine].

Mew Yirtual Machine, ..

Cpen Wirtual Machine, ..
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10. Browse to the corresponding S{VM-Name}.vmx file.

Open Yirtual Machine E]

To open a wirtual maching in the consale, select fram the list below and click QK.

To open a wirtual machine that iz not in the list, click Browse and select a virtual machine
canfiguration file from a local ar netwark drive.

Wi name Configuratian file
There are cumrently no wirtual machines available in the lnventon.

[ 0k l [ Cancel ] [ Browse... ]

11.  Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous snapshots
if they contain virtual disks not restored.

12. Start the virtual machine.

14.2.7 How to restore individual virtual disk

Individual virtual disk can be restored to the original VM, or to be added to a new VM.

14.2.7.1 How to restore individual virtual disk to the original VM

The procedure to restore individual virtual disk to the original VM is very similar to the
procedure to restore virtual machine to a new hypervisor.

The main different is that user must select the restore to [Alternate location] option, and
select the directory path to the original VM location.
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;(Restnre El
@ Showfiles as of Job | 2011/03i28 | = | | Latest = ) Show all files Filter [+

Folders Mame Logical Path Size Date Modified
= E Backup Server (] j envvinxP... [datastore1] G250 294 924 KB2011003531 16:22...
Eil:l Q hiveare Server 2.0.2 (] j envwinxP... [datastorel1] 6250 1 KB2011/M3531 16:12...
L D WP 1] enwinxP .. [datastore1] G250 1,181,407 KB 201103431 16:20...
(]} j envWinxP... [datastore1] 6250 30 KB2011002031 16:23..
j envinxP... [datastore1] 62450 4194304 KBZ201 10032031 1612,
(]} j envinxP... [datastore1] G250 GKB2011/03531 16:23..
(]} j enwinxP... [datastore1] G250 1 KB2011/03531 16:12...
[ j enwinxP... [datastore1] 6250... 1 KBZ2011/03631 16:23...
(] j enyWinxP... [datastore1] 6250 FIKRB2011503031 1611 ..
(]} j envWinxP... [datastore1] 6250 2KB2011503531 16:11 ..
Delete 17 ltermns per page : |50 - Page: - =«
[E= Restore files to
) Original lacation
w0 Alternate location | CAQriginal ¥M's Location Change %
Search 4 Prewious Start Restore B Cancel £

For full instructions, please refer to the above sections.

14.2.7.2 How to restore individual virtual disk to a different VM

1 Login to the backup application’s user interface.

For VMware Server installation on Windows, double-click on the MindtimeOBM desktop
icon or right-click on the system tray icon:
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m Mindtime Online Backup Pro Mana... E =] @ m Mindtime Online Backup Pro Mana... E =] @
MMindtime Mlﬂindtime
a\Backup a\Backup
Login Mame : Login Mame :
Password : Password :
[ 3ave password || Save password
© Forgotyour password? @ Forgot your password?
OK Cancel B # Options 3 Language
Englizh -

E] Backup Server
hitps | = | backupX2{mindtime.nl hi

‘ﬂﬂ Proxy Setting
|| Use proxy to access the backup server

Type . = Proxy
Sock
Address :
Part:
UserName:
Passwaord :

Ok Cancel E | = Oplions

For VMware Server installation on Linux, enter the following command to start the
MindtimeOBM graphical user interface:

# sh /usr/local/obm/bin/RunOBC.sh &

2. Select the [Restore] button and the corresponding backup set.
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Backup
iRestnre E|
Showe files as of Job ;201360308 = |Latest > Filter '+
Fuld_ers Mame Size Diate Madified
= j Backup Server &3 Hard digk 1
= D 10.16.1.52 D i P- gl TKB  2013/03/08 114822
w0 ) cosfx (10.22.1.60 == wiKP_rvrarm QKB 20130308 11:53:30
O G Lubuntud 22 (102216 [ wiPvmsd OKE 201200920 101653

G P (10,221 81 == (3 wiP vmyx 4KEB 201303008 135713
#- P Settings [ wixP et 1KE 20130308 11:45:45
= »
Delete 10 ltems per page : (A0 *  Page: 101 ,=

[E= Restorefiles to
Original location
® Alternate location

Mame : wiP (1022161 == 1016161}
Inventory Location ; (10.16.1.52 -
Host'Cluster 10.16.1.52 -
Resource Poal : 10.16.1.52 -
Storage datastoreishareddisk02_ESKid -
Alternate location (Raw File)

7]

Search &4 4 Previous Start Restore B Cancel B

3. Select the virtual machines to be restored and choose [Alternate location] for
restore files to.

4.  Click on the [Change] button and browse to the directory path which you would
like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.
6. When the restore process is completed, open VMware Server Console.

7. Under the inventory, powers down the corresponding virtual machine to be
restored to.

8.  Right click on the corresponding VM, and select [Settings].
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Close

Power Cn

Take Snapshat., ..
Rewvert to Snapshot
Remove Snapshok

Upgrade Virtual Machine
Rename

Remove from Inventory
Delete From Disk

Setkings...

9. Select [Add] to add the newly restored virtual disk.

Virtual Machine Settings

Hardware | Options

Device

Mernaty

& Hard Disk (IDE 0:0)
& Hard Disk 2 (IDE 0:1)
By co-rom (I0E 1:0y
EfEthernet

ﬁ Processors

SUrmMmary
1258 MB

|Jsing image D:\vir...

Bridged
1

Add.. Remove

kemaory

Specify the amount of memory allocated to this virtual
machine. The memory size must be a multiple of 4 MB.

temary for this virtual machine:

v e

400 I 3600

£ Guest 05 recommended minimun: 128ME
A Recommended memary: 25EME
& Mawimum recommended memorny: 1732mB

[Memary swapping may accur beyond this size)

Ok ” Cancel H Help

10. Select [Hard Disk] and then [Next].
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Add Hardware Wizand [gl
Hardware Type
“what type of hardware do pou want to install?
Hardweare types: E =planation
Add a hard disk.
5 DvD/CD-ROM Drive
& Floppy Drive
BB Ethemet Adapter
i) Sound Adapter
'@ USE Contraller
@ Serial Port
e Parallel Part
e Generic SCSI Device
< Back “ Mewt > l [ Cancel
11.  Choose the option to [Use an existing virtual disk].
Add Hardware Wizard E|
Select a Disk
Which disk do pou want this dive to use?
Drigk.
(") Create a new virtual disk
2 wirtual disk iz compoged of one or more files on the host file system, which will
appear as a zingle hard disk to the guest operating syatem. Yirtual dizks can
eazily be copied or moved on the zame host or between hosts.
(%) Use an existing virtual disk
Choosze thiz aption to reuze a previouzly configured disk.
(3 Use a physical disk [for advanced uzers)
Choose thiz option to give the vitual machine direct access to a local hard disk.
¢ Back " Mexut » l ’ Cancel
12.  Click [Browse] and browse to the newly restored virtual disk.
Mindtime Backup 264

B.V.



Mindtime Mindtime Online Backup Manager
Backup User’s Guide

Add Hardware Wizard El

Select an Exizting Disk
wihich previously configured disk would you like to uze?

Exizting disk file

| [ Browse. .

Advanced >

< Back “ Firizh ll Cancel

13.  Follow the instruction provided in the [Add Hardware] wizard.

14. Start the virtual machine.
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14.3 Backup virtual machines running on VMware Fusion

14.3.1 Supported versions

Please refer to FAQ: Mindtime Requirements for the supported versions.

14.3.2 Requirements and recommendations

Please ensure that the following requirements are met by the VMware Fusion machine:

1 MindtimeOBM version 6.7 or above is installed.
Note:
Resource allocation for both VM hosting and backup operation must be taken into
consideration.
2. MindtimeOBM is installed on the VM Fusion machine.
3. For VMware Fusion 4, the application bundle must be located under /Applications.
/Applications/VVMware Fusion.app/Contents/Library
Otherwise, please move the application bundle to /Applications.
4. Consider increasing the JVM (Java Virtual Machine) memory allocation to improve
performance of the backup operation.
5. It is recommended that the datastore have disk space of the largest sized virtual
machine to be backed up.
6. It is recommended that the temporary directory have disk space of at least 50% of
the largest sized virtual machine to be backed up.
7. It is recommended that the temporary directory be configured on a local drive.
8. It is recommended that the temporary directory is not configured on the same
partition which the operating system is installed on.
9. Consider performing routine recovery test to ensure your backup is setup and
performed properly.
10. For VMware Fusion, please add the following soft link
[n -s /usr/lib/vmware-vix/libvixAllProducts.so /usr/lib64/
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Assume the "libvixAllProducts.so" is under "/usr/lib/vmware-vix/".

14.3.3 Limitations
The following are limitations of the VMware VM backup module:
1. Boot Camp virtual machine is not supported.
2.  For backup of individual virtual disk, the restored virtual machine does not support
the reversion of previous snapshots, if the snapshot contains disks which are not

previously backed up by MindtimeOBM.

3. Independent Disk is not supported. For virtual machines with Independent Disks,
those disks will not be backed up.

14.3.4 Overview

The following steps are performed during a backup job:
1 Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. Commands are issued to the hypervisor to create snapshot of the virtual machine
for backup.

4. Server and local file lists are compared to determine which file will be uploaded.
5. Delta file is generated for modified file (if necessary).

6. Existing, and snapshot data are encrypted, compressed, and streamed to the
backup server.

7. Commands are issued to the hypervisor to remove snapshot created for backup.

8. Backup completed successfully.

14.3.5 How to backup virtual machines on VMware Fusion
Refer to the following instructions to backup VM running on VMware Fusion:

1 Login to the backup application’s user interface.
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“® O O Mindtime Online Backup Pro Manager | “® O O Mindtime Online Backup Pro Manager
Mindtime Mindtime
a\Backup a\Backup
Login Name : Login Mame :
Passwaord : | ' Password : .
" Sawe password " Sawe password
@ Forgot your password? @ Forgot vour password?
: 0K Cancel &3 | [+ Options f:,] Languane _
_Engrish |
L_,!| Backu_p Server _
_hm:rs - _bal:kup)()(.mindlime_nl |

Q@ Proxy Setting
" Use proxyto access the backup server

Twpe : ® Proxy
Sock
Address :
Port :
User Mame :
Password :

[LOK Cancel & || = Options

2. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

[ Backup Set
MName : |Backup Set

Type : |File Backup -
‘File Backup -
MySQL Backup
Oracle Database Server Backup E

VMware VM Backup

Next » Cancel &

3. Create a VMware VM Backup set by selecting [VMware VM Backup] from the
backup set type dropdown menu.

4. Enter the corresponding information required:
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8.0 New Backup Set Wizard

E; Backup Set
Name : |Backup Set

Type :  VMware VM Backup

¥ WMware Host
Product : 'VMware Fusion 3 [/ 4

Username : | root
Password . | esses

Host: 127.0.0.1

Next »

Menu Items Description
Name Enter a backup set name of your choice.
Type Select backup set type [VMware VM Backupl.

VMware Host Version

Select host version, for example [VMware Fusion].

Username Enter the username of the hypervisor
administrator.

Password Enter the password of the hypervisor
administrator.

Host Default to 127.0.0.1, as MindtimeOBM must be

installed on the hypervisor.

5. Select [Next] to proceed.

6. Select the corresponding virtual machines for backup.
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v G VMware Fusion 3 / 4
¥ [ (5 Solaris 10
[ &3 Solaris 10.vmdk
v [ (3 Windows XP Professional-32bit
&3 Virtual Disk.vmdk
3 Windows XP Professional-32bit-000005.vmdk

Advanced »

4 Previous = Next »

7. Alternatively, select individual virtual disk for backup by expanding the
corresponding VM sub tree.

v Ly VMware Fusion 3 / 4
v [ Solaris 10
[ &3 Solaris 10.vmdk
v [ (T3 Windows XP Professional-32bit
[J &3 Virtual Disk.vmdk
£ Windows XP Professional-32bit-000005.vmdk

Advanced »

4 Previous | Next »

Important:
For backup of VM with snapshot, backup of the whole VM is highly recommended

(instead of selective virtual disk).

The restoration process for individual virtual disk requires manual editing of VM
configuration files.

In-depth knowledge on VMware product is required.

8. Configure a backup schedule for unattended backups.

Note:
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10.

11.

12.

Multiple backup schedules of different types can be configured for the same
backup set

Select an encryption setting for your backup set.
Press the [OK] button to complete the configuration of backup set.
Scheduled backup will run automatically at the configured schedule time.

Click [Backupl] button on the left panel to perform a backup immediately.
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14.3.6 How to restore virtual machines on VMware Fusion
Refer to the following instructions to restore VM running on VMware Fusion.
VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor. The VM will be
restored as a new virtual machine.

i If the VM to be restored still exist on the original hypervisor. The existing VM will
be replaced by the backed up version.

14.3.6.1 How to restore virtual machines to the original hypervisor

1 Login to the backup application’s user interface.

i ® O O Mindtime Online Backup Pro Manager 8 O O Mindtime Online Backup Pro Manager
Mindtime Mindtime
alBackup a\Backup
Login Mame : Login Mame :
Password : Passward :
" Sawe password | Sawe password
@ Forgot vour password? @ Forgot your password?
Ok Cancel B | [+ Options ‘= Language
English -

[;J Backup Server
hitps | | backupX3. mindtime_nl A

23 Proxy Setting
" Use proxyto access the backup server

Tvpe . & Proxy
Sock
Address :
Port :
User Mame :
Password :

(0].8 Cancel B | | [= Options.

2. Select the [Restore] button and the corresponding backup set.
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4.

5.

Please select the backup set

Backup Set

Delete all files

Next » | Cancel &
A

Select the virtual machines to be restored and choose [Original Location] for

restore files to.

@ Show files as of Job : [2011/09/17 |~/ [Latest | = |
Folders

Mame

7 Show all files

| size | Date Modified

FreeBSD 64-bit-0-000001.vmdk
j FreeBSD 64-bit-0-000002.vmdk
j FreeBSD 64-bit-0-000003.vmdk
] FreeBSD 64-bit-0-flatvmdk

] FreeBSD 64-bit-0.vmdk

j FreeBSD 64-bit-000001.vmdk
j FreeBSD 64-bit-000002.vmdk
j FreeBSD 64-bit-000003.vmdk
j FreeBSD 64 -bit-Snapshotl.vmem
j FreeBSD 64-bit-Snapshotl.vmsn

v i Backup Server
51 FreeBSD 64-bit

] FreeBSD 64-bit.nvram
] FreeBSD 64-bit.vmdk
1 FreeBSD 64-hit.ymsd

[E= Restore files to
@ Original location

7 Alternate location :  /lsers/admin

] FreeBSD 64-bit-Snapshot162.vmem
] FreeBSD 64-bit-Snapshot162.vmsn
] FreeBSD 64-bit-Snapshot165.vmem
] FreeBSD 64-bit-Snapshot165.vmsn

Items per page : Page :

12.3..2011/09/17 10:57:40 | =
1.1 ME 2011/09/17 11:02:07
1.1 ME 2011/09/17 11:15:16
8 GB 2011/09/09 00:28:26
496... 2011/09/09 00:26:30
60.9...2011/09/17 10:57:40
1.2 ME 2011/09/17 11:02:07
2.4 MB 2011/09/17 11:15:16
1GE 2011/09/09 00:29:33
1.2 ME 2011/09/09 00:29:33
256 MB 2011/09/17 10:58:16
1.1 ME 2011/09/17 10:58:15
256 MB 2011/09/17 11:02:37
1.1 ME 2011/09/17 11:02:36
8 KB 2011/09/14 17:59:55
4.1 GB 2011/09/09 00:28:26
1 KE2011/09/17 11:04:59

Change

4 Previous || StartRestore b | Cancel EIi|/
&)

Click the [Start Restore] button to begin the restore process.

User will be prompted if a virtual machine selected to be restored exist on the

hypervisor.
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a0 Replace Virtual Machine

The Virtual machine “FreeBSD 64-bit" already exists.

I Replace existing virtual machine?
L]

[7] Apply to all Yes L4 No %

When the restore process is completed, the virtual machines will be restored to
the original hypervisor.

For any virtual disk that was not restored (e.g. original backup source did not
include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk from
the virtual machine's configuration.

For original virtual machine with no snapshot

1.

2.

3.

Open the Virtual Machine Library Window.

Control click on the newly restored virtual machine, select [Settings].

[SXe )6} Virtual Machine Library

lE Al & a v s & =24 (@5

Windows XP Professional-32bit

Delete Start Up

Start Up

solaris 10

Settings...
Snapshots...
Cet Info...

Show Windows
Show in Finder

Delete

Create New Migrate Existing PC Learn More

Select [Hard Disk].
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[Close ] [Shmv.ﬁ.ll ] Settings

System Settings
G A% e =
B = O EH =

Ceneral Sharing Default Applications Processors & Display Printer
Applications Menu Memory

Remowvable Devices

& L © 8 s

MNetwork Hard Disk CD/DVD Sound Card USE &
Adapter (IDE} (IDE) Bluetooth
Other

Startup Disk  Encryption Compatibility Advanced

4. For each virtual disk that was not restored, remove the corresponding hard disk by
pressing [Remove Hard Disk].

Hard Disk 2 (05

File name: | |Z] Virtual Disk-000001.vmdk |

4k
S

Disk size: Q 1.00 GB

v Advanced options Revert Apply
Bus type:  IDE =

Pre-allocate disk space
v Split into 2 GB files

{ Remove Hard Disk ) @

Hard disk settings cannot be changed while disk clean up is recommended. To make these
changes, first use the Clean Up option in General settings.

5. Start the virtual machine afterward.

For original virtual machine with snapshot

1 Open the Virtual Machine Library Window.

2. Control click on the newly restored virtual machine, select [Settings].
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8006

Virtual Machine Library

(> (=]

E KD

B a @

s 3 [ [0])[(*]

Start Up

Settings...
Snapshots...
Cet Info...

Show Windows
Show in Finder

Delete

Windows XP Professional-32bit

solaris 10

Create New

Migrate Existing PC

Delete Start Up

Learn More

3. Select [Hard Disk].

Remowvable Devices

&

[ Close ] [ Show All ] Settings Add Device...
System Settings
X B _
2 @B = O B =
Ceneral Sharing Default Applications Processors & Display Printer
Applications Menu Memory

o 8

16

Network Hard Disk CD/DVD Sound Card USE &
Adapter (IDE) (IDE) Bluetooth
Other
[ oy
, @
Startup Disk  Encryption

4. For each virtual disk that was not restored, remove the corresponding hard disk by
pressing [Remove Hard Disk].
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Hard Dis 2 (DB

File name: | |Z] Virtual Disk-000001.vmdk |

LA
(A

Disk size: D 1.00 CB

¥ Advanced options Revert Apply
Bus type: IDE =

Pre-allocate disk space
¥ Split into 2 GB files

I':_ Remove Hard Disk _:I ®

Hard disk settings cannot be changed while disk clean up is recommended. To make these
changes, first use the Clean Up ocpticn in General settings.

5. Remove the VM from the Virtual Machine Library Window.
6. Locate the virtual machine's folder location on the hypervisor.

7. Control click on the VM, select [Show Package Contents].

Ao NG) (] Virtual Machines =
Ll B-nohalm G

DEVICES M Name 4| Date Modified Size

E iDisk L4 Jocalized Aug 27, 2011 4:07 AM ==

=} osx10.6 % Solaris 10 Today, 5:18 PM -

= osx10.4 [ % windows XP Professional-32bit Open ;

[ 0SX10.5 Open With >

4 0sx10.7

= e Show Package Contents

Move to Trash

SHARED
[ 192.168.5.9 - Cet Info
=] 12f-conf-room (root) Compress "Windows XP Professional-32bit"
B alan-wong w Burn “Windows XP Professional-32bit” to Disc...
@ alex-cheng DUP"G“E
8 andy-lau Make Alias
[ angela-cheung Quick Look "Windows XP Professional-32bit"
B bean-lam Copy "Windows XP Professional-32bit"
& Al
a Show View Options
PLACES _
E— L= - = Label:
3 items, 97.54 GB avail ]
Important:

Serious problem may occur if the configuration files are incorrectly modified; it
may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on
VMware product.

8. Delete the lines of the removed virtual disk.

Mindtime Backup 277
B.V.



Mindtime Mindtime Online Backup Manager
Backup User’s Guide

Open the corresponding S{VM-Name}.vmsd file at the following location with a
text editor.

S{VM-Location}\S{VM-Name}).vmsd

Locate the line of all non existing virtual disk.

Example:

Snapshot 1, SCSI (0:2) Disk 2 is removed.

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = "1"°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = “3"

snapshot0.diskO.fileName = "Windows 2008-1.vimdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = “scsiO:1"
snapshot0.disk2.fileName = "Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2"

Remove the corresponding lines.

snapshot.lastUID = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1°

snapshotO.uid = "1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshotO0.displayName = "Snapshotl”
snapshot0.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = “1291281261"
snapshotO.numDisks = "3"

snapshot0.diskO.fileName = "Windows 2008-1.vmdk”
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.disk1l.node = “scsiO:1"

Perform the same steps for each snapshot.
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* Save the changes afterward.
9. Update the number of virtual disk.

* Open the corresponding S{VM-Namej}.vmsd file at the following location with
a text editor.

S{VM-Location}\S{VM-Name}).vmsd

* |ocate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = "1"°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = "3"

snapshot0.diskO.fileName = "Windows 2008-1.vimdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = "scsiO:1"

* Modify the line from:
snapshotO0.numDisks = "3"
To

snapshotO0.numDisks = "2"

snapshot.lastUID = "1"

snapshot.numSnapshots = “1"

snapshot.current = "1"

snapshotO.uid = 1"

snapshot0.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO0.description = "

snapshotO.createTimeHigh = "309233"
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snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = "2"

snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"

* Perform the same steps for each snapshot.
* Save the changes afterward.
10. Add the VM back into the Virtual Machine Library Window.
11. Remove any existing snapshot.
Important:
The restored virtual machine does not support the reversion of previous snapshots

if they contain virtual disks not restored.

12.  Start the virtual machine.

14.5.6.2 How to restore virtual machines to another hypervisor

1 Login to the backup application’s user interface.

® O O Mindtime Online Backup Pro Manager i ® O O Mindtime Online Backup Pro Manager

Mindtime Mindtime
a\Backup a\Backup
Login Mame : Lagin Marme :
Password : Password -

"l Save password
@ Forgot your password?

0K Cancel & [+ Options

" Save password
@ Forgot your passward?

= Language
Enaglish >

il Backup Server
https | backupX3. mindtime.nl -

23 Proxy Setting
"l Use proxyto access the backup senver

Type : & Proxy
Sock
Address
Port :
User Mame :
Password :
QK. Cancel £ | | [= Optiohs
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2. Select the [Restore] button and the corresponding backup set.
[ NeN &) Restore
i Show files as of Job : [2012/02/03 | = | |Latest - 1 Show all files Filter |%
Folders Name Size Date Modified

¥ [ Backup Server
h windows XP Professic2

] virtual Disk-000001-s001.vmdk
| ] virtual Disk-000001.vmdk

192 KB2012/02/03
276 bytes2012/02/03

16:...
16:.

j Virtual Disk-s001.vmdk 192 KB2012/02/03 16:.
j Virtual Disk.vmdk 484 bytes2012/02/03 16:...
j Windows XP Professional-32bit-0000_.. 9.1 MB2011/11/18 18:...
j Windows XP Professional-32bit-0000_.. 4.9 MB2011/11/18 18:._.
j Windows XP Professional-32bit-0000_.. 320 KB2011/11/18 18:._.
j Windows XP Professional-32bit-0000... 320 KBE2011/11/18 18:...
j Windows XP Professional-32bit-0000_.. 320 KB2011/11/18 18:...
j Windows XP Professional-32bit-0000_.. 320 KB2011/11/18 18:._.
j Windows XP Professional-32bit-0000_.. 320 KB2011/11/18 18:._.
j Windows XP Professional-32bit-0000... 320 KBE2011/11/18 18:...
j Windows XP Professional-32bit-0000_.. 320 KB2011/11/18 18:...
j Windows XP Professional-32bit-0000_.. 320 KB2011/11/18 18:._.
j Windows XP Professional-32bit-0000_.. 8.1 MB2011/11/18 18:._.
j Windows XP Professional-32bit-0000... 320 KBE2011/11/18 18:...
1 * [ 11 windows XP Professional-32bit-0000... 320 KB2011/11/18 18:.../7
Delete 7 Items per page : |50 - Page: |1 /3|~
[E% Restore files to
v Original location
i Alternate location : | /var/root Change &%
Search & 1 Previous Start Restore B Cancel @3 |
A

.

Select the virtual machines to be restored and choose [Alternate location] for

restore files to.

Click on the [Change] button and browse to the directory path which you would

like to restore the data to.

Click the [Start Restore] button to begin the restore process.

When the restore process is completed, data of the selected virtual machines will
be restored to the specified location.

Register the virtual machines on the new hypervisor.

For any virtual disk that was not restored (e.g. original backup source did not

include all hard disks configured for the VM).

Continue to the next steps for instruction to remove the missing hard disk from
the virtual machine's configuration

For original virtual machine with no snapshot

1 Open the Virtual Machine Library Window.

2. Control click on the newly restored virtual machine, select [Settings].
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[ e X&) Virtual Machine Library
rl® (Ao d a o s 6 2[4 [F])[%]

Windows XP Professional-32bit Delete Start Up

Start Up

Settings... solaris 10
Snapshots...
Get Info...

Show Windows
Show in Finder

Delete

Create New Migrate Existing PC Learn More

3. Select [Hard Disk].

[Close ] [Shm-.rhll ] Settings

System Settings
L e =
B & = I = =

General Sharing Default Applications Processors & Display Printer
Applications Menu Memaory

Removable Devices

& - °© 8 Db

Metwork Hard Disk CD/DVD Sound Card USE &
Adapter (IDE) (IDE) Bluetooth

Other

Startup Disk  Encryption Compatibility Advanced

4. For each virtual disk that was not restored, remove the corresponding hard disk by
pressing [Remove Hard Disk].
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5.

| Close | [ show Al | Hard Disk 2 (IDE)

File name: f [Z] Virtual Disk-000001.vmdk |

4k
!

Disk size: O 1.00 GB

v Advanced options Revert Apply
Bus type: |IDE =

Pre-allocate disk space
v Split into 2 GB files

If_ Remove Hard Disk :' @

Hard disk settings cannot be changed while disk clean up is recommended. To make these
changes, first use the Clean Up option in General settings.

Start the virtual machine afterward.

For original virtual machine with snapshot

1.

2.

Open the Virtual Machine Library Window.

Right click on the newly restored virtual machine, select [Settings].

0o Virtual Machine Library

rl[® [Ale @ @ o & o 3] [5][

Start Up

Settings... jolaris 10
Snapshots...
Get Info...

Show Windows
Show in Finder

Delete

Create New Migrate Existing PC Learn More

Windows XP Professional-32bit Delete Start Up
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3. Select [Hard Disk].

[Close ] [ShcrwAIl ] Settings

System Settings
7 i e _
B = O - =

General Sharing Default Applications Processors & Display Printer
Applications Menu Memory

Removable Devices

& o ©@© 8 iy

Network Hard Disk CD/DVD Sound Card USE &
Adapter (IDE} (IDE) Bluetooth
Other

iz @ i’?ﬁ

Startup Disk  Encryption Compatibility Advanced

4. For each virtual disk that was not restored, remove the corresponding hard disk by
pressing [Remove Hard Disk].

| Close | [ show Al | Hard Disk 2 (IDE)

File name: f =] Virtual Disk-000001.vmdk v ]
Disk size: O 1.00 GB
v Advanced options Revert Apply
Bus type: IDE =

Pre-allocate disk space
V' Split into 2 GB files

o )
f: Remowve Hard Disk ) @

Hard disk settings cannot be changed while disk clean up is recommended. To make these
changes, first use the Clean Up option in General settings.

5. Remove the VM from the Virtual Machine Library Window.

6. Locate the virtual machine's folder location on the hypervisor.
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7. Control click on the VM, select [Show Package Contents].
enon [ Virtual Machines (@)
(<[> B-po s a
DEVICES ~ Name & | Date Medified Size
B iDisk > Jocalized Aug 27, 2011 4:07 AM --
5 — @ Solaris 10 Today, 5:18 PM —
= 0sx10.4 % Windows XP Professional-32bit Open ;
L. 0sX10.5 Open With »
= 0sX10.7
=} Macintosh_HD Show Package Contents
- Move to Trash
SHARED
(& 192.168.5.9 = Cet Info
[E| 12f-conf-raom (root) Compress “Windows XP Professional-32bit"
B alan-wong - Burn “Windows XP Professional-32bit" to Disc...
El alex-cheng Duplicate
9 andy-lau Make Alias
B angela-cheung Quick Look “Windows XP Professional-32bit”
5 bean-lam Copy "Windows XP Professional-32bit"
& AL
1 Show View Options
PLACES =
- P < - = Label:
3 items, 97.54 GB avail
X esuenes
Important:

Serious problem may occur if the configuration files are incorrectly modified; it
may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on
VMware product.

8. Delete the lines of the removed virtual disk.

» Open the corresponding S{VM-Name}.vmsd file at the following location with a
text editor.

S{VM-Location})\S{VM-Name}.vmsd

* Locate the line of all non existing virtual disk.

Example:
Snapshot 1, SCSI (0:2) Disk 2 is removed.

snapshot.lastUID = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
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9.

snapshot0.displayName = "Snapshotl”
snapshot0.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelow = "1291281261"
snapshotO.numDisks = "3"

snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"
snapshot0.disk2.fileName = "Windows 2008-2.vmdk”
snapshot0.disk2.node = “scsi0:2"

Remove the corresponding lines.

snapshot.lastUID = "1"
snapshot.numSnapshots = "1°
snapshot.current = "1"°
snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”

snapshot0.displayName = “Snapshotl”
snapshotO.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = “3"

snapshot0.diskO.fileName = "Windows 2008-1.vimdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = "scsiO:1"

Perform the same steps for each snapshot.

Save the changes afterward.

Update the number of virtual disk.

Open the corresponding S{VM-Name}.vmsd file at the following location with

a text editor.

S{VM-Location)\ S{VM-Name}.vmsd

Locate the numDisks parameter.

Example:

Snapshot 1, if one of the disks is removed, updates the value of
snapshot0.numDisks
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snapshot.lastUID = "1"

snapshot.numSnapshots = "1"

snapshot.current = "1°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = "Snapshotl”
snapshot0.description = **
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelow = "1291281261"
snapshotO.numDisks = "3"

snapshot0.disk0.fileName = "Windows 2008-1.vmdk*
snapshot0.diskO.node = "scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk”
snapshot0.diskl.node = "scsi0:1"

*  Modify the line from:
snapshot0.numDisks = "3"
To

snapshot0.numDisks = "2"

snapshot.lastUID = "1"

snapshot.numSnapshots = "1°

snapshot.current = "1"°

snapshotO.uid = 1"

snapshotO.filename = "Windows 2008 Snapshotl.vmsn”
snapshot0.displayName = “Snapshotl”
snapshotO.description = ™"
snapshotO.createTimeHigh = "309233"
snapshotO.createTimelLow = "1291281261"
snapshotO.numDisks = "2"

snapshot0.diskO.fileName = "Windows 2008-1.vimdk”
snapshot0.diskO.node = “scsi0:0"
snapshot0.diskl.fileName = "Windows 2008-1.vmdk"
snapshot0.diskl.node = "scsiO:1"

* Perform the same steps for each snapshot.

* Save the changes afterward.
10. Add the VM back into the Virtual Machine Library Window.
11.  Remove any existing snapshot.

Important:
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The restored virtual machine does not support the reversion of previous snapshots
if they contain virtual disks not restored.

12. Start the virtual machine.
14.5.7 How to restore individual virtual disk

Individual virtual disk can be restored to the original VM, or to be added to a new VM.

14.5.7.1 How to restore individual virtual disk to the original VM

The procedure to restore individual virtual disk to the original VM is very similar to the
procedure to restore virtual machine to a new hypervisor.

The main different is that user must select the restore to [Alternate location] option, and

select the directory path to the original VM location.

v 3 Backup Server
& windows XP Professil

-

] virtwal Disk-000001-5001.vmdk
1 virtwal Disk-000001.vmdk

] virtual Disk-s001.vmdk

|1 virtal Disk.vmdk

JEAAEEEEERERARAE

j Windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] Windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] Windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
] windows XP Professional-32bit-0000...
j Windows XP Professional-32bit-0000...

NN Restore
@ Show files as of Job : |2012/02/03 | = | | Latest - ) Show all files Filter 1+
Folders Name Size Date Modified

192 KB2012/02/03

276 bytes2012/02 /03

192 KBE2012/02/03

484 bytes2012/02/03

9.1 MB2011/11/18
4.9 MB2011/11/18
320 KE2011/11/18
320 KB2011/11/18
320 KE2011/11/18
320 KB2011/11/18
320 KE2011/11/18
320 KE2011/11/18
320 KB2011/11/18
320 KB2011/11/18
8.1 MBZ2011/11/18
320 KE2011/11/18

]| - 1 windows XP Professional-32bit-0000... 320 KB2011/11/18 18
Delete 17 ltems per page : 50 - Page :
[E% Restore files to
i1 Original location
i Alternate location @ | /var/root Change &
Search < 4 Previous Start Restore P Cancel & Iy
)

16:.

For full instructions, please refer to the above sections.
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14.3.7.2 How to restore individual virtual disk to a different VM

1 Login to the backup application’s user interface.

“® O O Mindtime Online Backup Pro Manager

"® O O Mindtime Online Backup Pro Manager

MMindtime
a\Backup
Login Mame :
Passwaord : |

" Save password
@ Forgot your password?

[LoK Cancel B3 | [+ Options

Mindtime
aBackup

Login Mame :
Password :
| Sawe password
@ Forgot vour password?

‘=2 Language

English M

L_;_| Backup Server
_hltps > backupiZx mindtime_nl -

Qg Proxy Setting
" Use proxyto access the backup server

Type 8 Proxy
Sock
Address
Port :
User Mame :
Password :
[LoK Cancel @ || = Options
2. Select the [Restore] button and the corresponding backup set.
[« NN ) Restore
W Show files as of Job - 2012/02/03 = | Latest - ) Show all files Filter 1+
Folders Name Size Date Modified
v _ﬂ Backup Server j Virtual Disk-000001-s001.vmdk 192 KB2012/02/03 16:._ |«
h windows XP Professic2 j Virtual Disk-000001.vmdk 276 bytes2012/02/03 I
j Virtual Disk-s001.vmdk 192 KBE2012,/02/03 T
j Virtual Disk.vmdk 484 bytes2012/02/03 .
j Windows XP Professional-32bit-0000... 9.1 MB2011/11/18 18:..
j Windows XP Professional-32bit-0000... 4.9 MB2011/11/18 18:..
j Windows XP Professional-32bit-0000__. 320 KB2011,/11/18 18:..
j Windows XP Professional-32bit-0000_.. 320 KB2011/11/18 18:..
j Windows XP Professional-32bit-0000_.. 320 KB2011,/11/18 18:..
j Windows XP Professional-32bit-0000_.. 320 KB2011,/11/18 18:..
j Windows XP Professional-32bit-0000__. 320 KB2011,/11/18 18:..
j Windows XP Professional-32bit-0000__. 320 KB2011,/11/18 18:..
j Windows XP Professional-32bit-0000... 320 KB2011,/11/18 18:..
j Windows XP Professional-32bit-0000... 320 KB2011,/11/18 18:..
j Windows XP Professional-32bit-0000__. 8.1 MB2011/11/18 18:..
j Windows XP Professional-32bit-0000_.. 320 KB2011/11/18 18:._.
= * [ -1 windows XP Professional-32bit-0000... 320 KB2011/11/18 18:.../7
Delete 17 Items per page : |50 - Page: 1,/3 =
[E= Restore files to
v Original location
i Alternate location : | /var/root Change &
Search o 4 Previous Start Restore B Cancel &=
A
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3. Select the virtual machines to be restored and choose [Alternate location] for
restore files to.

4. Click on the [Change] button and browse to the directory path which you would
like to restore the data to.

5. Click the [Start Restore] button to begin the restore process.
6. Open the Virtual Machine Library Window.
7. Powers down the corresponding virtual machine to be restored to.

8. Right click on the corresponding VM, and select [Settings].

eano Virtual Machine Library
()R] (Al @ & 9 s & 2] (0]
Windows XP Professional-32bit Delete Start Up

Start Up

Settings... solaris 10
Snapshots...
Cet Info...

Show Windows
Show in Finder

Delete

Create New Migrate Existing PC Learn More

9.  Select [Add Device] to add the newly restored virtual disk.
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[Cl.ose ] [Shm-.rhll ] Settings
System Settings
. = =
B = O E =
General Sharing Default Applications Processors & Display Printer
Applications Menu Memory
Removable Devices
I-j':lg" | S | % . * |
& - ° 8 i
Network Hard Disk CD/DVD Sound Card USE &
Adapter (IDE} (IDE) Bluetooth
Other
= =\ A~
=) 0%
Startup Disk  Encryption Compatibility Advanced
10.  Select [Existing Hard Disk].
[Cl.ose l [Shcrwhll. ] Add Device
Choose a device to add:
& @ o = =
MNetwork Adapter CD/DVD Drive Mew Hard Disk Existing Hard Floppy Drive
Disk
Y=
Serial Port Parallel Port
@ ( Add.. )
11.  In the Open dialog, navigate to the location of the newly restored hard disk file.
12.  Select the method for adding the virtual hard disk file.
13.  Click [Open] and [Applyl.
14. Start the virtual machine.
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14.4 VMware Player and Workstation

14.4.1 Supported versions

Please refer to FAQ: Mindtime Requirements for the supported versions.

14.4.2 Backup and restore of virtual machines on VMware Player
and Workstation

Backup and restore procedures for VM running on VMware Player and Workstation are
very similar to that of VM running on VMware Server.

Please refer to the VMware Server section of this guide for more details.

14.5 Independent disk for VMware virtual machine

Online (active) backup cannot be performed on virtual machines with Independent Disk.
A snapshot cannot be created for an Independent Disk.

If a VM with Independent Disk is online during backup, MindtimeOBM will skip the
backup of any Independent Disk.

When the virtual machine is restored to original hypervisor, Independent Disk that was
not backed up will be missing. To allow the VM to be powered on, please remove the
missing disk from the restored VM.

1 Open VMware vSphere Client.

2. Under inventory, right click on the newly restored virtual machine, select [Edit
Settings].
Pawer 4
GlEst L4
Snapshok 3

@' Qpen Console

(5 Edit Settings...

Add Permission...  Chrl+P
Repart Performance. ..

Renarme

3. For each Independent Disk that was not restored, remove the corresponding [Hard
disk] from [Hardware].
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™ Show &l Devices Add... Remave |
Hardware Summary

Wl Memory 1500 ME

[ crus 4

l;l Video card Wideo card

= VYMCII device Restricted

% COJDWD Drive 1 Client Device

BB MNebwork adapter 1 101.0 Metwark,

Ef MNebwork adapter 2 WLAM-10

e SZ51 cantroller O L5I Logic Parallel

= Harddisk 1 Wirkual Disk

= Hard disk2z Wirtual Disk |
= Harddisk3 Wirkual Disk

Win2008 Exch2007 [101.54] - Virtual Machine Properties

Hardware lOptions ] Resources ]

‘irtual Machine Version: 7

Disk File
|[datastore4] WWindows Z008 Exchange 2007 +Ww-1window

Disk Praovisioning

Tvpe: Thick.
Provisioned Size: 50— |GB ﬂ
Maximum Size (EE): 256.00
‘irtual Device Node

|5CST (0:1) Hard disk 2 |

Maode
[v Independent
Independent disks are not affected by snapshots.

i* persistent

Changes are immediately and permanently written to
the disk,

" Monpersistent

Changes to this disk are discarded when vou power
off or revert to the snapshot,

Help

QK Cancel |

A

In some cases, the corresponding VM may not work properly because of the missing

disk.
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15Backup / Restore Microsoft Virtual Machines

This chapter describes in detail how to backup and restore virtual machine running on
Microsoft Hyper-V Server with MindtimeOBM.

15.1 Backup virtual machines running on Hyper-V Server
2008 (non-cluster environment)

15.1.1 Requirements and recommendations
Please ensure that the following requirements are met by the Hyper-V server:
1 MindtimeOBM version 6.7 or above is installed on the Hyper-V server.
2. The Hyper-V management tools are installed on the Hyper-V server.

3. Consider increasing the JVM (Java Virtual Machine) memory allocation to improve
performance of the backup operation.

4. It is recommended that the temporary directory have disk space of at least 50% of
the largest sized virtual machine to be backed up.

5. For backup of virtual machine with snapshot, backup of the whole VM instead of
individual disk is highly recommended.

6. The current virtual hard disk specification limits the size of a virtual hard disk to be
2040 GB (2 TB), which can fit a volume of size 2040 GB minus 2 MB.

For details, please refer to:

http://blogs.technet.com/b/ranjanajain/archive/2010/03/23/virtual-hard-disk-
vhd-architecture-explained.aspx

http://technet.microsoft.com/en-us/library/dd183729%28v=ws.10%29.aspx

15.1.2 Limitations
The following are limitations of the MS VM backup module:

1. Virtual machine backed up with the MS VM backup module can only be restored to
the original Hyper-V server.

2. Backup of virtual machine with pass through disk (directly attached physical disk)
is not supported.

Mindtime Backup 294
B.V.



Mindtime Mindtime Online Backup Manager
Backup User’s Guide

3. For virtual machine with snapshot, the restoration process for individual virtual
disk requires manual editing of VM configuration files.

In-depth knowledge on Hyper-V is required.

4. The virtual machine cannot start up if the guest operating system virtual disk is not
restored.

5. Restore of individual virtual disk to a different virtual machine is only supported for
virtual disk with no snapshot.

6. For backup of individual virtual disk, the restored virtual machine does not support

the reversion of previous snapshots, if the snapshot contains disks which are not
previously backed up by MindtimeOBM.

15.1.3 Overview

The following steps are performed during a backup job:
1 Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. Commands are issued to the hypervisor to create snapshot (memory dump) of the
virtual machine with Volume Shadow Copy.

Important:
The corresponding virtual machine will be paused during the snapshot process,
and resume when the snapshot is completed.

Do not attempt to start the virtual machine while it is in the saving state. The
snapshot created may be invalid.

Furthermore, the corresponding virtual machine uptime will also be reset to
00:00:00 in the Hyper-V Manager.

4. After generating all files, the files are copied to the temporary spool path and
upload to MindtimeOBS.

5. Commands are issued to the hypervisor to remove the Volume Shadow Copy
snapshot created.

6. Backup completed successfully.
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15.1.4 How to backup Microsoft virtual machines
Refer to the following instructions to backup VM running on Microsoft Hyper-V Server:

1 Login to the backup application’s user interface.

m Mindtime Online Backup Pro Mana... E' =] @ m Mindtime Online Backup Pro Mana... E\ =] @
Mh’lindtime MI’:’Iindtime
alBackup a\Backup
Login Name ; Login MName ;
Password Password
] Save password [ Save password
@ Forgot your password? @ Forgot your password?
0K Cancel B [ Options ‘3 Language
English -

[ﬂ Backup Server
hitps | = | |backup{ mindtime.nl il

(ﬁﬂ Proxy Setting
"1 Use proxy to access the backup server

Type : * Proxy
Sock
Address :
Port:
UserName :
Password

OK Cancel £ | = Options

2. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

3. Create a MS VM Backup set by selecting [MS VM Backup] from the backup set type
dropdown menu.
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Mew Backup Set Wizard E

@ Backup Set

Mame ! |Backup Set

Type: | MSWM Backup

- M3 Sl Semver Backup

umn Micyesol Backup

VEersion |oracle Database Server Backup
Systermn State Backup
ShadowPratect System Backup
M3 Windows Systerm Backup

M3 W Backup
Whitweare Wi Backup

Mext »

Cancel B

4. Select the version of the hypervisor.

New Backup Set Wizard

@ Backup Set
Mame ! |Backup Set
Type : M5 Wi Backup

£, Microsoftvh Host
Wersion :  Micrasoft Hyper-' Server B2
Microsoft Hyper-yw Senver

Microsoft Hyper-
Microsoft Hyper-yw Senver B2 (Failover Clustar

Mext »

Cancel B

5. Select [Next] to proceed.

6. Select the corresponding virtual machines for backup.
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Mew Backup Set Wizard

- 23 Microsoft Hyper- Server R2
= 5 8 WIN-Hyper-y
-0 5 wWindP_Pro¢1.102)
- [2 8 WinkP_Pro vhd
‘¥ 8 Second Virual Hard Diskyhd

4 Previous Mext Cancel B3

7. Alternatively, select individual virtual disk for backup by expanding the
corresponding VM sub tree.

New Backup Set Wizard [ x|

=125 Microsoft Hyper-Y Server B2
= 5 8 WIN-Hyper-y
-0 2 wWinxP_Pra(1.102)
<[] 3 WinxP_Pro whd
L ¥ 3 Second Wirtual Hard Diskvhd

1 Previous Mext Cancel £

Note:
For backup of individual virtual disk, configuration files of the VM are also backed

up.

Important:
For backup of virtual machine with snapshot, backup of the whole VM is highly
recommended (instead of selective virtual disk).

Mindtime Backup 298
B.V.



Mindtime Mindtime Online Backup Manager
Backup User’s Guide

8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same
backup set.

9. Select an encryption setting for your backup set.

10.  Press the [OK] button to complete the configuration of backup set.

11.  Scheduled backup will run automatically at the configured schedule time.

12.  Click [Backup] button on the left panel to perform a backup immediately.
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15.1.5 How to restore Microsoft virtual machines

Refer to the following instructions to restore VM running on Microsoft Hyper-V Server.

VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor. The VM will be

restored as a new virtual machine.

i If the VM to be restored still exist on the original hypervisor. The existing VM will be

replaced by the backed up version.

Important:

Virtual machine backed up with the MS VM backup module can only be restored to the

original Hyper-V server.

1 Login to the backup application’s user interface.

m Mindtime Online Backup Pro Mana... E\ =] @
M Mindtime
alBackup
Login Mame :
Password :

[~ Save password
@ Forgot your password?

OK Cancel B | # Options

m Mindtime Online Backup Pro Mana... E\ =] @
M Mindtime
a4 Backup
Login Mame :
Password :

[~ Save password
@ Forgot your password?

‘2 Language
English A

Elj Backup Server
https | = | | backupX mindtime.nl h

%E Proxy Setting
[7] Use proxy to access the backup server

Type : ® Proxy
Sock
Address :
FPort:
User Name :
Password :

OK Cancel B = Options

2. Select the [Restore] button and the corresponding backup set.

Mindtime Backup
B.V.

300



Mindtime

Mindtime Online Backup Manager

Backup User’s Guide
Please selectthe backup set
Backup Set
Delete all files 17 et » Cancel @

3. Select the virtual machines to be restored and choose [Original location] for

restore files to.

iRestore
Show files as of Job o (20110916 | = Latest = Filter =
Folders i Marne Size Date Modified
=- f| Backup Server ‘7| Resource
= O &S HA-Test01.HA % Snapshots
: 5 C5WHP-Modez i Wirtual Hard Disks
& Initial Store = Winual Machines
=] componentsxmi 2KE 201100916 13:07:26
=] weriters xmil 10KE 201150916 13:07:26
Delete 17 lterns per page : |50 - Page: 1/1 =
[E= Restore files to
® Original location
Alternate location : o
Search 4 Previous Start Restore B Cancel B
Note:

Select the Initial Store to restore the Authorization Manager Security (role
based access control) settings
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4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist on the
hypervisor.

Replace ¥Yirtual Machine E |

The Yirtual machine "CEV-XP-Mode1" already exists.
] Replace existing vittual machine?
L
Apply to all Yes LA Mo X
Important:

For restore of existing virtual machine (restoring a previous version), the existing
virtual machine will be removed before the restore process begin.

6. When the restore process is completed, the virtual machines will be restored to
the original hypervisor.

7. Open Hyper-V Manager, click Start, Administrative Tools and click Hyper-V
Manager.

27 aDsI Edit
oy Zomponent Services

;I i

E'g Zompuker Managemenk
5 Data Sources (ODEC)
3 DFS Management

2, DNS

{2] Evert viewer

csw-adminiskrator

8.

= Documents
_3__,:,‘; Failover Cluster Manager
Fax Service Manager
&En 0
E Computer
28 Filz Server Resource Manager
+ "
5y Eroup Paolicy Management Mebwark

E{i Hypet-\ Manager

&Y, i5CST Initiakor

—:1'_:_|| Local Security Policy

2 mP1O

@:ﬂ Performance Monitor

'&1 Prink Management

i:‘ Security Configuration Wizard
Sl Server Manager

Ly SErvices

'&T.:-J Internet Information Services (I15) Man.

Conkral Panel
Devices and Prinkers

Adminiskrative Tools

Help and Suppart

| Run..

Ll Back.

Windows Security

I |Search programs and files

[!_:']J Log of F Pl

Under Virtual Machines, right click on the newly restored virtual machine, select

[Setting].
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0. Modify settings which may be conflicting with other existing virtual machines (e.g.

10.

network setting).

BB settings for CSY-XP-Node2 M=
[csit-xp-tiode2 4 b
# Hardware ;; Metwark Adapker
‘rl Add Hardware
& BIOS Specify the configuration of the network adapter or remove the network, adapter,
Biaak from CD Tetwork:
[ Mernary Local Area Connection - Yirtual Netwark j
1024 ME
—MaC Address
D Pracessar )
1 Wirtual processar (%" Dynamic
= [ IDE Controller 0 ™ Static

(& Hard Drive
CSV-#P-Mode2_BCDBEEEE-EGS. .,

= [EE IDE Controller 1
4 DWD Drive
wmguesk.iso
& SCSl Controller
]

n - Wirtual

I Diskette Drive

CSY-HP-Node2
.i. Integration Services
All services offered
1% | Snapshot File Location
T ClusterStoragetvolume 3 C3v-1, .,
18 Aukomatic Start Action
Mone
i_ij Aukaornatic Stop Ackion
Save

[ 5 - - -

[~ Enable spoofing of MAC addresses

[ Enable virtual LA identification

—YLANID

The YLAM identifier specifies the virkual LAMN that this virbual maching will use Far al
nebwork cammunications throuagh this network adapter,

=

To remove the network adapter from this virtual machine, click Remove,

Mane Remove |
% Management
O Use alegacy network adapter instead of this network adapter to perform a
L] Mame nekwork-based installation of the guest operating syster or when integration

services are nok installed in the quest operating system,

Apply

Start the virtual machine afterward.

Important:

If the following error is displayed during the startup, please remove the Saved State

of the corresponding VM.

Hyper-¥ Manager E

I:Q] An error occurred while attempting to start the

M selected virtual machine(s).

'CSY-¥P-Model' could not initialize.

An attempt to read or update virtual machine configuration

failed

j See details
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In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved
State], start the VM again afterward.

Conneck...

Settings. ..

Skart

Snapshatk

Expart...
Rename...
Delete, .,

11.  For any virtual disk that was not restored (e.g. original backup source did not
include all virtual disks configured for the VM).

Continue to the next steps for instruction to remove the missing virtual disk from
the virtual machine's configuration.

For original virtual machine with no snapshot

1 Open Hyper-V Manager.

¥ ADsI Edit =] e
. Component Services J
A Computer Management q

E‘ Data Sources (QDEBC)
%y DFS Management

2 DNS

Q Ewvent Wiewer

csy-administrator

= Docurnents
f'_.iq; Failower Cluster Manager
Fax Service Manager
= J
S Camputer
] File Server Resource Manager
4 -
5y Group Policy Management Metwark

Eﬁ Hyper-¥ Manager

q.j Internet Information Services (1157 Man.
&, iSCST Initiakor

T Local Security Policy

Conkraol Panel

Devices and Prinkers

8 MPIC
() Performance Monitor Administrative Tools 3
ﬁ!_-:u Print Managermenk
i:‘ Security Configuration Wizard Help and Suppart
ks Terver Manager
T Services LI Run...
4 Back Windows Security

I |Search programs and files [:] Log aff >|
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2.

4.

Under Virtual Machines, right click on the newly restored virtual machine, select

[Setting].

For each virtual disk that was not restored, remove the corresponding [Hard Drive]

setting from [Hardware].

B Settings for 20110819_WinXP_Pro {1.102) = E
|2o1 10319_Win¥P_Pra (1,102 = 4 b |G
# Hardware = (s Hard Drive
‘l Add Hardware
& BIOS Y¥ou can change how this virtual hard disk is attached ko the virtual machine, If an
o Eoot Fram CD operating system is installed on this disk, changing the attachrment might prevent the
wirtual machine from starting,
[ Memaory )
1024 MB Cantraller: Location:

D Processor
1 Virtual processaor

(= Il IDE Contraller 0

(=& Hard Drive
20110819 WinkP_Pro_470...

Virkual Hard
= EE IDE Controller 1

% DVD Drive
Mane

5l Controller
Metwark Adapber
Local Area Connection - Yirkual ..
= com1

Mane
3 comz

Mone

I Diskette Drive
one

L
™

® Management

I} Mame
20110519_WinsP_Pro (1.102)

Integration Services
Al services offered

13| Snapshot File Location

.

IDE Contraller 0

j Il {in use) j

—Media

Y¥ou can compack or convert a virtual hard disk by editing the .vhd file, Specify the
full path ta the file.

& yirtual hard disk ¢ vhd) File:

|G:'I,vaer—\-"|,Export'l,201 10&19_WinxP_Pro (1, 10230 virtual Hard DiskstSecond Yirtual |

Mew | Edit Inspect Browse. ..

! Physical hard disk:

'ﬁ If the physical hard disk you want ko use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

G\ Hyper-WExporti20110819_,,, -
¥ Automatic Start Action

Restart if previoushy running j

To remove the virtual hard disk, click Remove, This disconnects the disk but does nat

delete the whd file,
Remave |

oK I Cancel Apply.

Important:

If the following error is displayed during the startup, please remove the Saved State
of the corresponding VM.

Start the virtual machine afterward.

Mindtime Backup

B.V.

305



Mindtime Mindtime Online Backup Manager

Backup User’'s Guide

:I An error occurred while attempting to start the
" selected virtual machine(s).

'CSY-¥P-Model' could not initialize.

An attempt to read or update virtual machine configuration
failed

j See details

In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved
State], start the VM again afterward.

Conneck...

Setbings...

Skark

Snapshat:

For original virtual machine with snapshot

1 Locate the virtual machine's folder location on the Hyper-V server.

Important:
Serious problem may occur if the configuration files are incorrectly modified; it
may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on
Hyper-V management.

2. Stop the Hyper-V Virtual Machine Management service.
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Q Services =] 3
File  Action  View Help
2 |mEc=HeElr = 0w
5 Services (Lacal) Marne | Descripkion | Skakus | Startup Tvpe | Log On As | :I
S Function Discovery Resource Publication Publishest. ., Manual Local Service
“Eharoup Policy Client The servic,..  Started Automatic Local Syskem
‘C}1Health Key and Certificate Management Provides ¥.... Manual Local Syskem
“ChHuman Interface Device Access Enables ge... Manual Laocal Syskem
“ElHyper-y Image Management Service Provides ... Started Automatic Local Syskem
‘S Hyper-¥ MNebworking Management Service Provides H...  Started Automatic Local Syskem
ual Machine Management Manageme. .. Automatic I
L IKE and AuthIP IPsec Keying Modules The IKEEX... Manual Local System
‘EhInteractive Services Detection Enables us... Manual Local Syskem
{C}Internet Connection Sharing (IC5) Provides n. .. Disabled Local Syskem
“ELIP Helper Provides ku... Started Autamatic Laocal Syskem
‘S L IPsec Policy Agent Inkernet Pr... Manual Metwork 5.,
‘CLKtmRm For Distributed Transaction Coordinator Coordinate.., Manual Metwork 5.,
‘EhLink-Layer Topology Discavery Mapper Creates a ... Marnual Local Service
“ChMicrasoft \MET Frameveork MGEN v2.0,50727_x64 Micrasaft ..., Disabled Local Syskem
{EhMicrosoft \MET Framework MGEN v2.0,50727_x86 Microsoft ..., Disabled Local System
‘ChMicrasoft \MET Framework MGEN w4.0,30319_X64 Microsoft ... Automatic (D...  Local Syskem
‘ChMicrasoft \MET Frameveork MGEN v4.0,30319_%86 Microsoft ... Automatic (0., Local Syskem
&k Microsoft Fibre Channel Platform Registration Service Reqgisters L., Marnual Local Service
“EhMicrosoft iSCSI Initiator Service Manages L., Manual Local Syskem
“CLMicrasoft Software Shadow Copy Provider Manages s...  Started Manual Local Syskem
“EhMulimedia Class Scheduler Enables rel... Manual Laocal Syskem
{51 Net.Msmy Listener Adapter Receives a... Disabled Metwork 5.,
‘£ Net.Pipe Listener Adapter Receives a... Disabled Local Service
{CLMet. Tcp Listener Adapter Receives a... Disabled Local Service
{E1Net. Top Port Sharing Service Provides a... Disabled Local Service
“EhNetlogon Maintains a... Manual Local Syskern LI

3.

Extended >\ Standard

Remove the corresponding entry from the Virtual Machine configuration S{VM-
GUID}.xml file.

Open the corresponding S{VM-GUID}.xml file at the following location with
text editor.

a

S{VM-Location}\Virtual Machine\S{VM-GUID}.xml

Locate the line of all non existing VHD.

<controllerO>
<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine
Name\Virtual Hard Disks\Name_GUID.avhd</pathname>
<type type="string">VHD</type>
</drive0>
<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second_Disk_GUID.avhd</pathname>
<type type="string">VHD</type>
</drivel>
</controller0>
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* Modify the line from:
<type type="string">VHD</type>
To

<type type="string">NONE</type>

<controllerO>
<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name_GUID.avhd</pathname>
<type type="string">VHD</type>
</drive0>
<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second_Disk_GUID.avhd</pathname>
<type type="string">NONE</type>
</drivel>
</controller0>

* Save the changes afterward.

4. Remove the corresponding entry from the Snapshot configuration S{GUID}.xml
file.

* Open the corresponding snapshot's S{GUID}.xml file at the following location
with a text editor.

S{VM-Location}\Snapshots\S{GUID}.xml

* Locate the line of all non existing virtual disk.

<controllerO>
<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name_GUID.vhd</pathname>
<type type="string">VHD</type>
</drive0>
<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second_Disk_GUID.vhd</pathname>
<type type="string">VHD</type>
</drivel>
</controller0>
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*  Modify the line from:
<type type="string">VHD</type>
To

<type type="string">NONE</type>

<controllerO>
<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name_GUID.vhd</pathname>
<type type="string">VHD</type>
</drive0>
<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second_Disk_GUID.vhd</pathname>
<type type="string">NONE</type>
</drivel>
</controllerO>

* Repeat the same step for each snapshot.

5. Start the Hyper-V Virtual Machine Management service.

File  Action ‘View Help

q Services =] 3

= |EEHc=HmE»m 0 p»

.- Services (Local) Mame  * I Descripkion | Skakus | Startup Tvpe | Log On As | :I
Lk Function Discovery Resource Publication Publishes t... Manual Local Service
LSk Group Policy Client The servic...  Started Autkomatic Local System
“CkhHealth Key and Certificate Management Provides #.... Manual Local System
“ZkHuman Interface Device Access Enables ge. .. Manual Local Syskem
2Lk Hyper-¥ Image Management Service ProvidesI...  Started Automatic Local Syskem

S hHyper-y Metworking Management Service Provides H Starkes Local Syskem
ual Machine Management rked Ao Lot e
“CRIKE and AuthIP IPsec Keying Modules The IKEEX... Local System
Lk Interactive Services Detection Enables us... Local Syskem
Sk Internet Connection Sharing (ICS) Provides n... Disabled Local System
SCRIP Helper Provides ku... Started Aukornatic Lacal Systern
‘kIPsec Palicy Agent Internet Pr... Manual Metwork 5...
Lk KEmPim For Distributed Transaction Coordinator Coordinate. . Manual Metwork 5.
‘SkLink-Layer Topology Discovery Mapper Creates a ... Manual Local Service
S kMicrosoft \MET Framework NGEM w2.0,50727 K64 Micrasoft ..., Disabled Lacal Systern
Lk Microsoft \MET Framework MGEM w2.0,50727 _x86 Microsoft ... Disabled Local System
“CkMicrosoft \MET Framework NGEM w4.0,30319_K64 Microsoft ... Autoratic (... Local Systern
“CkMicrosoft \MET Framework MGEM w4.0.30319_x86 Microsoft ... Automatic (D...  Local System
“CkMicrosoft Fibre Channel Platform Registration Service Reqgisters k... Manual Local Service
\‘_(?;Mlcrnsnft iSCSI Initiakor Service Manages I... Manual Local System
2Lk Microsoft Software Shadow Copy Provider Manages s...  Started Manual Lacal Systern
Sk Multimedia Class Scheduler Enables rel... Manual Local Syskerm
5 Net Msmq Listener Adapter Receives a... Disabled Metwork S...
25k Met Pipe Listener Adapter Receives a... Disabled Local Service
“CkNet. Tep Listener Adapter Receives a... Disabled Local Service
“CkMet. Tep Port Sharing Service Provides a... Disabled Local Service
“ChNetlagan Maintains a... Manual Lacal Systern LI

E-xtended }\ Standard
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6. Remove any existing snapshot.

Important:

The restored virtual machine does not support the reversion of previous snapshots
if they contain virtual disks not restored.

7. Start the virtual machine.

Important:

If the following error is displayed during the startup, please remove the Saved State
of the corresponding VM.

Hyper-¥ Manager E |

:I An error occurred while attempting to start the
= selected virtual machine(s).

'C5h-pP-Nodel’ could not initialize,

A atkempt to read or update virtual machine configuration
Failed

j See details

In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved
State], start the VM again afterward.

Connect...

Settings. ..

Start

Sniapshik

Expott...
Rename...

Delete. ..

15.1.6 How to restore individual virtual disk

Individual virtual disk can be restored to the original VM, or to be added to a new VM.

Important:
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Serious problem may occur if the configuration files are incorrectly modified; it may
prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on

Hyper-V management.

15.1.6.1 How to restore individual virtual disk to original VM

1.

2.

4.

Open Hyper-V Manager.

Shutdown the VM to be restored to.

Login to the backup application’s user interface.

I Mindtime Online Backup Pro Mana... | = | & [

Mindtime
a\Backup

Login Mame :
Password :
|_| Save password
@ Forgotyour password?

OK Cancel B | # Options

I Mindtime Online Backup Pro Mana... | = | =[x

Mindtime
a\Backup

Lagin Mame :
Password -
[l Save password
@ Forgot your password?

2 Language
Enaglish

l:ﬂ Backup Server
hitps | * | backupXX mindtime. nl

(aﬂ Proxy Setting
["] Use proxy to access the backup sernver

Type : ® Proxy
Sock
Address :
Port:
User Name:
Password :

0K Cancel @ = Options

Select the [Restore] button and the corresponding backup set.

Mindtime Backup

B.V.

311



Mindtime
Backup

Mindtime Online Backup Manager
User’s Guide

[FRestore

Please selectthe backup set

Backup Set

Delete all files @ Mext » Cancel 3

5. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to [Alternation
location].

R Restore [

Show files as of Job - 2012601020 = | |Latest A
Folders
El- 5 Backup Server
= O 28 Wi NZHDCAIGR ]

2-0 F 2011081 8_WinxP_
¢ B[ 55 snapshots
[0 o virtual Hard Dis
- 03 wirtual Machine:
#-J & Initial Store

Filter =

Date Maodified
2012001720 11:30001

Mame Size
| Becond Virtual Hard Diskvhd 1,048,

Ll
Delete 17 lterms perpage @ |40 * | Page: 1i1 =
[E= Restore files to

Qriginal location

® Alternate [ocation | CiAlsers\Administrator Change &

Search & 4 Previous Start Restare B Cancel B3
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6.  Click [Change]; select the directory path where the virtual disk was originally
backed up from.

7. Click the [Start Restore] button to begin the restore process.
8. Start the virtual machine after the restore process is completed.

Important:
If the following error is displayed during the startup, please remove the Saved State
of the corresponding VM.

Hyper-¥ Manager E |

:I An error occurred while attempting to start the
= gelected virtual machine(s).

'Z3V-%P-Nodel' could not initialize.

#n atkempt to read or update virtual machine configuration
Failed

j See details

In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved
State], start the VM again afterward.

onneck, .,

Settings...

Stark

Snapshak

Export...
Rename...
Delete, .,

Delete Saved State. .,

Help

15.1.6.2 How to restore individual virtual disk to a different VM

Important:
Restore of individual virtual disk to a different virtual machine is only supported for
virtual disk with no snapshot.

1 Login to the backup application’s user interface.
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2.

m Mindtirne Online Backup Pro Mana... El =] @

M RMindtime
a\Backup
Login Mame :
Password :

"] Save password
@ Forgot your password?

OK Cancel B [# Options

m Mindtime Online Backup Pro Mana... EI =] @

M RMindtime
alBackup
Login Mame :
Password :

"] Save password
@ Forgot your password?

3 Language
English -

E] Backup Server
hitps | = | backupXX.mindtime.nl i

%3 Proxy Setting
"1 Use proxy to access the backup server

Type : Proxy
Sock
Address :
Port :
User Name :
Password :

OK Cancel £ = Options

Select the [Restore] button and the corresponding backup set.

R Restore

Fleaze selectthe hackup =et

Backup Set

Delete all files 0

Mext » Cancel B3
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3. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to [Alternation

location].

Frestore
Show files as of Job - 201201020 = | |Latest hd Filter [+
Folders MName Size Date Modified
=~ 3 Backup Server || Second¥irtual Hard Diskwvhd 1,048, 201201020 11:30:01

B0 B8 win-N2ZHDCAUGH S
2-0 5 2011081 9_WinxP_

-0 5% Snapshots

-0 L Wirtual Hard Dis

-0 3 virtual Machine:

O S initial Store

o »
Delete 17 ltermns perpage . 50 hd Page: 171 | =

= Restore files to
Qriginal location
® Alternate [ocation | | Cialsers\Administrator Change %

Search % 4 Previous Start Restare B Cancel B

4. Click [Change] to select the location where the virtual disk should be restored.
5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, open Hyper-V Manager.
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Backup
2 ADsI Edit 1 —_——
o Component Services J
& Computer Management .\_)
5 Data Sources (ODBC)
- DFS Management i
E‘! DS csv-administratar
@ Ewent Viewer o .
-3_%.;‘ Failower Cluster Manager SEmEnts
25 Fax Service Manager
= Computer
5% File Server Resource Manager
_E":n Group Policy Management Mebwork
E{i Hvper-¥ Manager
iah_'@ Internet Information Services (115) Man. PR -
&%, iSCSI Initiakar
E“'—:-'l Local Security Policy i Devices and Prinkers
8 MPIO
'@:"-' Perfarmance Manitor Administrative Tools
&1 Print Managemenk
i:n Security Configuration Wizard Help and Suppork
T Server Manager
5 Services x| rRun..
' Back windows Security
I |Search programs and files @J Log off Pl
7. Under Virtual Machines, powers down the corresponding virtual machine to be
restored to.
8. Select [Setting] to add the restored virtual disk to the VM.
9. Select [Add Hardware], [SCSI Controller] and press the [Add] button.
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BSettings for 20110819_WinXP_Pro {1.102)

|201 10819 _WinxP_Pra (1,102)

[ (0] %

Xl 4Pb |G

| % Hardware -

1k BIOS
Book From CO

[ Flermory
1024 ME

D Pracessar
1 Virtual processar

= i IDE Contraller 0
(i Hard Drive

20110519 _WinkP_Pro_D29..,

(= Hard Drive

Second Yirkual Hard Disk_B...

= i} IDE Contraller 1
(% DVD Drive
Mane
® 5051 Contraller
U metwark Adapter

™

Laocal Area Connection - Yirkual ...

T com
Mone

7 come
Mone

I Diskette Drive
Mane

# Management

|| Mame
20110819_WinsP_Pro (1,102}

L Integration Services
Al services offered

13| Snapshat File Location

G\ Hyper-WExporti20110819_, .,

P Aotomatic Start Action
Restart if previouslky running

[ |

i

Sl

Add Hardware

You can use this setting to add devices ko wour virtual machine.,

Select the devices vou want to add and dlick the Add buttan,

Mebwork Adapter
Legacy Mebwork Adapter
RemaoteFy 30 Yideo Adapter

Add

Yau can attach virkual hard disks ko a SCSI controller to increase the amount of starage
available bo a wirtual machine. Install the integration services in the guest operating
system to improve performance when using storage attached to a SCSI contraller. Do
niot attach a systemn disk to & SCSI contraller. A virkual hard disk that contains an
operating system must be attached to an IDE contraller.

[ o ]

Cancel Apph

10.

Select [Hard Drive] and press the [Add] button.
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BB settings for 20110819_WinXP_Pro {1.102) [_ O]
|201 10519_WinkP_Pro (1,102) j 4 b |G
% Hardware =1 | B scalContraller
":_ Add Hardware
& BIoS ‘fou can add hard drives to your SCSI controller or remove the SCST controller Fram the
 Boot from <D e
W Mernory Click. on the Add button to add & new hard drive to this SCSI contraller,
1024 ME

11.

D Processar
1 Yirtual processor
[= I IDE Controller 0
(i Hard Drive
20110819 _WinxP_Pro_Dz29,..
(i Hard Drive
Second Yirtual Hard Disk_B. ..
= [EE IDE Controller 1
L9 DVD Drive
Mone
¥ 5CSI Contraller

€3 SCSI Controller

',';' Mebwork Adapker
Local Area Connection - Virtual ...
T com1
Mone
= comz
Mone
[ Diskette Drive
Maone
# Management

L] Mame
20110819_WinsP_Pro(1,102)

.1. Inktegration Services

all services offered —

13| Snapshot File Location
G Hyper-w\Exporti20110819_...

¥ Automatic Start Action hd

Add

‘fou can configure a hard drive to use a virtual hard disk or a physical hard disk, after
wou attach the drive to the controller,

To remove the virtual storage adapter From this virtual machine, dlick Remove
Controller, All virtual hard disks attached ko this contraller will be removed but not

deleted.
Remove Contraller |

Cancel

[ o |

Apply

Select the corresponding [Controller] and [Location] setting.
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Backup
BB settings for 20110819_WinXP_Pro (1.102) [_ O] x|
20110819 _winzp_Pra1.102) x|l 4 b |G
# Hardware -

12.

‘r:_ Add Hardware
i BIOS
Book from D

0 Termory
1024 MB

D Processar

1 Yirtual processor
= IEi} IDE Contraller 0
= Hard Drive

(= Hard Drive

= [EE IDE Controller 1
129 DWD Drive
Mone
& 5CSI Controller
[= & SCSI Controller

s Hard Drive
<filex
0 Metwork Adapter

™

7 comi
Mane
oMz
Mane
i Diskette Drive
Mane
# Management

20110819 WinkP _Pro_D29,.,,

Second Virtual Hard Disk_E...

Local Area Connection - Yirkual ...

L] Mame
20110819_WinkP_Pra (1.102)

.i. Inkteqgration Services
all services offered

13 Snapshot File Location

(_a Hard Drive

You can change how this virtual hard disk is attached to the wirtual machine, IF an
operating system is installed on this disk, changing the attachrment might prevent the
wirtual machine From starting.

Location:

=l =

Controller!
SCSI Conkraller

—Media
Yiou can compact or convert & wirkual hard disk by editing the . vhd file, Specify the
full path to the File.

& yirtual hard disk (. vhd) File:

Imspect | Browse, .. I

MEw | Edit:

€ Phyysical hard)|disk:
I jv
'ﬂ- If the physical hard disk vou want ta use is not listed, make sure that the

~ disk is offline, Use Disk Management on the physical computer to manage
physical hard disks,

To remove the virtual hard disk, click Remove, This disconnects the disk but does not

delete the .vhd file.
Remove |

(o4 Cancel Apphy

Under Media, select [Browse] and browse to the newly restored virtual disk file.
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@(_;}v| | = Computer - Server (F1) = Restare « - ml Search Restore 2

COrganize *  Mew folder = = i |@|

= o - H=
Microsoft Managemel | hlame | etz madiied | Tvpe

. Second Wirtual Hard Disk.vhd 113112012 11:34 &M YHD File

i Favorites
B Deskiop
4 Downloads
12 Recerk Places

4 Libraries

1M Computer
& uspzic)
o SErver (F) —

il | o

File name: | Second Virtual Hard Disk vhd | |virtual hard disk files (*whd;*. =]

Open I Cancel |

4

13.  Start the virtual machine.

15.2 Backup virtual machines running on Hyper-V Server
2012 (non-cluster environment)

15.2.1 Requirements and recommendations
Please ensure that the following requirements are met by the Hyper-V server:
1 MindtimeOBM version 6.13 or above is installed on the Hyper-V server.
2. The Hyper-V management tools are installed on the Hyper-V server.

3. Consider increasing the JVM (Java Virtual Machine) memory allocation to improve
performance of the backup operation.

4. It is recommended that the temporary directory have disk space of at least 50% of
the largest sized virtual machine to be backed up.

5. For backup of virtual machine with snapshot, backup of the whole VM instead of
individual disk is highly recommended.
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6.

The current virtual hard disk (VHD) specification limits the size of a virtual hard disk
to be 2040 GB (2 TB), which can fit a volume of size 2040 GB minus 2 MB.

For details, please refer to:

http://blogs.technet.com/b/ranjanajain/archive/2010/03/23/virtual-hard-disk-
vhd-architecture-explained.aspx

http://technet.microsoft.com/en-us/library/dd183729%28v=ws.10%29.aspx

15.2.2 Limitations

The following are limitations of the MS VM backup module:

1.

Virtual machine backed up with the MS VM backup module can be restored to the
Hyper-V server with the same version.

Backup of virtual machine with pass through disk (directly attached physical disk)
is not supported.

The virtual machine cannot start up if the guest operating system virtual disk is not
restored.

Restore of individual virtual disk to a different virtual machine is only supported for
virtual disk with no snapshot.

For backup of individual virtual disk, the restored virtual machine does not support
the reversion of previous snapshots, if the snapshot contains disks which are not
previously backed up by MindtimeOBM.

15.2.3 Overview

The following steps are performed during a backup job:

1

2.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.

Commands are issued to the hypervisor to create snapshot (memory dump) of the
virtual machine with Volume Shadow Copy.

Important:
The corresponding virtual machine will be paused during the snapshot process,
and resume when the snapshot is completed.

Do not attempt to start the virtual machine while it is in the saving state. The
snapshot created may be invalid.
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Furthermore, the corresponding virtual machine uptime will also be reset to
00:00:00 in the Hyper-V Manager.

After generating all files, the files are copied to the temporary spool path and
upload to MindtimeOBS.

Commands are issued to the hypervisor to remove the Volume Shadow Copy
snapshot created.

6. Backup completed successfully.
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15.2.4 How to backup Microsoft virtual machines
Refer to the following instructions to backup VM running on Microsoft Hyper-V Server:

1 Login to the backup application’s user interface.

|1 Mindtime Online Backup Pro Mana... | = | = |[m23s] |1 Mindtime Online Backup Pro Mana... | = | = |[s&3]
Ml"ﬂindtime MI’:’Iindtime
a\Backup alBackup
Login Mame : |username Login Mame : |username
Password: | eeeesees)| Password: | @000008e
"] Save password [ Save password
@ Forgotyour password? @ Forgot your password?
OK Cancel B [ Options “ Language
English T

Ei] Backup Server
hitps | = backupx)dmindtime.nl i

‘aﬂ Proxy Setting
[l Use proxy to access the backup server

Type - ) Proxy
Sock
Address
Port:
User Mame :
Password

OK Cancel B | = Options

2. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

3. Create a MS VM Backup set by selecting [MS VM Backup] from the backup set type
dropdown menu.
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MNew Backup Set Wizard -
@ Backup Set
Mame : | BackupSet
Type . File Backup hd
M3 S0l Server Backup -
hySOL Backup
Oracle Database Server Backup
Systern State Backup
ShadowProtect System Backup
M3 Windows System Backup
WS Wi Backup
Whtweare Wil Backup v
Mext » Cancel B3
4. Select the version of the hypervisor.
New Backup Set Wizard -
E; Backup Set
Mame : | BackupSet
Type:  MSWMBackup -
£2. MicrosoftvM Host
Warsion . Microsoft Hyper-v Server 2008 -
Micrasaft HyperY Senver 2008 -
Microsoft Hypery Seneer 20082 [
Microsoft Hyper-v Server 2008 R2 (Failover Clusten i
soft Hyper-Y er 2012 h
Mext » Cancel B3
5. Select [Next] to proceed.
6. Select the corresponding virtual machines for backup.
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=~ 25 Microsoft Hyper-\ Server 2012
= EE w1 2-te-cl-02
= 3 WinxP
e [V 8 WRP whl
8 Second Yirtual Hard Diskvhidy

| 4 Previous | Mext » || Cancel B |

7. Alternatively, select individual virtual disk for backup by expanding the
corresponding VM sub tree.

=+ &5 Microsoft Hyper- Sener 2012
2 EE w1 2-hv-cl-02
=0 5 Winxp
b [ 3 WiRP whilx
L[ S Second Virtual Hard Diskyvhz

4 Previous || Mext » || Cancel & |

Note:
For backup of individual virtual disk, configuration files of the VM are also backed

up.

Important:
For backup of virtual machine with snapshot, backup of the whole VM is highly
recommended (instead of selective virtual disk).

8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same
backup set.
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9.

10.

11.

Select an encryption setting for your backup set.
Press the [OK] button to complete the configuration of backup set.

Enter the password for the user authentication for Windows.

S
25

Settings for WinXP on W12-HV-CL-02

WP

v

~—
L

# Hardware

4”__ Add Hardware
i BIOS
Book From <0
W Memory
S1z2 MB
X Processor
1 Wirtual processor
= El} IDE Controller 0
= Hard Drive
wirP L vhd
= Hard Drive

= [} IDE Controller 1
% DVD Drive
Pheyesical drive O
&E SCSI Controller
0 Metwork Adapter

T oM
Maone
T comz
Mone
[edl Diskette Drive
Mons
2 M™Management

Second Wirtual Hard Disk.w. ..

Intel{fty PROY1000 MT Mebwark. ..

| L] Mare
Wini=F

[ Integration Services
all services offered

& | Snapshot File Location

sha Smart Paging File Lacation

CihyCluskerStorage\volume2\wi. . .

ZivCluskerStorage) volumez i, .

~

O Metwork Adapter

Specify the configuration of the network adapter or remove the network adapker.
wirtual switch:
|InteI(R) PR 1000 MT Metwark Connection - Yirtual Switch ~

WLAN ID
[] Enable virtual LAM identification

b=

Bandwidth Management
[] Enable bandwidth management

L]

To remove the network adapter from this virtual machine, click Remowve.

Remowve

'@' Use a legacy network adapter instead of this network adapter to perform a
metwork-based installation of the guest operating system or when integration
services are not installed in the guest operating syskem.

oK | | Cancel

(= [= |

12.  Scheduled backup will run automatically at the configured schedule time.

13.  Click [Backup] button on the left panel to perform a backup immediately.
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15.2.5 How to restore Microsoft virtual machines

Refer to the following instructions to restore VM running on Microsoft Hyper-V Server.

VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor. The VM will be

restored as a new virtual machine.

i If the VM to be restored still exist on the original hypervisor. The existing VM will be

replaced by the backed up version.

Important:

Virtual machine backed up with the MS VM backup module can only be restored to the

original Hyper-V server.

1 Login to the backup application’s user interface.

Ml”'ﬂindtime
alBackup

Login Mame : |username

m Mindtime Online Backup Pro Mana... EI = @

Password ; ........|
"] Save password
@ Forgotyour password?

OK Cancel B | [# Options

m Mindtime Online Backup Pro Mana... El = IEI

MI’:’Iindtime
a\Backup

Login Name : |username
Password: 90000800

[T Save password
@ Forgot your password?

3 Language
English

E] Backup Server
hitps | = backupx)dmindtime.nl

‘aﬂ Proxy Setting
[l Use proxy to access the backup server

Type - ) Proxy
Sock
Address
Port:
User Mame :
Password

OK Cancel B | = Options

2. Select the [Restore] button and the corresponding backup set.
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Flease selectthe hackup set

BackupSet

et > || Cancel &

3. Select the virtual machines to be restored and choose [Original location] for
restore files to.

Show files as of Job: [2013/02/04 | [Latest |+

Folders MName | Size | Date Modified
E_ﬂ Backup Server | Resource Types
B Il Wl 2-hv-cl-02 InitialStare. xmil 11 KB 2013101721 18:25:23
: ormpaonents xml KB 2013/02/04 16:10:25
B~ E Hast Component wtiters xml 4 KB 20130204 16:10:25
e L) Resource Types

[E= Restore files to
 Original location

) Alternate location T CAllsersiidministrator Chahge %

4 Previous || StatRestore b || Cancel &

Note:
Select the Host Component to restore the Authorization Manager Security
(role based access control) settings
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4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist on the

hypervisor.
Replace Virtual Machine -
The Yirttual maching "WwWinxP" already exists.
] Replace existing vitual machineg?
L
[ Apply to all ¥es kA [ Moo
Important:

For restore of existing virtual machine (restoring a previous version), the existing
virtual machine will be removed before the restore process begin.

6. When the restore process is completed, the virtual machines will be restored to
the original hypervisor.

7. Open Hyper-V Manager from Server Manager by right clicking on the server pool.

[ Server Manager -8 -
@ ~  Server Manager * Hyper-V (&) Manage  Tools
_ SERVERS =
§iE Dashboard All servers | 1 total
i Local Server -
- Fitter Pl @ @®~ ~
W& All Servers _
§ File and Storage Services b Server Name  IPy4 Address Manageability Last Update Wind

B Hyper v - e S8 S Performance counters not started  2/4/2013 4:42:14 PM 00783}
Add Roles and Features

Shut Down Local Server

Computer Management

Wincows PowerShell
Configure NIC Teaming

Configure Windows Automatic Feedback

Add other servers in the cluster to the server pool

EVENT Update Cluster

Hyper-V Manager

Filter anage As ., (™)

Start Performance Counters

Server| Refresh Log Date and?( me
Copy Microsoft-Windows-Hyper-V-YMMS-Admin  2/4/2013 42288
W12-HV-CL-02 15266 Microsoft-Windows-Hyper-V-VMMS  Microsoft-Windows-Hyper-V-VMMS-Admin  2/4/2013 3:24
\{MZ-HV-CL-OE 27262 Micrusah-WmdDws-aner-l\:’l-VMl\4S Microsoft-Windows-Hvoer-Y-VMMS-Storage 2/4/2013 3:2;1: h

8. Under Virtual Machines, right click on the newly restored virtual machine, select
[Setting].

0. Modify settings which may be conflicting with other existing virtual machines (e.g.
network setting).
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|\Win(e

# Hardware

¥ Add Hardwars
1k BIOS
Biook From D

I [Memory
512 ME

R Processor
1 Wirtual processor

[= i IDE Contraller 0

a Hard Drive
WinP wehidz

a Hard Drive

(= i IDE Controller 1
% DVD Drive
Physical drive Dn
B 5CSI Contraller
[H] Metwork Adapter

T comi

Mane

T comz

Mane
Diskette Drive
Mane

% Management

Second Yirtual Hard Disk....

InteliR) PROJ 1000 MT Metwork, .

L] Mame
WiniP

Inkegration Services
all services offered

13| Snapshat File Location

%é Smark Paging File Location

CClusterStoragelvolume2in, ..

A CluskerStoragelYolumeZin, ..

W Metwork ddapter

Specify the configuration of the network adapter or remove the network adapter,

Wirkual switch:

|InteI(R) PR/ 1000 MT Metwork Connection - Virtual Switch

YLAM ID
[] Enable virtual LAM identification

The YLAM identifier specifies the virtual LAN that this virtual machine will use For all

network communications through this network adapter,

Bandwidth fManagement
["] Enable bandwidth management

Specify how this netwark adapter utilizes network bandwidth, Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second,

Minirmurm bandwidth:

Maxirmurn bandwidth:

@ To leave the minimum or maximum unrestricked, specify O as the value,

To removwe the network adapter from this wirtual machine, click Remowve.

Remove

0 Use a legacy network adapter instead of this nebwork adapter bo perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

Cancel

10. Start the virtual machine afterward.

Important:

If the VM cannot be initialized, please remove the Saved State of the
corresponding VM in the Hyper-V Manager, right click on the corresponding VM

and select [Delete Saved State], start the VM again afterward.
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11.

Connect..,
Settings..
Skart
Snapshot

howve...
Export..,
Rename...

Delete...

Delete Sawved State...

Enable Replication..,

Help

For any virtual disk that was not restored (e.g. original backup source did not

include all virtual disks configured for the VM).

For original virtual machine with no snapshot

1.

Continue to the next steps for instruction to remove the missing virtual disk from
the virtual machine's configuration.

Open Hyper-V Manager from Server Manager by right clicking on the server pool.

[

@ -

58 Daszhboard

i Local Server
ii All Servers
Wg File and Storage Services P

s ] Hyper-V

Server Manager

Server Manager * Hyper-V

@ F

Manage  Tools

SERVERS
All servers | 1 total TASKS
Filter el @ @~ ~
Server Qame IPvd Address Manageability Last Update Wind

EVENT

Add Roles and Features

Shut Down Local Server

Computer Management
Windows PowerShell

Configure NIC Teaming

Configure Windows Automatic Feedback

Add other servers in the cluster to the server pool

Update Cluster

gg Performance counters not started

2/4/2013 4:42:14 PM 00183

All even

Hyper-V Manager

Filter|

Server,

[

anage As..
Start Performance Counters

Refresh

Copy

Log

W12-HV-CL-02 15266
W12-HV-CL-02_ 27262
<

Microsoft-Windows-Hyper-V-VMMS  Microsoft-Windows-Hyper-V-VMMS-Admin
Microsoft-Windows-Hvoer-V-VMMS _Microsoft-Windows-Hvoer-V-VMMS-Storae
n

Microsoft-Windows-Hyper-V-VMMS-Admin

(w)

Date and Time

2/412013 42288l

2/4/2013 324

2/4/2013 324~
>
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2. Under Virtual Machines, right click on the newly restored virtual machine, select
[Setting].

For each virtual disk that was not restored, remove the corresponding [Hard Drive]
setting from [Hardware].

= Settings for WinXP on W12-HV-CL-02 = || = -
|Win(e v| G
#_Hardware ~ = Hard Drive
‘3; Add Hardware
(K| BIOS You can change how this virtual hard disk is attached to the wvirtual machine, If an
o Eook From €0 operating system is installed on this disk, changing the attachment might present the
ook from virtual machine From starting.
I [Memory )
517 ME Conkroller: Loc-atlon.
D Processar IDE Cortraller 1 v | |1 {in use) ]
1 ¥irtual processor Media
= I 1DE Controller 0 You can compack o convert a virtual hard disk by editing the assoriated File,
& Hard Drive Specify the Full path to the file,

WinkP_60570855-EDaD-4...

= B IDE Contraller 1

&4 DVD Drive CiUsers)Publich Documentsi Hyper-4 virtual hard disks'Second virkual Hard Disk|
Physical drive Dt

(® Wirkual hard disk:

Mew | | Edit | | Inspeck | | Browse. .. |
Second Yirtual Hard ) () Physical hard disk:
B 551 Controller -
- Disk 1 1.98 GE Bus 0 Lun O Target O
5 Metwork Adapter
) Inkel(R) PROJ1O00 MT Metwark.. @ IF the physical hard disk you want to use is not listed, make sure that the
L ?‘;7 oM 1 disk is offline. Use Disk Management on the physical computer to manage
Mone physical hard disks,
T comz ) o o '
Mone To remove the virtual hard disk, click Remowve, This disconnects the disk but does not

delete the associated file.
[ Diskette Drive

% Management

L] Mame
Winxp
é‘ Inkegration Services
Al services offered
13 Snapshat File Location
CClusterStoragelvolume2in, ..
aﬂ Smark Paging File Location
ChClusterStoragelYolumeZin, ..

oK | | Cancel

4. Start the virtual machine afterward.

Important:

If the VM cannot be initialized, please remove the Saved State of the

corresponding VM in the Hyper-V Manager, right click on the corresponding VM
and select [Delete Saved State], start the VM again afterward.
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Start

howve...

Export..,

Delete...

Connect..

Settings..

Snapshot

Rename...

Delete Sawved State...

Help

Enable Replication..,

For original virtual machine with snapshot

1 Locate the virtual machine's folder location on the Hyper-V server.

Important:

Serious problem may occur if the configuration files are incorrectly modified; it

may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on

Hyper-V management.

2. Stop the Hyper-V Virtual Machine Management service.

File Action ‘iew Help

N EEEEN ERERCEED

C-"ﬂ Services (Local)

Hyper-V Virtual Machine
Management

Stop the service
Restart the service

Description:

virtual machines.

Management service for Hyper-V,
provides service to run multiple

Marme -

ié..,:;;Distributed Transaction Coordinatar
%, DNS Client
if,:;;Encrypting File Systern (EFS)
ié..,:;;ExtensibIe Authentication Pratocal
ié..,:;;Function Discovery Provider Host

3$Group Policy Client
K...,';;Health Key and Certificate Managerne... Provides }.5..
3$Human Interface Device Access
3%'5Hyper-\u" Data Exchange Service
C..m Hyper-4 Guest Shutdown Service
3%Hyper-\u" Heartbeat Service

3 Hy irtual hachine Managerment  Manageme...

35..,:;5IKE and &uthlP [Psec Keying Modules
35..,:;5Interacti\.-'e Services Detection
3%Internet Connection Sharing (IC3)
5P Helper

Description

Provides th..,
The Extensi..

The service ..,

Provides a ..
Provides a ..

Manitors th..,
i%Hyper-\u" Rermote Desktop Wirtualizatio., Provides a p..
i%Hyper-\u"Time Synchronization Service  Synchronize..,

C..m Hyper-4 Volurme Shadow Copy Reque., Coordinates...

Provides tu..,

Coordinates...
The DMS Cli..,

The FDPHO...
i%Function Discovery Resource Publicat.,, Publishes th..,

Enables gen..,

The IKEEXT ...
Enables use...
Provides ne..

Status
Running
Running

Running

Running

Running

Running

<

Startup Typ ~
Automatic
Automatic
tdanual {Tr
Manual

Manual
Manual
Automatic

Manual

tdanual {Tr
tdanual {Tr
tdanual {Tr
tdanual {Tr
tdanual {Tr
tdanual {Tr
Automatic
tdanual {Tr
Automatic
Manual

Disabled

Autornatic |,

>

Exterded /(Standard/
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3.

Remove the corresponding entry from the Virtual Machine configuration S{VM-
GUID}.xml file.

Open the corresponding S{VM-GUID}.xml file at the following location with a
text editor.

S{VM-Location}\Virtual Machine\S{VM-GUID}.xml

* Locate the line of all non existing VHD.

<controllerO>

<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine

Name\Virtual Hard Disks\Name_GUID.avhdx</pathname>
<type type="string">VHD</type>
</drive0>

<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual

Hard Disks\Second_Disk_GUID.avhdx</pathname>
<type type="string">VHD</type>
</drivel>
</controllerO>

* Modify the line from:
<type type="string">VHD</type>

To

<type type="string">NONE</type>

<controllerO>

<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual

Hard Disks\Name_GUID.avhdx</pathname>
<type type="string">VHD</type>
</drive0>

<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual

Hard Disks\Second_Disk_GUID.avhdx</pathname>
<type type="string">NONE</type>

</drivel>
</controllerO>
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* Save the changes afterward.

4. Remove the corresponding entry from the Snapshot configuration S{GUID}.xm!
file.

* Open the corresponding snapshot's S{GUID}.xml file at the following location
with a text editor.

S{VM-Location}\Snapshots\S{GUID}.xml

* Locate the line of all non existing virtual disk.

<controllerO>
<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name_GUID.vhdx</pathname>
<type type="string">VHD</type>
</drive0>
<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second_Disk_GUID.vhdx</pathname>
<type type="string">VHD</type>
</drivel>
</controller0>

* Modify the line from:
<type type="string">VHD</type>
To

<type type="string">NONE</type>

<controllerO>
<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name_GUID.vhdx</pathname>
<type type="string">VHD</type>
</drive0>
<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second_Disk_GUID.vhdx</pathname>
<type type="string">NONE</type>
</drivel>
</controller0>
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* Repeat the same step for each snapshot.

5. Start the Hyper-V Virtual Machine Management service.

it ) Services
File Action ‘iew Help
G ERES »mun
5 Services (Local) . Services (Local)
Hyper-V Virtual Machine Marme - Description Status Startup Typ ~
Management L Distributed Transaction Coordinator Coordinates.. Running  Autornatic
) L5 DNE Client The DNECli..  Running  Automatic
%;Eaﬁ:hs::::jce ). Encryp.ting File Sysf:em. (EFS) Provides th Manual (Tr
L Extensible Authentication Protacol The Extensi.. Manual
L Function Discovery Provider Host The FDPHOL., Manual
Description: L Function Discovery Resource Publicat., Publishes th.. Manual E
Man.agement. service for Hyper-\-"_. % Group Palicy Client The service .. Running  Automatic
provides service to run multiple " )
virtual machines. L Health Key and Certificate Manageme.., Provides X.5.. Manual
Lo Human Interface Device Access Enables gen.., Manual (Tr
L Hyper- Data Exchange Service Provides a .. Manual (Tr
S Hyper-Y Guest Shutdown Service Provides a .. Manual (Tr
L Hyper-W Heartbeat Service Manitors th.., Manual (Tr
L Hyper-Y Remote Desktop Virtualizatio., Provides a p.. Manual (Tr
L Hyper-W Time Synchronization Serdice  Synchronize... Manual (Tr
' Hyme itual hMachine Managernent  Manageme.. Running  Automatic
Lo Hyper-Y Volurme Shadow Copy Reque., Coordinates.. Manual (Tr
S0 IKE and AuthlP IPsec Keying Modules The I[KEEXT ... Running  Automatic
S Interactive Services Detection Enables use... Manual
S Internet Connection Sharing (ICS) Provides ne.. Disabled
L5 IP Helper Provides tu..  Running  Automatic
< m >

\ Exterded /(Standard /

6. Remove any existing snapshot.

Important:

The restored virtual machine does not support the reversion of previous snapshots
if they contain virtual disks not restored.

7. Start the virtual machine.

Important:

If the VM cannot be initialized, please remove the Saved State of the
corresponding VM in the Hyper-V Manager, right click on the corresponding VM
and select [Delete Saved State], start the VM again afterward.
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Connect..
Settings..
Skart
Snapshot
% L1V
Export..,
Rename..,

Delete...
Delete Sawved State...

Enable Replication..,

Help

15.2.6 How to restore individual virtual disk
Individual virtual disk can be restored to the original VM, or to be added to a new VM.
Important:
Serious problem may occur if the configuration files are incorrectly modified; it may

prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on
Hyper-V management.

15.2.6.1 How to restore individual virtual disk to original VM
1 Open Hyper-V Manager.
2. Shutdown the VM to be restored to.

3. Login to the backup application’s user interface.
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M Mindtime M Mindtime
alBackup aBackup
Login Mame : |usemname | Login Mame | usemame |
Password: | eeeeeees| | Password: | @#e0e0088 |
"] Save password [ Save password
@ Forgotyour password? @ Forgot your password?
| oK @ || cancel B || Options | Language
[English [ial

E Backup Server
|hﬂD5 | b ||backup}0dmindﬁme.nl | i |

‘ﬁg Proxy Setting
[l Use proxy to access the backup server

Type: & Proxy
Sock
Address :
Port:
User Mame :
Password :

| oK @ || Cancel B ||= oOptions |

4. Select the [Restore] button and the corresponding backup set.

Please selectthe hackup set

BackupSet

et » | cancel &

5. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to [Alternation
location].
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™M Restore -
Show files a5 of Job 0 | 2013M02/04 | = | |Latest - Filter =
Fnld_ers Marmne Size Date Modified
i j Elagkup Server LJJSecund Yirual Hard Disk.vhdx 4,096 .. 2012002004 15:22:47
4---|___|_§§w}r12—hv—cl—02 DuWin}(F’.vhdx 1,478, 2012001531 18:02:12
20 3 winxp
! jr---u__,gj\-firtuaIHardDisks
¢ B L Virtual Machines
+-[] =5 Host Companent
A |t »
Delete 17 lterns per page: A0 = Page: 1/1 =
[E= Restorefiles to
Qriginal location
& Alternate location | | Calsersiadministrator w1 2HWCL Change &
Search = 4 Previous Start Restore B Cancel £

6.  Click [Change]; select the directory path where the virtual disk was originally
backed up from.

7. Click the [Start Restore] button to begin the restore process.

8. Start the virtual machine after the restore process is completed.

Important:
If the VM cannot be initialized, please remove the Saved State of the

corresponding VM in the Hyper-V Manager, right click on the corresponding VM
and select [Delete Saved State], start the VM again afterward.

Connect..,
Settings...
Start

Shapshot

M owve..,

Export...

Renarne..,

Delete..,

Delete Saved State..

Enable Replication...

Help
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15.2.6.2 How to restore individual virtual disk to a different VM

Important:

Restore of individual virtual disk to a different virtual machine is only supported for

virtual disk with no snapshot.

1 Login to the backup application’s user interface.

Mh’lindtime

A\ Backup

Login Mame : |username
Password ; ........|

"] Save password
@ Forgotyour password?

|1 Mindtime Online Backup Pro Mana... | = | =

OK Cancel B | [# Options

|1 Mindtime Online Backup Pro Mana... | = | @

Mindtime
alBackup

Login Name : |username
Password : 20000000
[T save password
@ Forgot your password?

3 Language
English -

Ei] Backup Server
hitps | = backupx)dmindtime.nl i

‘aﬂ Proxy Setting
[l Use proxy to access the backup server

Type - ) Proxy
Sock
Address
Port:
User Mame :
Password

OK Cancel B | = Options

2. Select the [Restore] button and the corresponding backup set.
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Fleasze selectthe hackup set

BackupSet

e > | Cacel B

3. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to [Alternation
location].

Showfiles as of Job: 201302104 | = | [Latest | = |

Folders Mame | Size | Date Modified
B ﬂ Backup Server —a Second Yirtual Hard Disk vhdx 4,096 ... 201302504 15:22:47
= 5 & wi 2-tw-c1-02 [ = WinXP whid 1,478, 2013501731 18:02:12
= 2 wWinxP
o B s Virtual Hard Disks
w4 virtual Machines
- 5] Host cormponent

[F= Restorefiles to
) Original location

® Alternate location : | C-\Usersiadministrator w1 2HVCL | Change %

| 4 Previous || StartRestore b | Cancel 8

4.  Click [Change] to select the location where the virtual disk should be restored.
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5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, open Hyper-V Manager from Server
Manager by right clicking on the server pool.

& Server Manager

Tools

@ F

Manage

Server Manager * Hyper-V

SERVERS

I&% Dashboard Al servers | 1 tatal TASKS ¥
i Local Server — — —
- Filter p B ET &
BE All Servers

WE File and Storage Services P Server Name  IPvd Address Manageability Last Update Wind

B Hyper-v bt B nacacaanacacs
Add Roles and Features

Shut Down Local Server

2/4/2013 4:42:14 PM 00183

sae Performance counters not started

Computer Management

Wincows PowerShell
Configure NIC Teaming

Configure Windows Automatic Feedback

Add other servers in the cluster to the server pool

EVENT

Update Cluster

All even

Hyper-V Manager

Filter|

Server,

[

Start Performance Counters

Refresh

Copy

Log

Microsoft-Windows-Hyper-V-VMMS-Admin

W12-HV-CL-02 15266
W12-HV-CL-02_ 27262
<

Microsoft-Windows-Hyper-V-VMMS  Microsoft-Windows-Hyper-V-VMMS-Admin
Microsoft-Windows-Hvoer-V-VMMS _Microsoft-Windows-Hvoer-V-VMMS-Storae
n

(w)

Date and Time

2/412013 42288l

2/4/2013 324

2/4/2013 324~
>

7. Under Virtual Machines, powers down the corresponding virtual machine to be
restored to.

8.  Select [Setting] to add the restored virtual disk to the VM.

9. Select [Add Hardware], [SCSI Controller] and press the [Add] button.
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(v v 4 » |G

# Hardware ~

ﬂﬂ Add Hardware

1A E10S You can use this setting to add devices to your virtual machine,
Bk From CD

I [Memory
512 MEB
= R Processor
1 Wirtual processor
[= I IDE Controller 0
& Hard Drive

WinkP_60570855-EDaD-4...
= B IDE Contraller 1

‘9 DYD Drive Yol can increase the storage available to a virkual machine by adding a SCSI contraller
Physical drive D: and attaching virtual hard disks to it, & SCSI controller reguires integration services in
' the guest operating system. Do not attach a system disk bo a SCSI controller. Syskem
# Hard Drive

disks must be attached to an IDE controller,
Second Yirtual Hard Disk.yv...
B 5CSI Contraller
[E] [H] Metwork, Adapter
InteliR) PROJ 1000 MT Metwork, .

T comi

Mane

T comz
Mane

L) Disketts Drive
Mane

Select the devices vou want to add and click the Add button.
roller

Metwark Adapker

Legacy Mebwork Adapter

Fibre Channel Adapter

RemoteFy 30 Yideo Adapter

Managemenkt

m Mame
WiniP

@ Inkegration Services
Al services offered

13| Snapshat File Location
CClusterStoragelvolume2in, ..

aé Smark Paging File Location
ChClusterStoragelYolumeZin, ..

| | Cancel | |

10. Select [Hard Drive] and press the [Add] button.

Mindtime Backup 343
B.V.



Mindtime
Backup

Mindtime Online Backup Manager
User’s Guide

11.

|Win(e

v 4 » |G

# Hardware

4}ﬂ Add Hardware
1k BIOS
Biook From CD

I [Memory
512 ME

= R Processor
1 Wirtual processor

= i IDE Contraller 0
@ Hard Drive

= I IDE Controller 1
% DVD Drive
Physical drive Dt
—a Hard Drive

B 5CSI Contraller
SCSI Controller
[E] [H] Metwork, Adapter

T comi

Mane

T comz

Mane

k) Diskette Drive
Mane

Managemenkt

WinsP_oD570855-EDAD-4...

Second Yirtual Hard Disk.yv...

InteliR) PROJ 1000 MT Metwork, .

m Mame
WinEP

@ Inkegration Services
Al services offered

13| Snapshat File Location

aé Smark Paging File Location

A ClusterStoragelYolume2in, ..

B SCSI Controller

You can add hard drives ko vour SCSI controller or remove the SCSI controller from the
wirtual machine.

Click Add ta add a new hard drive ta this SCSI contraller,

You can configure a hard drive to use a virtual hard disk or a physical hard disk after
you attach the drive to the controller.

To remove the SCSI controller From this virtual machine, click Remove, Al virtual hard

disks attached to this controller will be removed but not deleted.

| | Cancel | |

Select the corresponding [Controller] and [Location] setting.
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(Wi v 4 » |G
# Hardware
4"‘@_ Add Hardware

1 BIOS ¥iou can change haw this virtual hard disk is attached ko the virtual machine, IF an
Boot from CD operating syskem is installed on this disk, changing the attachment might present the
ok from wirtual machine From starting.
[
5?2?\;; Controller: Lacation:

H R Pracessar SCSI Controller v | |D {in use)
1 Wirtual processor

= I IDE Contraller O ‘ou can compack or convert a virtual hard disk by editing the associated File,
—# Hard Drive Specify the Full path ta the fils,
WinxP_a0570855-EDab-4... ® Wirkual hard disk:
(= [E IDE Controller 1 | |
4 DVD Drive
Physical drive D: Mew | | | | Inspeck | | Erowse. .. |
a Hard Drive

Second Yirtual Hard Disk.y... () Physical hard disk:
B 5CSI Contraller

i Hard Drive

Media

Disk 1 1,98 GE Bus 0 Lun O Target 0
= & SCSI Controller | g |
& Hard Drive

0 If the phwsical hard disk wou want to use is not lisked, make sure that the

< file disk is offline, Use Disk Management on the physical computer to manage
B lH] Metwork Adapter physical hard disks.

Intel{R} PROY 1000 MT Metwork. ..

Ta remave the virtual hard disk, dlick Remaowve, This disconnects the disk but does not
@ COM 1 delete the associated file,
[one

17 comz
Tone

Diskette Drive
Maone

# Management
I Mame
WinwP
|:’_:'| Inkeqration Services
All services offered
@_:'I Snapshot File Location

| | Cancel | |

12.  Under Media, select [Browse] and browse to the newly restored virtual disk file.
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T | 0 <« Hyper.. » Virtual hard disks v 0‘ | Search Wirtual hard disks P |

Organize v  New folder = - [ @

& Micrasoft Managei Marne Date modified Type
— second Yirtual Hard Disk 2/42013 3122 PM Hard Disk
3r Favarites
B Desktop
& Downloads
(E_.-ﬂ Recent places

= Libraries

@ Docurmnents
Jl Music

[ Pictures
B videos

M Computer v <] |

File narme: || v| |‘u"ir‘tual hard disk files

| Open | | Cancel

13.  Start the virtual machine.

15.3 Backup virtual machines running on Hyper-V Server
2008/2008 R2 (cluster environment)

15.3.1 Requirements and recommendations
Please ensure that the following requirements are met by all Hyper-V cluster nodes:
1 MindtimeOBM version 6.13 or above is installed on all Hyper-V cluster nodes.
2. The Hyper-V management tools are installed on all Hyper-V cluster nodes.

3. Consider increasing the JVM (Java Virtual Machine) memory allocation to improve
performance of the backup operation.

4. It is recommended that the temporary directory have disk space of at least 50% of
the largest sized virtual machine to be backed up.

5. For backup of virtual machine with snapshot, backup of the whole VM instead of
individual disk is highly recommended.
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6.

Special attentions must be paid to the license requirement for backup of all VM in
the cluster. Refer to the following section. for details.

The current virtual hard disk specification limits the size of a virtual hard disk to be
2040 GB (2 TB), which can fit a volume of size 2040 GB minus 2 MB.

For details, please refer to:

http://blogs.technet.com/b/ranjanajain/archive/2010/03/23/virtual-hard-disk-
vhd-architecture-explained.aspx

http://technet.microsoft.com/en-us/library/dd183729%28v=ws.10%29.aspx

Scheduled backup is required, as all the MindtimeOBM on different Hyper-V
cluster nodes will base on the scheduled backup time to activate all the backups
at the same time, even all these Hyper-V cluster nodes are located at different
timezones. When the backup on all Hyper-V cluster nodes are finished, a single
email report will be generated.

Manual backup and seed load are not considered, as this will be considered as
individual Hyper-V backup not an Hyper-V failover cluster backup.

15.35.2 Limitations

The following are limitations of the MS VM backup module:

1 Virtual machines backed up with the MS VM backup module can only be restored
to the original Hyper-V server.

2. Backup of virtual machine with pass through disk (directly attached physical disk) is
not supported.

3. For virtual machine with snapshot, the restoration process for individual virtual disk
requires manual editing of VM configuration files.

In-depth knowledge on Hyper-V is required.

4. For backup of individual virtual disk, the restored virtual machine does not support
the reversion of previous snapshots, if the snapshot contains disks which are not
previously backed up by MindtimeOBM

5. The virtual machine cannot start up if the operating system virtual disk is not
restored.

6. MindtimeOBM installation on each node can only backup VMs owned by that
particular node.

7. When one of the MindtimeOBM is backing up the VMs on the Cluster Shared
Volume (CSV), other MindtimeOBM with VMs residing on the same CSV will wait
until the backup to finish, before it can continue to backup.
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15.3.3 License requirement to backup all virtual machines in a
cluster

As all the cluster nodes are using the same Hyper-V Server cluster backup set, for each
VM selected on the backup set, 1 add on module will be counted.

15.5.4 Overview

The following steps are performed during a backup job:

1.

2.

Connection from the backup client to the backup server is established.
Download the server file list from the backup server.

Commands are issued to the hypervisor to create snapshot (e.g. memory dump)
of the virtual machine with Volume Shadow Copy.

Important:
The corresponding virtual machine will be paused during the snapshot process,
and resume when the snapshot is completed.

Do not attempt to start the virtual machine while it is in the saving state. The
snapshot created may be invalid.

Furthermore, the corresponding virtual machine uptime will also be reset to
00:00:00 in the Hyper-V Manager

After generating all files, the files are copied to the temporary spool path and
upload to MindtimeOBS.

Commands are issued to the hypervisor to remove the Volume Shadow Copy
snapshot created.

Backup completed successfully.
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15.3.5 How to backup Microsoft virtual machines in cluster
environment

Refer to the following instructions to backup VM running on Microsoft Hyper-V Server
in cluster environment:

1 Install MindtimeOBM on all Hyper-V cluster nodes.

2. Login to the backup application’s user interface.

m Mindtime Online Backup Pro Mana... EI =] @ m Mindtime Online Backup Pro Mana... E = @
MMindtime Ml':’lindtime
aBackup al\Backup

Login Mame : Login Mame :

Password Password :
[Tl save password [~] Save passwaord
@ Forgot your password? @ Forgot your password?
OK Cancel B | [# Options ‘3 Language

English -

l:i] Backup Server
hitps | = | backupXX mindtime.nl b

‘ﬁg Proxy Setting
[l Use proxy to access the backup server

Type . ® Proxy
Sock
Address :
Port:
User Mame :
Password :

OK Cancel B = Options

3. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

4. Select [MS VM Backup] from the backup set type dropdown menu.
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MNew Backup Set Wizard E3

[ Backup Set

Mame | hyper-y

Type: M3V Backup

.. |MSS0L Serer Backup

Vi MICT\cQl Backup

:Oracle Database Server Backup
Systern State Backup
ShadowFrotect Systerm Backup

WS Windows Systern Backup

MS %M Backup
Whiweare Wi Backup

Iext »

Cancel &

5. Select [Microsoft Hyper-V Server 2008 R2 (Failover Cluster)].

Mew Backup Set Wizard

[ Backup Set
Mame | hyper-y
Type: M5 Backup

Fr .
Un Microsoft Wi Host

Version: [Microsoft Hypery Server 2008
Micrasoft Hyperv Server 2008

et »

Cancel B

6. Select [Next] to proceed.

7. In the backup source selection screen, select the virtual machine for backup.

To backup all VMs within the cluster setup, select all VMs listed.
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New Backup Set Wizard E3

E|31=33 Microsoft Hyper-V Server R2 (Failover Cluster)
= hefc HY-FC
=04 2 coshx-3-56
[ 8 cosfx3-56vhd
) d ubs2-3-58
- 3 w03r2-3-55
- [ 8 w03r2-3-55 whd

4 Previous Mext Cancel B

8. Alternatively, select individual virtual disk for backup by expanding the
corresponding VM sub tree.

New Backup Set Wizard E3

E|31=_*3I Microsoft Hyper-V Server R2 (Failover Cluster)
= 58 hwe-fo HY-FC
=] 5 cos5x-3-56
[ 8 cosfx3-56vhd
[ F ubs2-3-58

B0 5 w03r2-3-55

4 Previous Mext Cancel B

9. Configure a backup schedule for unattended backups (required).

Note:
Multiple backup schedules of different types can be configured for the same
backup set

10. Select an encryption setting for your backup set.

11.  Press the [OK] button to complete the configuration of backup set.
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12.  Scheduled backup will run automatically at the configured schedule time.

13.  Enter the password for the User Authentication for Windows.

hyper-y [ |[ General
|;J General [ Backup Set
Marme ;| hypear-y
y
Backup Source Type:  MS WM Backup
l'f Backup Schedule User Authentication for Windows
|[l - Domain . HV-FC
User Mame | Administrator
:! In-File Delta Pagssword ;| e
Retention Policy &2, Microsoft v Host

et s L Tl Version : Microsoft Hyper-y Server R2 (Failover Clusten

ty Extra Backup
r
¥, Local Copy

:t.;':;, Options

OK Cancel

14.  Click [Save Setting] button on the MindtimeOBM main screen to save the settings.

15. On the next Hyper-V node, open the MindtimeOBM and click on the same backup
set.

16. Make sure you have checked the checkbox of the “Run scheduled backup on this
computer.”
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Backup Setting
hyper-y x| 4| = Backup Schedule

|;J BremerE] v Fun scheduled backup on this computer
) Backup Schedule (Type: Daily)

Y Backup Source
l__'ff Backup Schedule
[eb Encryption
[}, In-File Delta
Retention Policy
@ Corrnand Line Tool
% Extra Backup
'1" Local Copy

'l_"i'-;a Options

Add Remove 7 Froperties -7

0K Cancel £

17.  Enter the password for the User Authentication for Windows.
18.  Click the [Save Settings] button on the MindtimeOBM main screen.
19. Repeat step 15 until all the Hyper-V cluster nodes are configured to run the

schedule backup.

Note:
Since 6.13.0.0 , MindtimeOBS/MindtimeOBM supports multiple computers to backup on
the same Hyper-V failover cluster backup set.
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15.35.6 How to restore Microsoft virtual machines in cluster

environment

Refer to the following instructions to restore VM running on Hyper-V in cluster

environment.

VM can be restored to the original location with the following condition:

. If the VM to be restored does not exist on the original hypervisor. The VM will be

restored as a new virtual machine.

i If the VM to be restored still exist on the original hypervisor. The existing VM will be

replaced by the backed up version.

Important:

Virtual machine backed up with the MS VM backup module can only be restored to the

original Hyper-V cluster node.

1 On the original Hyper-V cluster node, login to the backup application's user

interface.

m Mindtime Online Backup Pro Mana... EI [=] @
M Mindtime
a\Backup
Login Name :
Password

) Save passwaord
@ Forgot your password?

0K Cancel B | # Options

m Mindtime Online Backup Pro Mana... EI [=] @
M Mindtime
a\Backup
Login Mame :
Password

] Save password
@ Forgot your password?

‘3 Language
English -

Eﬂ Backup Server
hittps | = | backupXX mindtime nl b

ﬂﬂ Proxy Setting
[T Use proxy to access the backup server

Type : ® Proxy
Sock
Address :
Port :
User Name :
Password :

0K Cancel B | = Options

2. Select the [Restore] button and the corresponding backup set.
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R Restore

Flease selectthe hackup set

Backup Set

Mlext » Cancel &

Delete all files 17

3. Select the virtual machines to be restored and choose [Original Location] for
restore files to.

[Frestore B

Show files as of Job 0 (201100916 = | Latest = Filter [*
Folders ) MName Size Date Modified
El- & Backup Server -] Resource
B0 &8 HA-Test01 HA 2% Snapshots
S CEV-XP-Mode2 oo virtual Hard Disks
- S Initial Store = Wirtual Machines
= componentsxml 2B 20110916 13:07:26
=] weriters xml 10KE 201150946 13:07:26
Delete 10 lterms= per page ;. |50 - Page: (111 | ™

[E= Restorefilesto
® Original location

Alternate location =71

4 Previous Start Restore B Cancel £

Search =

Note:
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Select the Initial Store if you want to restore the Authorization Manager Security
(role based access control) settings.

4. Click the [Start Restore] button to begin the restore process.

5. User will be prompted if a virtual machine selected to be restored exist on the
hypervisor.

Replace ¥irtual Machine

The ¥itual machine "CSW-XP-Mode1" already exists.
] Replace existing virtual machine?

Applyto all ¥es b Mo 2

Important:
For restore of existing virtual machine (restoring a previous version), the existing
virtual machine will be removed before the restore process begin.

6. When the restore process is completed, the virtual machines will be restored to
the original hypervisor.

7. Open Hyper-V Manager, click Start, Administrative Tools and click Hyper-V
Manager.

[ ADSI Edit =] ———
8, Cormponent Services J
E'é' Cormputer Managerment .\_)

5 pata Sources (QDEC)
=

4 DFS Management

& DN

Q Ewvent viewer

csw-administrator

= _ Dacuments
&, Failaver Cluster Manager
&5 Fax Service Manager
- Compuker
24 File Server Resource Manager
¥ :
3y Group Palicy Management Patwork

Eﬁ Hy
ﬁ:‘lb_'g Internet Information Services {115} Man.
&Y i5CST Initiator

T Local Security Palicy

0# MPIo

=Y Manager

Caontrol Panel

Devices and Prinkers

IL?E‘::‘.I Performance Maonikar

Administrative Tools 4
&1 Prink Management
i:‘ Security Configuration Wizard Help and Support
Sl Server Manager
S Services ;I Run...
Fl Back. Windows Securiky

I |Search programs and Files @J Log off >|

8. Under Virtual Machines, right click on the newly restored virtual machine, select
[Setting].
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0. Modify settings which may be conflicting with other existing virtual machines (e.g.
network setting).

B settings for Csv-XP-Node2 [ =]
[csv-xp-tiade2 x4 b |G
# Hardware U metwork Adaprer

"LA Add Hardware

Al BI0S Specify the configuration of the network adapter or remove the network adapter,
Boot from CD Metwork:

[ Memry ILocaI Area Connection - Virtual Network, j
1024 ME

—MAC Address

D Processar
& Dynamic

1 Wirtual processor
= I} IDE Controller O " static

4Dri
- '—::aSr\l'-El;I-vl:Dde2_BCDBBEEB-E65. " lE _IF _IE _IE _IE _IE

= [Eil IDE Contraller 1
% DVD Drive
wrnguesk.iso
B SCSI Controller
@ X

[~ Enable spoofing of MAC addresses

[~ Enable virtual LAM identification

—YLAN IC

The YLAN identifier specifies the wvirtual LA that this virtual machine will use For all
network communications through this network adapter,

=

Ta remove the network adapter From this wirtual maching, click Remave.

[l Diskette Drive
Mare Remove |

# Management

iﬁ) Use a legacy network adapter instead of this nebwork adapter to perform a
L] Mame: "~ network-based installation of the guest operating system or when integration
CSY-AP-Hodez services are not installed in the guest operating system.
15 Integration Services
All services offered
1| Snapshot File Location
i Clusterstoraget Yolume3h CSY-x, ..
18 Automatic Start Actian
[one
18) Aubomatic Stop Ackion
Save

(o4 I Cancel By

10. Start the virtual machine afterward.

Important:
If the following error is displayed during the startup, please remove the Saved State

of the corresponding VM.

Hyper-¥ Manager E I

|0I An error occurred while attempting to start the
= selected wirtual machine(s).

ZE-rP-Model’ could not initialize,

an attempt to read or update virtual machine configuration
failed

- I See details
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11.

In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved
State], start the VM again afterward.

Connect. ..

Settings...

Skart

Snapshok

Expott...
Rename...

For any virtual disk that was not restored (e.g. original backup source did not

include all virtual disks configured for the VM).

Continue to the next steps for instruction to remove the missing virtual disk from
the virtual machine's configuration.

For original virtual machine with no snapshot

1.

2.

Open Hyper-V Manager.

Z ADSI Edit ]

o H Component Services

E'é' Compuber Management

E‘ Data Sources (ODEC)

% DFS Management

& DMS

4] Event viewer

-3_’2);‘ Failover Cluster Manager

5 Fax Service Manager

é‘g File Server Resource Manager

_.E-{‘ aroup Policy Management

E{i Hyper-4 Manager

W Inkernet Information Services (15) Mar.
&% i5CSI Initiator

5)_:_-I Local Security Palicy

08 MPIC

@:f_. Performance Monitor

&'\ Prink Managernent

i:'_ Security Configuration wizard

Sl SErver Manager

S Services

[

csy-administrakor

Documents

Computer

Metwiork

Conkrol Panel

Devices and Printers

Adminiskrative Tools

Help and Support

Rur. ..

1 Back.

Windows Security

I |Search programs and Files

l[_]_"J Log off Pl

Under Virtual Machines, right click on the newly restored virtual machine, select

[Setting].
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3. For each virtual disk that was not restored, remove the corresponding [Hard Drive]
setting from [Hardware].

BB Settings for 20110819_WinXP_Pro (1.102) =
|20110819_winxP_pra (1.102) ]l 4 b |G
# Hardware = s Hard Drive
"LA Add Hardware
M| BIOS Wou can change how this wirtual hard disk is attached to the virtual machine. IF an
o Boot F . operating system is installed on this disk, changing the attachment might prevent the
ook fram wvirtual machine From starting.
[
smary Controller: Location:
1024 MB _
D Frocessor IDE Controller 0 LI Il {in use) LI
1 ¥Wirtual processor —Media
= [E IDE Conkroller O ¥ou can compact or convert a virkual hard disk by editing the .vhd file, Specify the
(@ Hard Drive full path ko the File.
20110519 _WinsP_Pro_47C. .. & virtual hard disk {.vhd) Fils:

IG:'l,Hyper—\-"l,Export'l,ZDl 10819 _WinxP_Pro {1, 102)\virtual Hard Disks\Second VYirtual |

X Mew I
% DVD Drive

Mone ) Bhysical hard disk:
& SCSI Controller lﬁ
-
Metwork adapter

w

Edit Inspect Erowse. ..

Local Area Connection - irtual ... 'Zﬂi- If the physical hard disk you want to use is not listed, make sure that the

L ? COoM1 - diskis offline. Use Disk Management on the physical compuker ko manage
Mone physical hard disks.

3 comz
Hane To remove the virtual hard disk, click Remove. This disconnects the disk buk does naot

delete the . vhd file.

i Diskette Drive

Mone Remowve |

# Management

L] Mame

20110619_WinxP_Pra (1.102)
_“_‘ Integration Services

All services offered

1% Snapshat File Location
G Hyper-viExporth 20110819, ——

1P Automatic Start Action

Restart if previously running LI

oK I Cancel Apply

4, Start the virtual machine afterward.

Important:
If the following error is displayed during the startup, please remove the Saved State
of the corresponding VM.

Hyper-¥ Manager E |

|8I An error occurred while attempting to start the
= selected virtual machine(s).

'CSY-xP-Model’ could not initialize.

An atkempt to read or update virkual machine configuration
Fail=d

j See details

In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved
State], start the VM again afterward.
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Backup

Conneck. ..

Setkings. ..

Skarkt

Snapshok

Expork...
Renarne. ..
Delete

Help

For original virtual machine with snapshot

1. Locate the virtual machine's folder location on the Hyper-V server.

Important:

Serious problem may occur if the configuration files are incorrectly modified; it

may prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on

Hyper-V.

2. Stop the Hyper-V Virtual Machine Management service.

q Services =]
File  Action WView Help
e |[mEHc=|HE > = 0 ®»

£ Services (Local) Mame = | Diescripkion | Skakus | Starkup Type | Log On As ;l

£k Function Discovery Resource Publication Publishes k... Manual Local Service

“ChGroup Paolicy Client The servic...  Started Autamatic Local System

“ChHealth Key and Certificate Management Provides ..., Manual Local System

“ChHuman Interface Device Access Enables ge. .. Manual Local System

£k Hyper-¥ Image Management Service Provides I, Started Autarmnatic Local System

Metworking Management Service Provides H Started Aukomatic Local System

gement I d

“CLIKE and AuthIP IPsec Keying Modules The IKEEX... Manual Local Syskem

“ChInteractive Services Detection Enables us. .. Manual Local System

Sk Internet Connection Sharing (ICS) Provides n... Disabled Local System

SELIP Helper Provides tu.,. Started Autamatic Local System

“EhIPsec Palicy Agent Inkternet Pr... Manual Metwark 5.,

“ChKEmPim For Distributed Transaction Coardinator Coordinate. .. Manual Metwork 5.

“ChLink-Layer Topology Discovery Mapper Creates a ... Manual Local Service

“ChMicrosoft MET Framework NGER w2.0.50727 _X64 Microsoft ... Disabled Local System

“ChMicrosoft \NET Framewark NGEM w2.0,50727 K86 Microsoft ..., Disabled Local Syskem

“ChMicrosoft \NET Framewaork NGEM w4.0,30319 _X64 Microsoft ..., Automatic (0., Local System

“ChMicrosoft \NET Framewaork NGEM w4.0,30319_X86 Microsoft ..., Automatic (0., Local System

“ChMicrosoft Fibre Channel Platfarm Registration Service Registers k... Manual Local Service

&k Microsoft iSCSI Initiakor Service Manages L.. Manual Local System

“ChMicrosoft Saftware Shadow Copy Provider Manages 5...  Started Manual Local System

“ChMultimedia Class Scheduler Enables rel... Manual Local System

».‘,(?;Net.Msmq Listener Adapter Receives a... Disabled Metwark 5.,

25k Met Pipe Listener Adapter Receives a... Disabled Local Service

5k Net, Tep Listener Adapter Receives a.., Disabled Local Service

“ChMet. Tep Part Sharing Service Provides a... Disabled Local Service
“EhMetlogan Maintains a... Manual Local System LI

Extended A, Standard
|
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3. Remove the corresponding entry from the Virtual Machine configuration S{VM-
GUID}.xml file.

Open the corresponding S{VM-GUID}.xml file at the following location with a
text editor.

S{VM-Location}\Virtual Machine\S{VM-GUID}.xml

Locate the line of all non existing VHD.

<controllerO>
<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine
Name\Virtual Hard Disks\Name_GUID.avhd</pathname>
<type type="string">VHD</type>
</drive0>

<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual

Hard Disks\Second_Disk_GUID.avhd</pathname>
<type type="string">VHD</type>
</drivel>
</controller0>

* Modify the line from:

<type type="string">VHD</type>

To

<type type="string">NONE</type>

<controllerO>

<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual

Hard Disks\Name_GUID.avhd</pathname>
<type type="string">VHD</type>
</drive0>

<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual

Hard Disks\Second_Disk_GUID.avhd</pathname>
<type type="string">NONE</type>
</drivel>
</controller0>
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* Save the changes afterward.

4. Remove the corresponding entry from the Snapshot configuration S{GUID}.xm!
file.

» Open the corresponding snapshot's S{GUID}.xml file at the following location
with a text editor.

S{VM-Location}\Snapshots\S{GUID}.xml

* Locate the line of all non existing virtual disk.

<controllerO>
<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name_GUID.vhd</pathname>
<type type="string">VHD</type>
</drive0>
<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second_Disk_GUID.vhd</pathname>
<type type="string">VHD</type>
</drivel>
</controller0>

* Modify the line from:
<type type="string">VHD</type>
To

<type type="string">NONE</type>

<controllerO>
<drive0>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Name_GUID.vhd</pathname>
<type type="string">VHD</type>
</drive0>
<drivel>
<pathname type="string">D:\Hyper-V\Virtual Machine Name\Virtual
Hard Disks\Second_Disk_GUID.vhd</pathname>
<type type="string">NONE</type>
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</drivel>
</controllerO>
* Repeat the same step for each snapshot.
5. Start the Hyper-V Virtual Machine Management service.
q Services =]
File  Action View Help
L A s ENEIENN B D
©-, Services {Local) Marne  ~ I Descripkion I Status I Starktup Tvpe I Log On As I ;I
G Function Discovery Resource Publication Publishes k... Manual Laocal Service
5k Group Palicy Clisnt The servic.,,  Started Aukornatic Local System
“EhHealth key and Certificate Management Provides X.... Manual Local System
Gl Hurman Inkerface Device Access Enables ge. .. Manual Lacal System
&k Hyper-¥ Image Management Service Provides I...  Started Autornatic Local System
“EhHyper-y Networking Management Service Started Aukomatic Local System

* & ual i & Management
{CRIKE and AuthIP IPsec Keying Modules
-.‘,(?;Interactive Services Detection
Gk Inkernet Connection Sharing (1CS)
{ELIP Helper
“EhIPsec Policy Agent
G KEmRm For Distributed Transaction Coordinator
S hLink-Layer Topology Discovery Mapper
».‘,(?;Microsoft MET Framework NGEM +2.0,50727 %64
“ChMicrosoft MET Framework NGEM +2,0,50727 _{86
“ChMicrosoft MET Framework NGER w4.0,30319_X64
».‘,(?;Microsoft MET Framework NGEM v4.0,30319_%36
“C}Microsoft Fibre Channel Platform Registration Service
&k Microsoft iSCSI Initiator Service
».‘,(?;Microsoft Software Shadow Copy Provider
“ChMultimedia Class Scheduler
5 Nek.Msmq Listener Adapter
‘51 Met.Pipe Listener Adapter
Gl Mek. Tep Listener Adapter
5 hNet. Tep Port Sharing Service
&k Netlogon

Provides H...

Enables us. ..

Provides n...
Provides tu...
Internet Pr...
Coordinate, ..
Createsa...
Microsoft ...
Microsoft ...
Microsoft ...
Microsoft ...
Reqisters k...
Manages I...
Manages s...
Enables rel...
Receives a..,
Receives a...
Receives a..,
Provides a...
Maintains a...

Starked

Starked

Aukomatic
Manual
Manual
Disabled
Automatic
Manual
Manual
Manual
Disabled
Disabled
Automatic (D...
Automatic (...
Manual

Manual

Manual

Manual
Disabled
Disabled
Disabled
Disabled
Manual

Laocal
Local System
Local Syskem
Local System
Local System
Metwork 5...
Metwark 5...
Local Service

Local Syskem
Local System
Local System
Local Syskem
Local Service
Local System
Local Syskem
Local System
Metwaork 3...
Local Service
Local Service
Local Service
Local Syskem

Extended A Standard

6. Remove any existing snapshot.

Important:

The restored virtual machine does not support the reversion of previous snapshots

if they contain virtual disks not restored.
7. Start the virtual machine.

Important:

If the following error is displayed during the startup, please remove the Saved State

of the corresponding VM.

Mindtime Backup
B.V.

363




Mindtime Mindtime Online Backup Manager
Backup User’s Guide

Hyper-¥ Manager E |

I An error occurred while attempting to start the
= selected virtual machine({s).

'C5Y-%P-MNodel’ could not initialize,

fin atkempt to read or update virtual maching configuration
Failed

j See details

In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved
State], start the VM again afterward.

Connect, ..

Settings...

Skart

Snapshot

Export...
Rename. ..
Delete, .,

Delete Saved State..,

Help

15.3.7 How to restore individual virtual disk of Microsoft virtual
machines in cluster environment

Individual virtual disk can be restored to the original VM, or to be added to a new VM.
Important:
Serious problem may occur if the configuration files are incorrectly modified; it may

prevent the virtual machine from starting.

Please only perform the following procedures if you have in-depth knowledge on
Hyper-V.

15.3.7.1 How to restore individual virtual disk to the original VM

1 Open Hyper-V Manager.
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2.

3.

4.

Shutdown the VM to be restored to.

Login to the backup application’s user interface.

[ Mindtime Online Backup Pro Mana... EI = @
M Mindtime
a\Backup
Login Mame :
Password :

[ Save password
@ Forgot your password?

OK Cancel & 1+ Oplions

M RMindtime
a\Backup
Login Mame :
Password :

[] Save password
@ Forgot your password?

=3 Language
English

@ Backup Server
https | = | |backupX3 mindtime.nl

‘ag Proxy Setting
[Tl Use proxy to access the backup server

Type : Proxy
Sock
Address :
Port :
User Name :
Password

OK Cancel B = Options

|1 Mindtime Online Backup Pro Mana... EI = @

Select the [Restore] button and the corresponding backup set.

R Restore

Please selectthe hackup set

Backup Set

Delete all files 11

Mext » Cancel £
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5. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to [Alternation

location].
I_Ethestore
Show files as of Job © (2012701520 | = | |Latest - Filter [+
Folders Marne Size Date Modified
= 3 Backup Server || Second Yirtual Hard Diskyhd 1,048 . 201201520 11:30:01

E- O § 8 WIN-NZHDCAU G
-0 F 20110819_WinxP_
- @0 F% Snapshats

O s virlual Hard Dis

- B0 virual Machine:

= Sl Initial Store

An | 4
Delete 10 terms per page . a0 A Page: 111 | =

E= Restorefiles to
Qriginal location

® Alternate location | Chllsersidministrator Change &

Search & 4 Previous Start Restore B Cancel &

6. Click [Change]; select the directory path where the virtual disk was originally
backed up from.

7. Click the [Start Restore] button to begin the restore process.
8. Start the virtual machine after the restore process is completed.

Important:

If the following error is displayed during the startup, please remove the Saved
State of the corresponding VM.

Hyper-¥ Manager E |

|9| An error occurred while attempting ko start the
= selected virtual machine(s).

'CEV-%P-Model' could not initialize.

#n atkempt ko read or update virtual machine configuration
Failed

j See details
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In Hyper-V Manager, right click on the corresponding VM and select [Delete Saved
State], start the VM again afterward.

Connect. ..

Setkings. ..

Start

Snapshaok

Expart...
Rename...
Delete. ..

Delete Saved State. ..

Help

15.3.7.2 How to restore individual virtual disk to a different VM
Important:
Restore of individual virtual disk to a different virtual machine is only supported for

virtual disk with no snapshot.

1 Login to the backup application’s user interface.

|7 Mindtime Online Backup Pro Mana... [ = | & [1 Mindtime Online Backup Pro Mana... [ = | &
Mh’lindtime MMindtime
a\Backup a\Backup

Login Mame : Login Mame :

Password Password :
"] Save password "] Save password
@ Forgot your password? @ Forgot your password?
OK Cancel B8 |+ Options ‘= Language

English -

[i] Backup Server
hitps | = | |backupXX mindtime.nl h

‘ﬂﬂ Proxy Setting
[ Use proxy to access the backup server

Type: ® Proxy
Sock
Address
Port
User Name:
Password

OK Cancel B = COptions
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2. Select the [Restore] button and the corresponding backup set.

Please selectthe backup set

Backup Set

Delete all files I

MNext > Cancel &

3. Select [Alternate location], then select the virtual disk to be restored.

Restore of individual virtual disk is only supported for restore to [Alternation

location].
Show files as of Job © | 201201720 | = | | Latest Filter [+
Folders Size Date Maodified

B & Backup Server
-0 B& WIN-NZHDCAUGN I
-0 2 20110818_WinxP_
- 3% snapshots
- Ls/Virtual Hard Dig
-3 Wirtual Machine:
M- E Initial Store

A= >
Delete 11

% Restore files to
Criginal location

® Alternate location ;| Ciallsersiddministrator

Search =

|| Second Yirtual Hard Diskvhd

A

1,048, 201201520 11:30:01

lterms per page : |50 - Page: [1/71 | =

Change %

Previous Start Restore B Cancel &
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4. Click [Change] to select the location where the virtual disk should be restored.

5. Click the [Start Restore] button to begin the restore process.

6. When the restore process is completed, open Hyper-V Manager.

' ADSI Edit

. Component Services

E'é' Cornputer Managemnent
@ Data Sources (ODBC)
J__ DFS Management

& ous

@ Event Wiewer

3_=iau Failowver Cluster Manager
&5 Fax Service Manager

é‘p File Server Resaurce Manager

&, i5CSI Initiator

5}_:_nI Local Security Policy
Z# MPIO

I@F Petrformance Monikor
&'\ Prink Managernent

i:‘ Security Configuration Wizard

ila Server Manager
. Services

=] o

csy-administrator

Documents

Cormputer

Mebwork:

Contral Pane|
Devices and Printers

Adminiskrative Tools

Help and Suppork

=| Run..

Ll Back

Windows Security

I |Search pragrams and Files

l!_]_‘J Lag off Pl

7. Under Virtual Machines, powers down the corresponding virtual machine to be

restored to.

8. Select [Setting] to add the restored virtual disk to the VM.

9. Select [Add Hardware], [SCSI Controller] and press the [Add] button.

Mindtime Backup
B.V.

369



Mindtime
Backup

Mindtime Online Backup Manager

User’'s Guide

Bl settings for 20110819_WinXP_Pro (1.102)

|20110819_Win><P_Pr0(1.102) Ll q4 b |G

IS= E3

|ﬁ Hardware = é-:‘ Add Hardware

= EE IDE Contrallar 0
() Hard Drive
20110819_Win<P_Pro_D29,..
(a Hard Drive
Second Wirkual Hard Disk_E. ..
= [ IDE Conkraller 1

0 Metwork dapter
Local Area Connection - Wirkual ...
= comi
[Mone
= comez
Mone
[ Diskette Drive
Mone
# Management

\L| Mame
20110819_Win%P_Pra (1.102)
.i. Integration Services
all services offered
1% | Snapshot File Location
GHiHyper-WExporti20110819_,,, —
1) Automatic Start Action
Restart if previously running ;I

[ o ]

A BIOS ‘ou can use this setting to add devices ko wour wirtual machine,
- Eoot from CD Select the devices you want ko add and click the Add button.
il raernory

1024 ME Metwork sdapter
D PrDFBSSDV Legacy Metwork Adapter

1 ¥irtual processor RemateFy 30 Video Adapter

Cancel

Add

‘You can attach wirtual hard disks to a SCSI controller to increase the amount of storage
available ko a wirtual machine. Install the integration services in the guest operating

) DVD Drive system ko improve perfarmance when using storage attached to a SCSI controller. Do
Mone nok attach a system disk ko a 5CSI controller, & wirtual hard disk that contains an
Wi 5CSI Contraller operating swskem must be attached to an IDE controller.

Apply

10.  Select [Hard Drive] and press the [Add] button.
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11.

B& Settings for 20110819_WinXP_Pro (1.102)

SIS E3

|20110319_WinxP_Pm(1.102) j 4 b |G

# Hardware
‘r:_ add Hardware
1A BIOS
Book From CO
5 zrninry
1024 MB
D Processar
1 Wirtual processor
= EE IDE Controller 0
(@ Hard Drive
20110819_WinxP_Pro_D29...
(@ Hard Drive
Second Yirkual Hard Disk_E. ..
= E IDE Controller 1
% D%D Drive
one
¥ 5CSI Controller

F3 SCSI Controller

U Network Adapter
Local Area Connection - Yirbual ..
oMt
Mone
oMz
Mone
[l Diskette Drive
Mone

# Management
L Mame
20110319 _\WinkP_Pro (1.102)
.i. Inteqgration Services
All services offered

13| Snapshot File Location
& Hyper-YiExportl 20110819 _, .,
5 Automatic Start Action

-

[

[ 5CSI Controller

You can add hard drives to vour SCSI contraoller or remove the SCSI controller From the
machine.

Click on the Add button to add a new hard drive ko this SCSI controller,

Add

You can configure a hard drive to use a virtual hard disk or a physical hard disk after
you attach the drive ko the controller.

To remove the wirtual storage adapter From this wirkual machine, click Remove
Controller, All virtual hard disks attached to this contraller will be removed buk nok
deleted.

Remowe Conkraller |

Ok I Cancel Apply

Select the corresponding [Controller] and [Location] setting.
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Bl settings for 20110819_WinXP_Pro (1.102)

[z0110819_winxp_Pro (1.102)

IS= E3

Xl 4 b |G

# Hardware

-

":_ Add Hardware
il BI0S
Book from CD

il raernory
1024 ME

D Processor
1 Virtual processor

= EE IDE Contrallar 0
() Hard Drive

(& Hard Drive

= [ IDE Conkraller 1
) DVD Drive
Mone
®#l SCSI Contraller
= ¥} SCSI Controller

(_w Hard Drive
<file =

W Metwork adapter

= comi
Mone

" comez
Mone

= Diskette Drive
Mone

# Management

20110819 _WinkP_Pro_D29...

Second Wirkual Hard Disk_E. ..

Local Area Connection - Wirkual .,

\L| Mame
20110819_WinXP_Pro(1.102)
_“_‘ Integration Services
Al services offered

1% | Snapshot File Location

(_w Hard Drive

‘fou can change how this wirtual hard disk is attached to the virtual machine. If an
operating sysktem is installed on this disk, changing the attachment might prevent the
wvirtual machine Fram starking.

Controller: Location:

SCSI Controller LI I 1 LI

—Media
¥ou can compact or convert a virtual hard disk by editing the .vhd file, Specify the
full path to the file.

& virtual hard disk {,vhd) File:

Tlew | Edlit Inspect | Erowse. .. I

£ Physical bard disk:
| If the physical hard disk vou wank to use is not lisked, make sure that the

disk is offline. Use Disk Management on the physical computer ko manage
phrysical hard disks.

To remove the wvirtual hard disk, click Remove. This disconnects the disk but does not
delete the . +hd file.

Remove |

(o] Cancel Apply

12.  Under Media, select [Browse] and browse to the newly restored virtual disk file.

G‘\ )vl .~ Computer - Server (Fi) = Restore + w [‘i]]l Search Restore

Organize *  New folder

= e
Microsoft Managemel™ |

- Favorites
PR Deskiop
4 Downloads

=l Recent Places
- Libraries

1M Computer
&5 08_R2(Cn

w Server (Fi) s

4

| i

File narme: | Secand Virtual Hard Disk.vhd | |virtual hard disk files (*whd;*, =]

Open I Cancel |

4
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13.  Start the virtual machine.
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16Backup / Restore Microsoft Exchange Server

This chapter describes in details how to backup and restore Microsoft Exchange Server
with MindtimeOBM.

16.1 Supported versions

Please refer to FAQ: Mindtime Requirements for the supported versions.

16.2 Backup Microsoft Exchange Server 2003 / 2007

16.2.1 Requirements and recommendations
Please ensure that the following requirements are met by the MS Exchange server:
1 MindtimeOBM is installed on the MS Exchange server.

2. The Exchange databases selected for backup will be temporarily spooled to a
temp directory before being uploaded to the backup server.

It is recommended that the temporary directory have disk space of at least 120% of
the total database size (e.g. total size of all .edb files found within the MS Exchange
Server installation folder).

3. It is recommended that the temporary directory be configured on a local drive.

4. For Exchange server with Active Directory installed, a System State backup must
be performed regularly with the MS Exchange server backup.

16.2.2 Overview

For a complete Exchange server backup, backup for the following components must be
performed:

System State
For Exchange server with Active Directory installed, as part of the restore, the system

state of the server must also be restored.

Running regular system state backups of the Exchange is therefore crucial, as it ensures
that the system state data is synchronized with the Exchange database data.

Information Store (Exchange 2003 / 2007)
The Information Store of Exchange 2003 and 2007 contains both mailbox store and
public folder store data.
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The server stores data into two files - .edb and .stm file that forms an Exchange store

repository.

The default mailbox store on an Exchange 2003 server uses filename Privl.edb and
Privl.stm; the default public folder store uses the filename Publ.edb and Publ.stm.

The .edb file contains tables that hold metadata for all e-mail messages and other items
in the Exchange store, while .stm stores native Internet content.

16.2.3 How to backup Microsoft Exchange Server 2003 / 2007

Refer to the following instructions to backup Microsoft Exchange Server 2003 or 2007:

1 Install MindtimeOBM on the MS Exchange Server.

2. Login to the backup application’s user interface.

m Mindtime Online Backup Pro Mana... E\ = @
M RMindtime
alBackup
Login Mame :
Password :

] Save password
@ Forgot your password?

OK Cancel B [#| Options

m Mindtime Cnline Backup Pro Mana... EI =] @
M Mindtime
a\Backup
Lagin Mame :
Passwaord :

] Save password
@ Forgot your password?

=3 Language
Enaglish -

[ Backup Server
https | = | |backupX{.mindtime.nl i

‘i= Proxy Setting
[T Use proxy to access the backup server

Type : Proxy
Sock
Address :
Port :
User Mame :
Password :

OK Cancel 8 = Options

3. Select the [Backup Settings| button and the button to start the New Backup Set

Wizard.

4. Enter the name of the backup set.

5. Create a MS Exchange Server Backup set by selecting [MS Exchange Server
Backup] from the backup set type dropdown menu.

6. Select the corresponding Exchange version from the version dropdown menu.
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New Backup Set Wizard

E; Backup Set
Mame : |Backup Set
Type : M5 Exchange Server Backup -

21 Microsoft Exchange Server

Wersion :  Microsoft Exchange 2000 Server post-5P3 -
Microsoft Exchange 2000 Server post-SP3 -
Microsoft Exchange Server 2003

Mlcrosnﬂ Exchange Sewerzﬂm =

Mext » Cancel E3

7. Select [Next] to proceed.
8. In the backup source selection screen, select the Information Store for backup.

Mew Backup Set Wizard Ed

= %’ Microsoft Exchange Server
=0 8 winzka
= .Lﬁ‘ Microsoft Information Store
EI ¥ g First Starage Group
o |l Mailbox Database
& [ @ Second Starage Group
“ B Public Folder Database

4 Previous Mext » Cancel E

9. Configure a backup schedule for unattended backups.
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Databose Backup Schedule Properties K3
Mame .  Database Backup Schedule
i] Backup
® Database
Lag File
& Tyoe
Weekly | =
Backup on the following day(s) every week
Sunday Monday Tuesday
Wednesday W Thursday Friday
Saturdary
@ Time
At -
Start: |21 > 00| ™
Stop . on completion (Full Backup)
Skip backup if previous job is still running
[8]74 Cancel E3
Menu Items Description
Name Enter a backup schedule name of your choice.
Backup Select backup type [Database / Log File].
Note:
Select database type for full database backup, or
select log file type for transaction log backup.
Type Select backup schedule type [Daily / Weekly /
Monthly / Custom].
Time Select backup schedule time type [At /

Periodically].

Note:

Select backup schedule time at to perform backup
at a certain time, or select backup schedule time
periodically to perform backup every X minutes /
hours.

Skip backup if previous job
is still running

Select whether to stop the backup job from
running if a previous backup job is still running.

10.

11.
Wizard].

Select an encryption setting for your backup set.

Press the [OK] button to complete the configuration of the [New Backup Size
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12.  Configure the temporary backup folder, select [Backup Setting], [Options].
Backup Setting
Backup Set | [ | o Dptions
|J EEEE] &‘; Tempaorary Directary far storing backup files
DiTemp Change @&
! Backup Source ¥ Remove termporary files after backup
l'ﬁ Backup Schedule [ Advanced Options
|:l. Encryption Transfer Block Size © (128 = kbytes
=
[ ). In-File Delta
Retention Policy
& Command Line Tool
f2. Eutra Backup
e, Local Copy
‘%ﬁj Options
DK Cancel &
Note:
The temporary directory can be set to a local or network path.
Please be reminded to fill in the [User Authentication for Windows] setting if a
network path is selected.
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Backup
Backup Setting

Backup Set - —| | General

|J General @; Backup Set

Mame: | Backup Set

Backup Source Type . M5 Exchange Server Backup

l'f Backup Schedule User Authentication for Windows

|1. . . Domain : Comain Mame

=5 Encryption

&= e User Mame : | administrator

j In-File Delta Password ;| =

& Retention Policy 50 Microsoft Exchanoe Server

Yersion : Microsoft Exchange Server 2007
| Command Line Tool

Extra Backup
%, Lacal Copy

W Options

(]74 Cancel £

For database specific backup type, data files spooled by the latest backup job can
be kept by disabling the [Remove temporary files after backup] option.
Cptions

E; Temporary Directory for storing backup files
DiTemp Change &

Remove temparary files after backup

[ Advanced Options
Transfer Block Size : 128 | = khytes

13.  Scheduled backup will run automatically at the configured schedule time.
14.  Click [Backup] button on the left panel to perform a backup immediately.
Backup Options

[ Backup Set
Backup Set -

fb Backup

® Database
Log File

Ok Cancel B [#H Options
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Menu Items Description
Backup Select backup type [Database / Log File].
Note:
Select [Database] type for full database backup, or
select [Log File] type for transaction log backup.
Important:

For Exchange server with Active Directory installed, a System State backup must be
performed regularly with the MS Exchange server backup.
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16.3 Restore Microsoft Exchange Server 2003 / 2007

Refer to the following instructions to restore Microsoft Exchange Server 2003 / 2007:
1 Prepare the operating system for the Exchange Server restore (if required).

Install the original version of Windows and Exchange Server (with the same level
of service pack installed as in the original system).

2. Restore Windows Active Directory (if required).

Restore the System State data from MindtimeOBS, and then restore the System
State using Ntbackup / WBAdmin.exe.

Refer to the "How to restore Windows System State” chapter for detailed
instruction.

3. Install MindtimeOBM (if required).

Refer to the Installing MindtimeOBM. chapter for details instruction.

4. Startup the [Microsoft Information Store] services from Windows Services.

5. Restore the Exchange database from backup; restore the database backup files
from the MindtimeOBS server.

Please ensure the directory structure is the same as it appears in the File Explorer:

-->[Restore Destination]

—————— >[Server]

—————————— >[Microsoft Information Store]
—————————————— >[First Storage Group]
—————————————————— >[Database]
—————————————————————— >Privl.edb
—————————————————————— >Privl.stm
—————————————————— >E0000001.log
-------------- >[Second Storage Group]
—————————————————— >[Public Folder Store(Server)]
—————————————————————— >Publ.edb
—————————————————————— >Publ.stm
—————————————————— >E0100001.log

If a different version of the database to be restored exists on the MS Exchange
server, please dismount it from the services using System Manager or Exchange
Management Console for MS Exchange 2003 and 2007 respectively.

6. Use the [ExchangeRestore32.exe / ExchangeRestore64.exe] file found from the
MindtimeOBM [bin] directory to restore the database.
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For 32bit MS Exchange installation:
S{OBM-Install-Home}\bin\ExchangeRestore32.exe

For 64bit MS Exchange installation:
S{OBM-Install-Home}\bin\ExchangeRestore64.exe

Example 1
For restore of all databases from backup data [E:\Backup] to an Exchange Server

named [win2k8] using the temporary directory [E:\Temp]
Backup data source = E:\Backup

Temp folder for restore process = E:\Temp

Exchange server name = Win2k8

The following command can be used:

Exchange server recovery - Example 1

C:\Program Files\MindtimeOBM\bin>ExchangeRestore64 DIR="E:\Backup”
TEMP="E:\\Temp" SERVER="win2k8"

Microsoft Exchange Server 2000/2003/2007 Backup Recovery Utility

[Start] Exchange Server - ‘'win2k8'
[Start] Service - 'Microsoft Information Store’
[Start] Storage Group - ‘First Storage Group'
[Start] Database - ‘Mailbox Database’
Restoring file 'C:\Program Files\Microsoft\Exchange Server\Mailbox\First
Storage Group\Mailbox Database.edb’ ...
[End] Database - 'Mailbox Database’
[Start] Restoring transaction log - 'First Storage Group'
Restoring Log File 'E:\Temp\restore.tmp\First Storage
Group\EOOOOOOB7CF.log' ...
Restoring Log File 'E:\Temp\restore.tmp\First Storage
Group\EOO0000B7DO.log" ...
Restoring Log File 'E:\Temp\restore.tmp\First Storage
Group\EOOOOO0O0B7D1.log' ...
[End] Restoring transaction log - ‘First Storage Group’
[Start] Applying transaction log ...
[End] Applying transaction log
[End] Storage Group - 'First Storage Group'
[Start] Storage Group - ‘Second Storage Group'
[Start] Database - 'Public Folder Database'
Restoring file 'C:\Program Files\Microsoft\Exchange
Server\Mailbox\Second Storage Group\Public Folder Database.edb’ ...
[End] Database - 'Public Folder Database’
[Start] Restoring transaction log - ‘Second Storage Group’
Restoring Log File 'E:\Temp\restore.tmp\Second Storage
Group\E0100004F10.log" ...
Restoring Log File 'E:\Temp\restore.tmp\Second Storage
Group\E0100004F11.log" ...
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[End] Restoring transaction log - 'Second Storage Group'
[Start] Applying transaction log ...
[End] Applying transaction log
[End] Storage Group - ‘Second Storage Group
[End] Service - 'Microsoft Information Store'
[End] Exchange Server - 'win2k8'

Mount the Exchange database afterward in System Manager for Exchange 2003
or Exchange Management Console for Exchange 2007.

Example 2
For restore of database name [mail] in storage group [SG5] from backup data

[E:\Backup] to an Exchange Server named [win2k8] using the temporary
directory [E:\Temp]

Backup data source = E:\Backup

Temp folder for restore process = E:\Temp

Exchange server name = win2k8

Database to be restored = [Mailbox Database] of storage group [First Storage
Group]

The following command can be used:

Exchange server recovery - Example 2

C:\Program Files\MindtimeOBM\bin>ExchangeRestore64 DIR="E:\Backup”
TEMP="E:\Temp" SERVER="win2k8" SERVICE="Microsoft Information Store"
STORAGE="First Storage Group" DATABASE="Mailbox Database"

Microsoft Exchange Server 2000/2003/2007 Backup Recovery Utility

[Start] Database - 'Mailbox Database’

Restoring file 'C:\Program Files\Microsoft\Exchange Server\Mailbox\First
Storage Group\Mailbox Database.edb’ ...

[End] Database - 'Mailbox Database’

[Start] Restoring transaction log - 'First Storage Group'

Restoring Log File 'E:\Temp\restore.tmp\First Storage
Group\EOOOOOOB7CF.log

Restoring Log File 'E:\Temp\restore.tmp\First Storage
Group\EOO0O000B7DO0.log

Restoring Log File 'E:\Temp\restore.tmp\First Storage
Group\EOOOOO0B7D1.log

[End] Restoring transaction log - ‘First Storage Group’
[Start] Applying transaction log ...
[End] Applying transaction log
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Mount the Exchange database afterward in System Manager (for Exchange 2003)
or Exchange Management Console (for Exchange 2007).

Repeat the same procedure for each database to be restored.

Note:
Verify under the Event Viewer if there is any error generated during the restore
process.

If the restore process failed with errors such as bad signature, or null error, the
backed up database file restored may be incorrect.

Please try to manually restore and mount the database and log files.

Mounting database file manually

9. Dismount the Exchange database using the System Manager for Exchange 2003,
or Exchange Management Console for Exchange 2007.
10. Copy all restored database and log files to the Exchange database folders.
Exchange 2003 default folder path is
S{Exchange-Install-Home}\MDBDATA
Exchange 2007 default folder path is
S{Exchange-Install-Home}\Mailbox\First Storage Group
S{Exchange-Install-Home}\Mailbox\Second Storage Group
11.  Initiate soft recovery mode by applying the transaction log file EOO to the
database.
Enter the following commands:
C:\Program Files\Microsoft\Exchange Server\Mailbox\First Storage
Group>eseutil /r e00
Extensible Storage Engine Utilities for Microsoft(R) Exchange Server
Version 08.01
Copyright (C) Microsoft Corporation. All Rights Reserved.
Initiating RECOVERY mode...
Logfile base name: e00
Log files: <current directory>
System files: <current directory>
Performing soft recovery...
Operation completed successfully in 0.813 seconds.
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12. Re

pair the database files by running the following commands:

C:\Program Files\Microsoft\Exchange Server\Mailbox\First
Group>eseutil /p "Mailbox Database.edb”

Extensible Storage Engine Utilities for Microsoft(R) Exchange Server
Version 08.01
Copyright (C) Microsoft Corporation. All Rights Reserved.
Initiating REPAIR mode...
Database: Mailbox Database.edb
Temp. Database: TEMPREPAIR3760.EDB
Checking database integrity.

Scanning Status (% complete)

0O 10 20 30 40 50 60 70 80 90 100

Storage

13.  Mount the Exchange database afterward in System Manager for Exchange 2003 or
Exchange Management Console for Exchange 2007.

14.  The restore of Exchange Server is now completed.
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16.4 Backup Microsoft Exchange Server 2010

16.4.1 Requirements and recommendations
Please ensure that the following requirements are met by the MS Exchange server:
1 MindtimeOBM version 5.5.8.0 or above is installed on the Exchange server.

For Exchange server 2010 with database availability group (DAG) backup option,
please refer to the next section for details.

2. Databases of the Exchange server are spooled to a temporary directory before
being uploaded to the offsite backup server.

It is recommended that the temporary directory have disk space of at least 120% of

the total database size (e.g. total size of all .edb files found within the MS Exchange
Server installation folder).

Since 6.11.0.0, the Exchange server 2010 backup will no longer required to spool
the database to the hard disk, however the VSS Exchange backup still requires
certain amount of disk space to operate. Microsoft suggested that some shadow
copy mechanism may required to reserve 100% of the original database.

Reference: http://msdn.microsoft.com/en-
us/library/exchange/aa579091%28v=exchg.140%29.aspx

3. It is recommended that the temporary directory be configured on a local drive.

4. For Exchange server with Active Directory installed, a System State backup must
be performed regularly with the MS Exchange server backup.

16.4.2 Overview

For a complete Exchange server backup, backup for the following components must be
performed:

Windows System State
For Exchange server with Active Directory installed, as part of the restore, the system
state must also be restored.

Running regular system state backups of the Exchange is therefore crucial, as it ensures
that the system state data is synchronized with the Exchange database data.

Microsoft Information Store (Exchange 2010)
The Information Store of Exchange 2010 contains the data, data definitions, indexes,
checksumes, flags, and other information that comprise mailboxes in Exchange.

Mailbox databases hold data that's private to an individual user and contain mailbox
folders generated when a mailbox is created for that user. A mailbox database is stored
as an Exchange database .edb file.
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Public folder databases contain the data, their definitions, indexes, checksums, flags,

and other information that comprise any public folders in your Exchange organization.

In Exchange Server 2010, public folders are an optional feature.

16.4.3 How to backup Microsoft Exchange Server 2010

Refer to follow the instructions to backup Microsoft Exchange Server 2010:

1.

2.

Install MindtimeOBM on the MS Exchange Server.

Login to the backup application’s user interface.

m Mindtime Online Backup Pro Mana... El =] @
M RMindtime
a Y Backup
Login Mame :
Password :

] Save password
@ Forgot your password?

OK Cancel B [# Options

m Mindtime Online Backup Pro Mana... EI =] @
M Mindtime
a\Backup
Login Name :
Passwaord :

|| Save password
@ Forgot your password?

= Language
English -

@ Backup Server
hitps | = | backupX{ mindtime nl i

ﬂg Proxy Setting
[ Use praxy to access the backup server

Type : Proxy
Sock
Address
Port:
User Name :
Password :
Ok Cancel B8 = Options

Select the [Backup Settings] button and the button to start the New Backup Set

Wizard.

Enter the name of the backup set.

Create a MS Exchange Server Backup set by selecting [MS Exchange Server Backup]
from the backup set type dropdown menu.

Select the corresponding Exchange version from the version dropdown menu.
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Mew Backup Set Wizard E3 I

E; Backup Set
MName : | Backup Set
Type .  MS Exchange Server Backup -

24| Microsoft Exchange Server

varsion ;. Microsoft Exchange Senver 2010 -
Microsoft Exchange 2000 Server post-SP3 -
Microsoft Exchanoe Server 2003

Mext » Cancel E3

7. Select [Next] to proceed.
8. In the backup source selection screen, select the Information Store for backup.

Mew Backup Set Wizard E3 I

E%’ Microsoft Exchange Server
=0 P Microsoft Information Store
B0 B aawe-RIETP-2
“ O | Public Folder
[i Mailbox Database 2125901992

4 Previous hext » Cancel E3

9. Configure a backup schedule for unattended backups.
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Marme : Backup Scheduls
i) Backup
- Full

Copy (does nottruncate the transaction
Incremental

Differential {does not truncate the transaction logs)

rej Type

Daily =

Backup everyday
@ Time
At
Start: |23 | > 00|~
Stop . on completion (Full Backup)
Skip backup if previous job is still running

oK =

logs)

Cancel &

Menu ltems

Description

Name Enter a backup schedule name of your choice.

Backup Select backup type [Full / Copy / Incremental /
Differentiall.

Type Select backup schedule type [Daily / Weekly /
Monthly / Custom].

Time Select backup schedule time type [At /

Periodically].

Note:

Select backup schedule time at to perform
backup at a certain time, or select backup
schedule time periodically to perform backup
every X minutes / hours.

Skip backup if pervious job
is still running

Select whether to stop the backup job from
running if a previous backup job is still running.

Further details on Backup Type:

Backup Type

Description

Full

Backup the databases, transaction logs,
checkpoint files and then truncates the
transaction logs.

Copy

Backup the databases, transaction logs,
checkpoint files but does not truncate the
transaction logs.
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Incremental Backup the transaction logs to record changes
since the last full or incremental backup and then
truncates the transaction logs.

Differential Backup the transaction logs to record changes
since the last full or incremental backup and
does not truncate the transaction logs.

10. Select an encryption setting for your backup set.
11.  Press the [OK] button to complete the configuration of the [New Backup Size
Wizard].
12. Configure the temporary backup folder, select [Backup Setting], [Options].
Backup Setting
Backup Set ||| = | Ontions
|J OemeEl |,’-"_~j- Termporan Directory for staring backup files
DiTernp Change %
Backup Source v| Remaove termparary files after backup
l'f Backup Schedule [ Advanced Options
hl Encryption Transfer Block Size : (128 | = kbytes
[, In-File Detta
& Retention Policy
@ Command Line Toal
B cutra Backup
¥, Local Copy
‘l‘_} Options
[8]74 Cancel B
Note:
The temporary directory can be set to a local or network path.
Please be reminded to fill in the [User Authentication for Windows] setting if a
network path is selected.
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Backup Setting

Backup Set = - General

|;J General [&; Backup Set

Mame : | Backup Set

Backup Source Type : M3 Exchange Server Backup

l“f Backup Schedule User Authentication for Windows

|l c i Diomain Domain Mame

=== Encryption

B 56 User Mame: | administrator

[ :j . In-File Delta FPassward ;| ==

& Retention Palicy 51 Microsoft Exchange Server
g “ersion © Microsoft Exchange Server 2007

a7 | Command Line Tool
)

% Extra Backup

r

. Local Copy

Wiy Options

Ok Cancel B

For database specific backup type, data files spooled by the latest backup job can
be kept by disabling the [Remove temporary files after backup] option.

Optionsg

i£5 Temporary Directory for staring backup fles
DiTermp Change %
Remaove temparary files after backup

[ Advanced Options
Transfer Block Size . 128 | = | khtes

13.  Scheduled backup will run automatically at the configured schedule time.
14.  Click [Backup] button on the left panel to perform a backup immediately.

Backup Options E

% Backup Set
Backup Set =

i] Backup

- Full

Copy (does not truncate the transaction logs)
Incremental

Differential {does not truncate the transaction logs)

[8]74 Cancel B #H Options

Menu Items Description

Backup Select backup type [Full / Copy / Incremental /
Differentiall.
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Further details on Backup Type:

Backup Type Description

Full Backup the databases, transaction logs, checkpoint
files and then truncates the transaction logs.

Copy Backup the databases, transaction logs, checkpoint
files but does not truncate the transaction logs.

Incremental Backup the transaction logs to record changes
since the last full or incremental backup and then
truncates the transaction logs.

Differential Backup the transaction logs to record changes
since the last full or incremental backup and does
not truncate the transaction logs.

Important:

For Exchange server with Active Directory installed, a System State backup must be
performed regularly with the MS Exchange server backup.
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16.5 Restore Microsoft Exchange Server 2010

Refer to the following instructions to restore Microsoft Exchange Server 2010:

1.

Prepare the operating system for the Exchange Server restore (if required).

Install the original version of Windows and Exchange Server (with the same level
of service pack installed as in the original system).

Restore Windows Active Directory (if required).

Restore the System State data from MindtimeOBS, and then restore the System
State using WBAdmin.exe.

Refer to the "How to restore Windows System State” chapter for detailed
instruction.

Install MindtimeOBM (if required).
Refer to the "Installing MindtimeOBM" chapter for detailed instruction.
Startup the [Microsoft Information Store] services from Windows Services.

Continue with the following sections for restore to the original Exchange server,
or to a new Exchange server.

Restore Exchange Database to Original Location

To restore Exchange database to the same Exchange server:

1

Login to the backup application’s user interface.

m Mindtime Online Backup Pro Mana... EI =] @ m Mindtime Cnline Backup Pro Mana... El =] @
Mmmdtime Mmmdtime
aBackup a\Backup
Login Mame : Login Mame :
Password Password :
"] Save password "] Save password
@ Forgot your password? @ Forgot your password?
OK Cancel B8 # Options 2 Language
English -

@ Backup Server
hitps | = | backupXXmindtime.nl -

(aﬂ Proxy Setting
[T Use proxy to access the backup server
Type : Proxy

Sock
Address:

Port:

User Name :
Password

OK Cancel B [= Options
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2. Click on the [Restore] button on the left panel.
3. Select the backup set to be restored, and [Next].
FRestore E3
Please selectthe backup set
Backup Set
Celete I Mext » Cancel &
4. Expand the server tree, select the database to be restored, and [Original Location]
for the [Restore files to] option.
I_ELIRestore
Show files as of Job : | 201110027 | = | Latest - Filter |+
Folders Mame Size Date Modified
= E Backup Server %] E0Q.chk S KB 20110922 20:01:145
E|I:| = Microsoft Exchange Server . E0000000SAA oo 1,024, 2011509113 14:07:45
=+ L Microsoft Infarmation Stare . E0000O00SAB.Iog 1,024 20011509722 20:01:148
E}I:I J QAWEM-RZETP-2 .| ENOOOONDSAC . log 1,024 201110/02 04:31:20
. Mailbox Database 21258 || EnODOO0OSAD log 1,024, 20111001 12:01:25
. E0000O00SAE.log 1,024, 20111019 19:47:27
. E00000O0SAF.log 1,024, 20111024 16:00:48
.| ENODOO0NOSED. Jog 1,024 200110027 12:09:31
.| ENODOO0OSE Jog 1,024, 2001110027 12:10:48
. E0000CO00SEZ.1og 1,024, 200110027 12:11:23
. E0Otmp.log 1,024, 200110027 12:11:23
|| Mailbox Database 2125901992 147 5. 2011007127 13:43:40
A hailbox Database 2125901992
Delete 10 lterns per page : |50 - Page: 171 | =
2 Restore files to
& Original location
Alternate location :
Search 9 4 Previous Start Restore B Cancel E
5. Press the [Start Restore] button to begin the restore process.
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6.

The restore process is now completed.

Restore Exchange Database to Alternate Location

To restore Exchange database to a new Exchange server:

1.

2.

3.

Login to the backup application’s user interface.

M RMindtime
al\Backup
Login Mame :
Passwaord :

] 3ave password
@ Forgot your password?

m Mindtime Online Backup Pro Mana... EI = IEI

OK Cancel B | # Options

M Plindtime
a\Backup
Login Mame :
Password :

7 Save password
@ Forgotyour password?

=2 Language
English

Eé] Backup Server
https | = | backupXX mindtime.nl -

‘ag Proxy Setting
[ Use proxy to access the backup server

Type : Proxy
Sock
Address :
Port:
User Mame :
Password

OK Cancel B = Options

m Mindtime Online Backup Pro Mana... EI = @

Click on the [Restore] button on the left panel.

Select the backup set to be restored, and [Next].
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Flease selectthe backup set
Backup Set
Delete 10 Mesxt —» Cancel £

4. Click on [Backup Server], select [components.xml] and [writers.xml] for restore.

Show files as of Job ;. (20011110027 | = | Latest - Filter |+
Folders Mame Size Date Modified
= B Backup Server [ = Microsoft Exchange Server
EID = Microsoft Exchange Server =] components.xml 4 KB 201110027 121212
F-J L Microsoft Infarmation Stare =] writers xml 20KE 2011M0/27 121212
Ao 3
Delete 11 Iterns perpage: (50 | » | Page: 101 |=
% Restore files to
Qriginal location
® Alternate location © | DARestare Change %
Search & 4 Previous Start Restore B Cancel £
5. Next, select the database to be restored, and select [Alternate location] and browse

to the restore destination folder.
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@Restore
Show files as of Job (201110027 | = | |Latest | v Filter [+
Folders Mame Size Date Modified
=- & Backup Server %] E0D.chk 8 KB 2011/09/22 20:01:15
E}-- = Microsoft Exchange Senver | E00000005AA log 024 20110084 314:07:45
=~ | Microsoft Information Store | EON000000SAE.log 024, 2011009522 20:01:14
Eh ; DAWEH-RZETP-2 | ENO00000SAC log 024, 201140/02 04:31:20

B~ | Mailbox Database 2125t/ || E00000005AD log
| E00OO00DOSAE log
|| EDDDOONOSAF log
|| ENODOONOSED.log
| E00OO00OSE log

024, 2011M0M1 12:01:25
D024, 20111018 18:47:27
024, 2011610/24 16:00:48
024, 201110/27 12:08:H
024, 2011M0/27 12:10:48
|| EN00DON05EZ.log 024, 201110727 12:11:23
|| E0Otrmp.log 024, 2011027 12:11:23
|| Mailbox Database 2126001992, 147,4.. 2011/07/27 13:43:40

1
1
1
1
1
1
1
1
1
1

o 3
Celete 17 lterms perpage : |50 - Page: 111 | =

B Restore files to
Crriginal location

® Alternate location: | DiRestore Change %
Search 4 Previous Start Restare P Cancel &
6. Please ensure the directory structure is the same as it appears in the File Explorer:

-->[Restore Destination]

--------- >[Microsoft Exchange Server]

————————— >[components.xml]

--------- >[writers.xml]

———————————————— >[Microsoft Information Store]
—————————————————————————————— >[Server Name]
—————————————————————————————————————— >[Database Name]

7. Use the [ExchangeRestore2010.exe] file found from the MindtimeOBM [bin]
directory to restore the database(s).

S{OBM-Install-Home}\bin\ExchangeRestore2010.exe

8. For restore of all databases from backup data [D:\Restore], the following command
can be used.

Exchange server recovery

C:\Program Files\MindtimeOBM\bin>ExchangeRestore2010 D:\Restore

9. The restore process is now completed.
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Alternative solution to restore the database using shell commands

1.

2.

Use the restored data from the above steps.

For further operations on the Exchange server, please refer to Appendix B for details.

16.6 Backup Microsoft Exchange Server 2010 with
database availability group (DAG)

16.6.1 Requirements and recommendations

Please ensure that the following requirements are met by the MS Exchange server:

1.

MindtimeOBM version 6.11.0.0 or above is installed on all Exchange node with
Mailbox role.

Since 6.11.0.0, the Exchange server 2010 backup will no longer require to spool the
database to the hard disk, however the VSS Exchange backup still requires certain
amount of disk space to operate. Microsoft suggested that some shadow copy
mechanism may require to reserve 100% of the original database.

Reference: http://msdn.microsoft.com/en-
us/library/exchange/aa579091%28v=exchg.140%29.aspx

It is recommended that the temporary directory be configured on a local drive.

For domain controller with Active Directory installed, a System State backup must
be performed regularly with the MS Exchange servers (DAG) backup.

Scheduled backup is required, as all the MindtimeOBM on different Exchange
servers will base on the scheduled backup time to activate all the backups at the
same time, even all these Exchange servers are located at different timezones.
When the backup on all Exchange servers are finished, a single email report will be
generated.

The scheduler would refers to the timezone setting of the corresponding
MindtimeOBM account’s profile (instead of the system clock on the client machine
for stand-alone Exchange server backup).

Manual / Local Copy and seed load are not considered as a complete Exchange
DAG backup, as the job ran on individual Exchange DAG member, passive database
copy(s) were skipped.

The backup module protects the Exchange database level, if full system backup is
required, please run the full system backup on each Exchange server within the DAG.
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7. To backup mailbox database within an Exchange DAG, MindtimeOBM is required to
be installed on each DAG member with Mailbox Role (e.g. servers that are hosting
the mailbox databases). It is not necessary to install MindtimeOBM on Exchange
server with CAS (Client Access Server) Role only.

16.6.2 Overview

For a complete Exchange database backup with DAG, backup the following
components must be performed:

Windows Systemn State
For the domain controller with Active Directory installed, as part of the restore, the
system state must also be restored.

Running regular system state backups of the domain controller is therefore crucial, as it
ensures that the system state data is synchronized with the Exchange database data.

Microsoft Information Store (Exchange 2010 with DAG)

The Information Store on all the Exchange 2010 servers within the same DAG contains
the data, data definitions, indexes, checksums, flags, and other information that
comprise mailboxes in Exchange. Even one of the Exchange servers is down, as long as
the active databases on that machine had replicated to other Exchange servers within
the DAG, one of the Exchange servers within the DAG will turn the replicated database
(passive database) to active database and users can still access to the Exchange
mailboxes. Therefore the backup of the database is more important, and our module
can help to protect the Exchange database to avoid database corruption. In case you
need to do a full protection on all the Exchange servers within the DAG, a full system
backup on each Exchange 2010 server within the DAG is required.

In addition, the active mailbox databases hold data that's private to an individual user
and contain mailbox folders generated when a mailbox is created for that user. A
mailbox database is stored as an Exchange database .edb file. These active mailbox
databases are required to backup, and it can be restore and replace the active mailbox
databases when required.

In Exchange Server 2010, public folders are an optional feature. Public folder database
contains the data, their definitions, indexes, checksumes, flags, and other information
that comprise any public folders in your Exchange organization. These public folders
can be backup, however, due to the Exchange limitation, ie one public folders database
can be mounted, it should only restore to an Exchange with no public folder setup or
restore to the original machine.

Note:
MindtimeOBM is required to install on each DAG member with Mailbox Role, and it will
backup all the active database on the same host, passive database will not be backup.
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DAG Backup Set 1 DAG Backup Set 1 DAG Backup Set 1
N N
Q [
S N
Mailbo Server 1 Mailbox Server 2 Mailbok Server 3
ri Database 1 [Active) Database 1 [Passive] Database 1 {Passive]
&
Database X {Passive] r| Database 2 (Active) Database 2 [Passive]
&
Database 3 {Passive] Datahase 3 {Passive] rl Database 3 (Active)

Suggestions:

If one of your Exchange Server within the DAG was down and you need to add a new
Exchange Server to the DAG, you may refer to the Microsoft Technet to manage database
availability group membership.

You will need to install MindtimeOBM, configure and run the schedule backup of the
active database(s) on the new Exchange server.

16.6.3 License requirement to backup all Exchange Server 2010 in
DAG environment

One MindtimeOBM license CAL with one Exchange Server Add-on Module is deducted
from each installation of the MindtimeOBM on the DAG environment. Please check with
your backup service provide if more MindtimeOBM with Exchange backup is required.

16.6.4 How to backup Microsoft Exchange Server 2010 (DAQ)
Refer to follow the instructions to backup Microsoft Exchange Server 2010 (DAG):

1 MindtimeOBM version 6.11.0.0 or above is installed on all Exchange node with
Mailbox role.

2. Login to the backup application’s user interface.
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L’ll‘u"l'l'ndtl'me[}nl'ine Backup Pro Mana... EI' = '@ mr«"l'l'ndtime[}nline Backup Pro Mana... EI' = '@
Mmmdtime IVII‘:’Iindtime
aYBackup a$Backup
Login Mame : Login Mame :
Password Password :
| Save password | Save password
@ Forgotyour password? @ Forgotyour password?
0K Cancel B | * Options =n Language
English -

Egj Backup Server
https | * | backupXX.mindtime.nl -

‘aﬂ Proxy Setting
| Use proxy to access the backup server

Type Proxy
Sock
Address :
Port:
User Mame :
Password :
OK Cancel =l Options

3. Select the [Backup Settings] button and the “ I putton to start the New Backup Set
Wizard.

4. Enter the name of the backup set.

5. Create a MS Exchange Server Backup set by selecting [MS Exchange Server Backup]
from the backup set type dropdown menu.

New Backup Set Wizard Ed |

i Backup Set

Mame : MSExchangeSererDAG

Type: File Backup -
File Backup -
Lotus Motes Client Backup e
Laotus Damino Server Backup

M3 Exchanoe Serer Backup

MS Exchange Mail Level Backup

M3 S0L Server Backup

MySQL Backup

Oracle Database Semver Backup -

Mext  » Cancel B3
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6. Select the Microsoft Exchange Server Database Availability Group from the
Microsoft Exchange Version dropdown menu.

Mew Backup Set Wizard E |

[3;' Backup Set
Mame: MSExchangeSenerDAG

Type: MS Exchange Server Backup -

24 Microsoft Exchange
Yersion:  Microsoft Exchanoe Server Database Availability Group -
Microsoft Exchange 2000 Server post-SP3 -
Microsoft Exchange Server 2003
Microsoft Exchange Server 2007
Microsoft Exchange Server 20110

Microsoft Exchange Server Database Availability Group

Mext » Cancel B

7. Select [Next] to proceed.

8. In the backup source selection screen, select the Information Store for backup.
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Mew Backup Set Wizard

=[5 Microsoft Exchange
= @ pact
-V G Mailbox

- g @A Mailbox Database

[ @AZ Mailbox Database
& 0Ad Mailbox Database
[ 0AS Mailbox Database

ey Mailhox Database 0831339323
¥ 3 Mailbox Database 1971386757

=[] 2 Puhlic Folder
' “ Public Folder 93
5 Puhblic Folder 92

4 Public Folder 10.0.1.45

4 Previous Mext » Cancel £

9. Configure a backup schedule (required).

Backup Schedule Properties E3
Mame: |Backup Schedule
i) Backup
® Full

Copy (does not truncate the transaction logs)

Incremental

Differential {does not truncate the transaction logs)

rej Type
Daily =
Backup everyday
@ Time
At =
Start: (22 = | 00 =
Stop . on completion (Full Backup
Skip backup if previous job is still running
o]2e Cancel &
Menu ltems Description
Name Enter a backup schedule name of your choice.
Backup Select backup type [Full / Copy / Incremental /
Differentiall.
Type Select backup schedule type [Daily / Weekly /
Monthly / Custom].
Time Select backup schedule time type [At /
Periodically].
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Note:

Select backup schedule time at to perform
backup at a certain time, or select backup
schedule time periodically to perform backup
every X minutes / hours.

All the Exchange server within the same DAG
group will be base on this universal time to
backup at the same time.

Skip backup if pervious job | Select whether to stop the backup job from
is still running running if a previous backup job is still running.

Further details on Backup Type:

Backup Type Description

Full Backup the databases, transaction logs,
checkpoint files and then truncates the
transaction logs.

Copy Backup the databases, transaction logs,
checkpoint files but does not truncate the
transaction logs.

Incremental Backup the transaction logs to record changes
since the last full or incremental backup and then
truncates the transaction logs.

Differential Backup the transaction logs to record changes
since the last full or incremental backup and
does not truncate the transaction logs.

10.  Select an encryption setting for your backup set.

11.  Press the [OK] button to complete the configuration of the [New Backup Size
Wizard].

12.  Configure the temporary backup folder, select [Backup Setting], [Options].
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Backup Setting
Backup Set |11 | Options
- [ N .
| J ®eneEl == Temporary Directory for storing backup files
D:iTermp Change %
Backup Source | Remove temporary files after hackup
l'f Backup Schedule [Cf Advanced Options

l ) Transfer Block Size © (128 | = | kbytes
|_[¢,_.‘. Encryption

[}, in-File Delta
& Retention Policy
@ Cormmand Line Tool
iy
Extra Backup
L 5
% Local Copy

Woy Options

Ok Cancel £

Note:
The temporary directory can be set to a local or network path.

13.  Fill in the domain administrator username and password in the [User Authentication
for Windows] .

MSExchangeServerDAG | w [ = General

|;J General [ Backup Set

MName: MSExchanoeSererDAG
Backup Source Type: M3 Exchange Server Backup

l/ Backup Schedule User Authentication for Windows

|r1 Encryption Darnain QA13

UserMame: userl2

[}, In-File Detta Passward -

& Retention Policy | Microsoft Exchange

;;- G Lo Tal Yersion: Microsoft Exchange Server Database Availahility Group

Y. Edra Backup
L
% Local Copy

n;'i} Options

] 4 Cancel &

14.  Scheduled backup will run automatically at the configured schedule time.
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15.  Click [Save Setting] button on the MindtimeOBM main screen to save the settings.

16. On the next Exchange Server within the same DAG, open the MindtimeOBM and
click on the same backup set.

17.  Make sure you have checked the checkbox of the "Run scheduled backup on this
computer.”

Backup Setting

MSExchangeSererDAG | w |+ || = Backup Schedule

|;J B heduled hackup on this computer

1 Tatabase Backup Schedule (Type: Full\Weekly - Thursday)
Backup Source Transaction log Backup Schedule (Type: IncrementaliWeekly - Sunday,Manday, Tue

|7 Backup Schedule

|r:l. Encryptian

[}, InFile Delta

& Retention Policy

e Command Line Toal

. Extra Backup

&, Local Copy

sl.-";_} Options

o i »
Add Rermove 11 Properies

Ok Cancel &

All the computers with in the DAG are required to click on this settings.
18.  Modify the temporary directory settings for that was listed in step 12.
19. Click the [Save Setting] button on the MindtimeOBM main screen.

20. Repeat step 16 until all the Exchange Servers within the same DAG have been
configured to run the schedule backup.

Important:
For domain controller with Active Directory installed, a System State backup must
be performed regularly with the MS Exchange server backup.

Note:
Since 6.11.0.0 , MindtimeOBS/MindtimeOBM supports multiple computers to backup on
the same Exchange Sever DAG backup set.
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16.7 Restore Microsoft Exchange Server 2010 with
database availability group (DAGQG)

Refer to the following instructions to restore Microsoft Exchange Server 2010 with
database availability group:

The database restore is required to restore on the active database only. You can identify
the Exchange server with the active database from the Exchange Management Shell.

Type the following command in the Exchange Management Shell.

Get-MailboxDatabase | ft name, server

It will show which Exchange server is hosting the active mailbox database. le. Mailbox
Database 01 and 02 are hosted on EX1, while Mailbox Database 02 and 04 are hosted
on EX2.

[PS] C:\>Get-MailboxDatabase | ft name, server

Name Server

Mailbox Database 02 EX2
Mailbox Database 01 EX1
Mailbox Database 03 EX1
Mailbox Database 04 EX2

When you can identify which Exchange server hosted the active database, you can
logon to that Exchange server to restore the database.

Restore Exchange Database to the Exchange with the active database.

1 Login to the backup application’s user interface.
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m Mindtime Online Backup Pro Mana... EI =] IEI
M Mindtime
a\Backup
Login Name
Passwaord :

] Save password
@ Forgot your password?

0K Cancel B [+ Options

m Mindtime Online Backup Pro Mana... EI =] @

M Plindtime
a\Backup
Login Name :
Password :

"] Save password
@ Forgotyour password?

2 Language
English

@ Backup Server
https | = | backupXX mindtime.nl b

‘ag Proxy Setting
] Use proxy to access the backup server

Type Proxy
Sock
Address :
Port:
User Name :
Password

OK Cancel B [= Options

2. Click on the [Restore] button on the left panel.

3. Select the backup set to be restored, and [Next].

iResture

FPlease selectthe hackup set

MSExchanges ererDAG

Delete all files 0T

Mext Cancel B

4. Expand the server tree, select the database to be restored, and [Original Location]

for the [Restore files to] option.
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I_ERestore

Show files as of Job ;2012110010 | = | Latest -

Folders
=k 5 Backup Server

Marme
=) E0D.chk

Size

Filter |+

Date Modified

8 KB2012/10M011:21:30

= [ Microsoft Exchange | E0000000022.1og 1.02..2012/00/21 17:41:38
=0 [ Dac1 || E0000000023 log 1,02..2012/09521 18:09:27
: ok Mailbox Database 0913234414 | E0000000024.1og 1.02..2012/09/22 09:09:27

[ gz Mailhox Database 1419724426 || E0000000025 log 1.02..2012/09522 21:09:27

=0 ok DA Mailbox Database | E00000000Z6.1og 1.02..2012/00/25 19:08:27

|| E00000000Z7 log 102201210005 15:50:13

|| EO000000028.log 1,02..201210/06 15:50:42

|| E0000000029.log 1.02..201210M1011:21:22

|| EO0000000ZA log 1,02..2012110M1011:21:22

|| E00000000ZE log 1.02..2012110M1011:21:23

|| EOO000000ZC log 1,02..2012110M016:40:16

|| E00trmp.log 102201211010 16:40:16

|| Mailbox Database 0913884, 138201211010 11:21:23
=] componentsxml TEB201210M0 16:40:21
=] writers.xml 11 KB2012/110M1016:40:21

Delete 17 ltems perpage . |50 > Page: 111 =

[E% Restorafilesto
® Original location
Alternate location

Search 4 Previous Start Restore B Cancel B
5. Press the [Start Restore] button to begin the restore process.
6. The restore process is now completed.
Restore Exchange Database to Alternate Location
To restore Exchange database to a new Exchange server:
1. Login to the backup application’s user interface.
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m Mindtime Online Backup Pro Mana... EI = IEI m Mindtime Cnline Backup Pro Mana... EI = @
Mmmdtime Mmmdtime
al\Backup a\Backup
Login Mame : Login Mame :
Passwaord : Password :
| Save password [l Save password
@ Forgot your password? @ Forgotyour password?
DK Cancel E3  [# Options =2 Language
English -

Eé] Backup Server
https | = | backupXX mindtime.nl -

‘ag Proxy Setting
[ Use proxy to access the backup server

Type : Proxy
Sock
Address :
Port:

User Mame :
Password

OK Cancel B = Options

2. Click on the [Restore] button on the left panel.

3. Select the backup set to be restored, and [Next].

Please selectthe backup set
Backup Set
Delete @I Mext » Cancel £

4. Click on the database to be restored, and select [Alternate location] and browse to
the restore destination folder.
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@Restore

Showfiles as of Joh ©  2013003/04 | = |Latest = Filter |+

Falders Mame Size Date Maodified
= fl Backup Server %) E00.chk SKE 2013/03/0413:31:24 | &
= O B Microsoft Exchange . E000OODO105 009 1,024 . 2013/02/01 11:00:04
=0 @ Das || EN000000106.log 1,024 .. 2013702001 11:00:39
-] i Mailbox Databa v || EODOOOO0107 1oy 1,024 . 201202071 111317
* ok Mailbox Databa lv| || EO000000108.log 1,024 . 201302001 11:13:42
: ok OA Mailbox Dat:[#) || E00O000O108.10g 1,024 . 201202601 11:20:20
| EO0OO0O010A log 1,024 . 201302601 11:21:03
| E00C000DOM0B.log 1,024 . 2013702601 11:33:119
. E000oooo10C. log 1,024 . 201302601 11:33:51
| EnOO000010D.1og 1,024 . 201302002 00:18:34
. E00OOOODOM0E.loy 1,024 . 201302002 00018:35
|| E00OO00010F log 1,024 . 201302602 00:18:36
. E0OC0O0001100o0 1,024 . 20102002 00018:37
| ED0OO0O0111 . log 1,024 . 201303504 12:05:25
| E0000000112.00g 1,024 . 2013703604 12:05:26
TR ~ . E000OO0O11 3009 1,024 . 20130304 12:05:33 |
Delete 17 Iterms perpage : |50 | Page: 1/M1|~=
= Restorefiles to
CQriginal location
® Alternate location | Dorestare Change &
Search 4 Previous Start Restare P Cancel &
5. Please ensure the directory structure is the same as it appears in the File Explorer:

-->[Restore Destination]

>[Microsoft Exchange Server]

———————————————— >[Microsoft Information Store]

>[components.xml]
>[writers.xml]

6. For further operations on the Exchange server, please refer to Appendix B for details.
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16.8 Backup Microsoft Exchange Server 2013

16.8.1 Requirements and recommendations
Please ensure that the following requirements are met by the MS Exchange server:
1 MindtimeOBM version 6.13.0.0 or above is installed on the Exchange server.

For Exchange server 2013 with database availability group (DAG) backup option,
please refer to the next section for details.

2. If you are using Exchange server 2013 on Windows server 2012, please install “.Net
Framework 3.5 Features” under Server Manager > Dashboard > Add Roles and
Features Wizard > Feature Page

= Add Roles and Features Wizard [= = [5T]

DESTINATION SERVER

Select features W10x D 16,500 APy ot

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection [‘ T TR A NET Framework 3.5 combines the
Server Roles - B B = = — — | power of the .NET Framework 2.0
NET Framework 3.5 (includes .NET 2.0 and 3.0} APIs with new technologies for
[] HTTP Activation g building applications that offer

appealing user interfaces, protect

your customers' personal identity
osdet, s information, enable seamless and

b [] Background Intelligent Transfer Service (BITS) secure communication, and provide

the ability to model a range of

business processes.

[C] Non-HTTP Activation

V| .NET Framework 4.5 Features {Installed

[] BitLocker Drive Encryption
[[] BitLocker Network Unlock
[T] BranchCache

[] Client for NFS

[[] Data Center Bridging

[] Enhanced Storage

V| Failover Clustering (Installed)
[[] Group Policy Management

<« —w >

< Previous Next > Install Cancel

3. Since 6.13.0.0, the Exchange server 2013 backup supports the VSS Exchange
backup and does not required to spool the database to the hard disk, however the
VSS Exchange backup still requires certain amount of disk space to operate.
Microsoft suggested that some shadow copy mechanism may required to reserve
100% of the original database.

Reference: http://msdn.microsoft.com/en-
us/library/exchange/aa579091%28v=exchg.140%29.aspx

4. It is recommended that the temporary directory be configured on a local drive.

5. For Exchange server with Active Directory installed, a System State backup must
be performed regularly with the MS Exchange server backup.
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16.8.2 Overview

For a complete Exchange server backup, backup for the following components must be
performed:

Windows System State
For Exchange server with Active Directory installed, as part of the restore, the system
state must also be restored.

Running regular system state backups of the Exchange is therefore crucial, as it ensures
that the system state data is synchronized with the Exchange database data.

Microsoft Information Store (Exchange 2013)
The Information Store of Exchange 2013 contains the data, data definitions, indexes,
checksums, flags, and other information that comprise mailboxes in Exchange.

Mailbox databases hold data that's private to an individual user and contain mailbox
folders generated when a mailbox is created for that user. A mailbox database is stored
as an Exchange database .edb file.

Public folder databases contain the data, their definitions, indexes, checksumes, flags,
and other information that comprise any public folders in your Exchange organization.

In Exchange Server 2013, public folders are an optional feature.

16.8.3 How to backup Microsoft Exchange Server 2013
Refer to follow the instructions to backup Microsoft Exchange Server 2013:
1. Install MindtimeOBM on the MS Exchange Server.

2. Login to the backup application’s user interface.
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mandﬁmeOnfineBackupF’roMana... E" [=] '@

Ml:'lindtime
al\Backup

Login Mame . |username
Password: | eeeeeese|

Save password
@ Forgot your password?

m Mindtime Online Backup Pro Mana... EI' =] '@

M RMindtime
a\Backup

Login Mame : |username
Password : 00000000

Save password
@ Forgot your password?

0K Cancel £ [# Options &3 Language

English o

[i] Backup Server
https | = backup)ﬂdmind‘time.nl i

‘ag Proxy Setting
Use proxy to access the backup server

Type Proxy
Sock
Address :
Port :
User MName :
Password :
oK Cancel 8 = Options

3. Select the [Backup Settings] button and the “ I putton to start the New Backup Set
Wizard.

4. Enter the name of the backup set.

5. Create a MS Exchange Server Backup set by selecting [MS Exchange Server Backup]
from the backup set type dropdown menu.

6. Select the corresponding Exchange version from the version dropdown menu.

MNew Backup Set Wizard .
@ Backup Set
Mame : | BackupSet
Type . M3 Exchange Serer Backup -

4 Microsoft Exchange

Yersion © Microsoft Exchange Server 2013 -
Microsaft Exchange 2000 Server post-5P3 -
Micrasoft Exchange Server 2003
Microsoft Exchange Semer 2007

Microsoft Exchange Semver 2013 (Database Availability Group) | ™

Mext » Cancel B

7. Select [Next] to proceed.
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8. In the backup source selection screen, select the Information Store for backup.

MNew Backup Set Wizard .

=24 Microsoft Exchange Server
=0 3 Microsoft Information Store
= 5 Wi 20-116
e Mailhoy Database 1737869915
“ [ o QA Mailbox Database

4 Previous Mext » Cancel B

9. Configure a backup schedule for unattended backups.

Database Backup Schedule Properties -

Mame : | Database Backup Schedule

i) Eackup

& Full
Copy (does nottruncate the transaction logs)
Incremental

Differential {does not truncate the transaction logs)

& Tvpe
Daily A
Backup everyday
I:D Time
At -

Start: |23 | = |00
Stop : on completion (Full Backup)

Skip backup it previous joh is =till running

0K Cancel £

Menu ltems Description
Name Enter a backup schedule name of your choice.
Backup Select backup type [Full / Copy / Incremental /
Differentiall.
Type Select backup schedule type [Daily / Weekly /
Monthly / Custom].
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Time Select backup schedule time type [At /
Periodically].
Note:

Select backup schedule time at to perform
backup at a certain time, or select backup
schedule time periodically to perform backup
every X minutes / hours.

Skip backup if pervious job | Select whether to stop the backup job from
is still running running if a previous backup job is still running.

Further details on Backup Type:

Backup Type Description

Full Backup the databases, transaction logs,
checkpoint files and then truncates the
transaction logs.

Copy Backup the databases, transaction logs,
checkpoint files but does not truncate the
transaction logs.

Incremental Backup the transaction logs to record changes
since the last full or incremental backup and then
truncates the transaction logs.

Differential Backup the transaction logs to record changes
since the last full or incremental backup and
does not truncate the transaction logs.

10. Select an encryption setting for your backup set.

11.  Press the [OK] button to complete the configuration of the [New Backup Size
Wizard].

12. Please be reminded to fill in the [User Authentication for Windows] setting if a
network path is selected.
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13.

14.

15.

|Exthange2013

‘ [} General

Jj? Backup Source

7 Backup Sehecule

[eb Encryption
(). in-File Detta

= . :
& Retention Policy

:;. Command Line Tool
[Qy Extra Backup
I'E} Lacal Copy

[#7%3 options

|x |E| I General

E- Backup Set

Marre : |Exchangezﬂ1 3

Type: MS Exchange Serer Backup

User suthentication far Windows
Darmain : QAZ0
User Mame : administrator

Password . GeS08e8e|

Microsoft Exchange

“ersion © Microsoft Exchange Server 2013

| oK % | cancel B |

Configure the temporary backup folder, select [Backup Setting], [Options].

|Exchange2013

E3[ N[

Options

[} General

J-]? Backup Source

t‘f’ Backup Schedule

@; Encryption
[}, in-File Detta

= ’ .
B Fetention Palicy

';r':. Command Line Tool

['@y Extra Backup
['@ Local Copy

‘ [}L:;} Options

Note:

% Tempaorary Directory for storing backup files

| caUserstadministrator. A200Emp

|| change @ |

Remaove temparary files after backup

Dﬁ Advanced Options

Compression Type : |Fast {Zompressed size larger than narmal) | - |

Transfer Block Size khwtes

| 0K % || Cancel @

The temporary directory can be set to a local or network path.

Scheduled backup will run automatically at the configured schedule time.

Click [Backup] button on the left panel to perform a backup immediately.
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Backup Options

[b Backup Set
Exchange2013

1) Backup

" Full
Copy (does not truncate the transaction
Incremental

Ok Cancel &

Differential {does not truncate the transaction logs)

lngs)

+ Dptions

Menu Items

Description

Backup

Select backup type [Full / Copy / Incremental /
Differential].

Further details on Backup Type:

Backup Type Description

Full Backup the databases, transaction logs, checkpoint
files and then truncates the transaction logs.

Copy Backup the databases, transaction logs, checkpoint
files but does not truncate the transaction logs.

Incremental Backup the transaction logs to record changes
since the last full or incremental backup and then
truncates the transaction logs.

Differential Backup the transaction logs to record changes
since the last full or incremental backup and does
not truncate the transaction logs.

Important:

For Exchange server with Active Directory installed, a System State backup must be
performed regularly with the MS Exchange server backup.
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16.9 Restore Microsoft Exchange Server 2013

Refer to the following instructions to restore Microsoft Exchange Server 2013:
1 Prepare the operating system for the Exchange Server restore (if required).

Install the original version of Windows and Exchange Server (with the same level
of service pack installed as in the original system).

2. Restore Windows Active Directory (if required).

Restore the System State data from MindtimeOBS, and then restore the System
State using WBAdmin.exe.

Refer to the "How to restore Windows System State” chapter for detailed
instruction.

3. If you are using Exchange server 2013 on Windows server 2012, please install “.Net
Framework 3.5 Features” under Server Manager > Dashboard > Add Roles and
Features Wizard > Feature Page

= Add Roles and Features Wizard ]LE-

DESTINATION SERVER

Select features W10x D 16,500 APy ot

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

A NET Framework 3.5 combines the
| power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity

|4

o€ s v| .NET Framework 3.5 (includes .NET 2.0 and 3.0}

[C] Non-HTTP Activation

V| .NET Framework 4.5 Features {Installed information, enable seamless and
b [] Background Intelligent Transfer Service (BITS) secure communication, and provide
the ability to model a range of

[] BitLocker Drive Encryption
business processes.

[[] BitLocker Network Unlock
[T] BranchCache

[] Client for NFS

[[] Data Center Bridging

[] Enhanced Storage

V| Failover Clustering (Installed)

[[] Group Policy Management

< o m ) >

< Previous Next > Install Cancel

4. Install MindtimeOBM (if required).
Refer to the "Installing MindtimeOBM" chapter for detailed instruction.
5. Startup the [Microsoft Information Store] services from Windows Services.

6. Continue with the following sections for restore to the original Exchange server,
or to a new Exchange server.

Restore Exchange Database to Original Location
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To restore Exchange database to the same Exchange server:

1 Login to the backup application’s user interface.

M Mindtime
aBackup

Login Name: |username |
Password: | @0008088| |
[T Save password

@ Forgot your password?

| oK % || cancel B || Options |

M Mindtime
al\Backup
Login Name : |usemame |

Password: | 00000088 |
[7] Save password

@ Forgot your password?

Language
[English =l

Backup Server
Ftlps | - ||backup)0dmindﬁme.nl | hd |

% Proxy Setting
I Use proxy to access the backup server

Type : o Proxy
Sock
Address :
Part:
User Mame :
Password :

| ok & || cancel B = Options |

2. Click on the [Restore] button on the left panel.

3. Select the backup set to be restored, and [Next].

Flease selectthe backup set

BackupSet

Delete all files 17

| hext » || Cancel @ |

4. Expand the server tree, select the database to be restored, and [Original Location]

for

the [Restore files to] option.
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5.

6.

= [ Microsoft Exchange Se

=1-[7 5 Microsoft Informatic
=0 8 w0116

- s Mailbox Dat:

| »
Delete 11

= Restore files to
® Original location
Alternate location @

Search S

™M Restare
Show files as ofdab 201310214 | = |Latest =
Folders Marne
=+ 5 Backup Senver %) E00.chk

EOO00000001.10g
EO000000002 104
E0000000003.10g
EOO00000004 100
E0000000005 100
EQ000000006.Iog
EO000000007 100
EO000000008.10g
EO000000009 109
E000000000A I0g
EOO0000000E. log
EQ00000000C log
EQ00000000D. Joy
EO00000000E.log
EQ00000000F Jon

Filter [+

Size Date Modified
8KB 2013002M410:3515 | a
1,024 . 20130111 11:39:08
1,024 . 20130111 11:39:37 |
1,024 . 20130141 11:49:16
1,024 . 2013010111 11:49:16
1,024 . 20130141 12:02:52
1,024 .. 200301M1112:17:85
1,024 . 20130111 12:32:59
1,024 . 20130111 12:48:02
1,024 . 2013010411 13:0312
1,024 . 20130111 13:18:13
1,024 . 20130141 13:3317
1,024 .. 20130141 13:48:18
1,024 .. 20130111 14:03:23
1,024 . 20130111 14:18:29
1.024 .. 20130111 14:33:32
lterns per page : 50 - Fage: 112 =

-

4 Previous Start Restare B Cancel B

Press the [Start Restore] button to begin the restore process.

The restore process is now completed.

Restore Exchange Database to Alternate Location

To restore Exchange database to a new Exchange server:

1.

Login to the backup application’s user interface.

M Mindtime
a\Backup

Lagin Mame : username
Password: G000088e

Save password
@ Forgot your password?

OK Cancel B

m Mindtime Online Backup Pro Mana... EI =l @

+| Options

m Mindtime Online Backup Pro Mana... EI = @

M Mindtime
aBackup

Login Name : |username
Password : (11111 11]

Save password
@ Forgot your password?

‘2 Language
English A

[] Backup Server
hitps | = backup)@dminmime.nl b

‘ﬂj Proxy Setting
Lse proxy to access the backup server

Type : Proxy
Sock
Address
Part:
User Mame :
Password :
OK Cancel & = Options
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2. Click on the [Restore] button on the left panel.

3. Select the backup set to be restored, and [Next].

"

Please selectthe backup set

ExchangeSemerDAG

Delete all files O

Restare

Mext Cancel &

4. Click on the database to be restored, and select [Alternate location] and browse to
the restore destination folder.

™M Restore
Show files as ofdab 20130219 | = |Latest = Filter |+
Folders Mame Size Date Madified
=~ @ Backup Server %] EO00.chk KB 2013002116 04:26:30 | =
=+ 2 Microsoft Exchange || EDO0OOOO0001 Jog 1,024 . 20130111 158:52:43 |
= ™ DAGY . E000OO0000OZ.1og 1,024 . 20130111 16:02:44 |
+ ok Mailbox Databa | E00O0000003 log 1,024 . 201300141 16:02:45
+|:| ws Mailhox Databa . E000O000004 log 1,024 . 201301111 16:29:37
+- ] oz QA Mailbox Dat: || E0000000004 log 1,024 . 201300141 16:44:47
. E0000000006.1og 1,024 . 2012001111 16:59:48
| EO0000O0007 log 1,024 . 2013011171708
| E0000000002 1oy 1,024 . 20130111 17:32:10
|| EO0O0OO0009. 1og 1,024 . 201301111 17:47:10
| E000000000Alog 1,024 . 201300213 19:32:01
. E0O0OO000OOB.log 1,024 . 20130213 19:32:02
| E00O000000C. 1oy 1,024 . 2013/02M 3 20:59:38
| E000O0O000C. oy 1,024 .. 201200213 21:14:40
| EO000QO000E. log 1,024 . 201350213 21:29:41
d b EQOOO0O000F oo 1.024 ... 201302113 21:44:42 |7
Delete 101 lterns per page : 50 - Fage: 114 =
= Restore files to
Original location
® Alternate location : | Darestore Change &
Search S 4 Previous Start Restare B Cancel B
5. Please ensure the directory structure is the same as it appears in the File Explorer:

|
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-->[Restore Destination]
--------- >[Microsoft Exchange Server]
---------------- >[Microsoft Information Store]
------------------------ >[components.xml]
------------------------ >[writers.xml]

6. For further operations on the Exchange server, please refer to Appendix B for details.

16.10 Backup Microsoft Exchange Server 2013 with
database availability group (DAG)

16.10.1 Requirements and recommendations
Please ensure that the following requirements are met by the MS Exchange server:

1. MindtimeOBM version 6.13.0.0 or above is installed on all Exchange node with
Mailbox role.

2. If you are using Exchange server 2013 on Windows server 2012, please install “.Net
Framework 3.5 Features” under Server Manager > Dashboard > Add Roles and
Features Wizard > Feature Page

B ‘Add Roles and Features Wizard

DESTINATION SERVER

Select features 120:0:7 16.4.20 Shosycor

Before You Begin Select one or more features to install on the selected server.

Instaliation Type Features Description
Server Selection PR, e DN NET Framework 3.5 combines the
Server Roles ]f L1 _ u:!ewmk 3.3 res ’ — power of the .NET Framework 2.0
V| .NET Framework 3.5 {includes .NET 2.0 and 3 ‘ APIs with new technologies for
[] HTTP Activation 15 building applications that offer
o

] Non-HTTP Activation appealing user interfaces, protect
B 22 your customers' personal identity
b M .NET Framework 4.5 Features (Installed) information, enable seamless and

b [[] Background Intelligent Transfer Service (BITS) secure communication, and provide
the ability to model a range of

[] BitLocker Drive Encryption :
business processes.

[[] BitLocker Network Unlock
[ BranchCache

[] Client for NFS

[] Data Center Bridging

[[] Enhanced Storage

V| Failover Clustering (Installed)

[] Group Policy Management

< Previous Next > Install Cancel

3. Since 6.13.0.0, the Exchange server 2013 backup will no longer require to spool the
database to the hard disk, however the VSS Exchange backup still requires certain
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amount of disk space to operate. Microsoft suggested that some shadow copy
mechanism may require to reserve 100% of the original database.

Reference: http://msdn.microsoft.com/en-
us/library/exchange/aa579091%28v=exchg.140%29.aspx

4. It is recommended that the temporary directory be configured on a local drive.

5. For domain controller with Active Directory installed, a System State backup must
be performed regularly with the MS Exchange servers (DAG) backup.

6. Scheduled backup is required, as all the MindtimeOBM on different Exchange
servers will base on the scheduled backup time to activate all the backups at the
same time, even all these Exchange servers are located at different timezones.
When the backup on all Exchange servers are finished, a single email report will be
generated.

The scheduler would refers to the timezone setting of the corresponding
MindtimeOBM account’s profile (instead of the system clock on the client machine
for stand-alone Exchange server backup).

Manual / Local Copy and seed load are not considered as a complete Exchange
DAG backup, as the job ran on individual Exchange DAG member, passive database
copy(s) were skipped.

7. The backup module protects the Exchange database level, if full system backup is
required, please run the full system backup on each Exchange server within the DAG.

8.  To backup mailbox database within an Exchange DAG, MindtimeOBM is required to
be installed on each DAG member with Mailbox Role (e.g. servers that are hosting
the mailbox databases). It is not necessary to install MindtimeOBM on Exchange
server with CAS (Client Access Server) Role only.

16.10.2 Overview

For a complete Exchange database backup with DAG, backup the following
components must be performed:

Windows System State
For the domain controller with Active Directory installed, as part of the restore, the
system state must also be restored.

Running regular system state backups of the domain controller is therefore crucial, as it
ensures that the system state data is synchronized with the Exchange database data.

Microsoft Information Store (Exchange 2013 with DAG)

The Information Store on all the Exchange 2013 servers within the same DAG contains
the data, data definitions, indexes, checksums, flags, and other information that
comprise mailboxes in Exchange. Even one of the Exchange servers is down, as long as
the active databases on that machine had replicated to other Exchange servers within
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the DAG, one of the Exchange servers within the DAG will turn the replicated database
(passive database) to active database and users can still access to the Exchange
mailboxes. Therefore the backup of the database is more important, and our module
can help to protect the Exchange database to avoid database corruption. In case you
need to do a full protection on all the Exchange servers within the DAG, a full system
backup on each Exchange 2013 server within the DAG is required.

In addition, the active mailbox databases hold data that's private to an individual user
and contain mailbox folders generated when a mailbox is created for that user. A
mailbox database is stored as an Exchange database .edb file. These active mailbox
databases are required to backup, and it can be restore and replace the active mailbox
databases when required.

In Exchange Server 2013, public folders are an optional feature. Public folder database
contains the data, their definitions, indexes, checksumes, flags, and other information
that comprise any public folders in your Exchange organization. These public folders
can be backup, however, due to the Exchange limitation, ie one public folders database
can be mounted, it should only restore to an Exchange with no public folder setup or
restore to the original machine.

Note:
MindtimeOBM is required to install on each DAG member with Mailbox Role, and it will
backup all the active database on the same host, passive database will not be backup.

X X X

DAG Backup Set 1

Mailbalx Server 1

| Database 1 {Active)

Database X {Passive]

Database 3 {Passive]

DAG Backup Set 1

W ei!

Mailbox Server 2

[atabase 1 (Fassive]

r| Database 2 (Active)

Datahase 3 {Passive]

&

DAG Backup Set 1

W erf

Mailbok Server 3

Database 1 [Passive]

Database 2 [Passive]

tabase3 [Active)
Suggestions:

If one of your Exchange Server within the DAG was down and you need to add a new
Exchange Server to the DAG, you may refer to the Microsoft Technet to manage database
availability group membership.

You will need to install MindtimeOBM, configure and run the schedule backup of the
active database(s) on the new Exchange server.
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16.10.3 License requirement to backup all Exchange Server
2013 in DAG environment

One MindtimeOBM license CAL with one Exchange Server Add-on Module is deducted
from each installation of the MindtimeOBM on the DAG environment. Please check with
your backup service provide if more MindtimeOBM with Exchange backup is required.

16.10.4 How to backup Microsoft Exchange Server 2013
(DAQG)

Refer to follow the instructions to backup Microsoft Exchange Server 2013 (DAG):

1. MindtimeOBM version 6.13.0.0 or above is installed on all Exchange node with
Mailbox role.

2. Login to the backup application’s user interface.

|71 Mindtime Online Backup Pro Mana... |-= | B |[s£3 |1 Mindtime Online Backup Pro Mana... [ = | = |[523]
Mr:'lindtime MI’:’Iindtime
a\Backup a\Backup
Login Mame : | username Login Name : |username
Password: |eeeeeeee Password: | 0000088
[~ Save password ["] Save password
@ Forgot your password? @ Forgot your password?
OK Cancel [+ Options &3 Language
English -

l:é] Backup Server
hitps | = backup)odmindtime.nl i

(ﬂg Proxy Setting
" Use proxy to access the backup server
Type : ® Proxy

Sock
Address :

Port:

User Name :
Password :

oK Cancel B = Options

3. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

4. Enter the name of the backup set.

5. Create a MS Exchange Server Backup set by selecting [MS Exchange Server Backup]
from the backup set type dropdown menu.
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New Backup Set Wizard -

[3'; Backup Set

Mame . |ExchangeSererDAG

Type: | File Backup hd
File Backup -
Lotus Motes Client Backup e
Lotus Domino Server Backup

M3 Exchanoe Server Backup

mMS Exchange Mail Level Backup

M5 SQL Sernver Backup

hySCL Backup

Dracle Database Server Backup T

Mext » Cancel E

6.  Select the Microsoft Exchange Server 2013 Database Availability Group from the
Microsoft Exchange Version dropdown menu.

Mew Backup Set Wizard -

[3'; Backup Set
Mame . |ExchangeSererDAG
Type: M3 Exchanoe Server Backup hd

) Microsoft Exchange
Varsion . Microsoft Exchange Server 2013 (Database Availability Groupy | =
Microsoft Exchange 2000 Server post-5P3 -
Microsoft Exchange Server 2003
Microsoft Exchange Semer 2007
Microsoft Exchange Semer 20110
Microsoft Exchange Semver 2013
Microsoft Exchanoge Server Database Availability Group

Microsoft Exchange Server 2013 (Database Availability Group)

Mext » Cancel B

7. Select [Next] to proceed.

8. In the backup source selection screen, select the Information Store for backup.
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New Backup Set Wizard -

=I5 Microzoft Exchange
=[] ¥ DAGY
P ok Mailbox Database 1737869915

) QA Mailbox Database
o o Mailbox Database 0818540886
[ 24 Public Falder

4 Previous Mext » Cancel E

9. Configure a backup schedule (required).

Database Backup Schedule Properties -

MName | | Database Backup Schedule

jj Backup

& Full
Copy (does nottruncate the transaction logs)
Incremental
Differential (does not truncate the transaction logs)

& Te
Daily hd
Backup everyday
™ Tirme
At hd

Start: 23 = | 00 =
Stop : on completion (Full Backup

Skip hackup if previous job is still running

Ok Cancel £

Menu ltems Description
Name Enter a backup schedule name of your choice.
Backup Select backup type [Full / Copy / Incremental /

Differential].

Type Select backup schedule type [Daily / Weekly /
Monthly / Custom].
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Time

Select backup schedule time type [At /
Periodically].

Note:

Select backup schedule time at to perform
backup at a certain time, or select backup
schedule time periodically to perform backup
every X minutes / hours.

All the Exchange server within the same DAG
group will be base on this universal time to
backup at the same time.

Skip backup if pervious job
is still running

Select whether to stop the backup job from
running if a previous backup job is still running.

Further details on Backup Type:

Backup Type

Description

Full

Backup the databases, transaction logs,
checkpoint files and then truncates the
transaction logs.

Copy

Backup the databases, transaction logs,
checkpoint files but does not truncate the
transaction logs.

Incremental

Backup the transaction logs to record changes
since the last full or incremental backup and then
truncates the transaction logs.

Differential

Backup the transaction logs to record changes
since the last full or incremental backup and
does not truncate the transaction logs.

10. Select an encryption setting for your backup set.

11.  Press the [OK] button to complete the configuration of the [New Backup Size

Wizard].

12.  Fill in the domain administrator username and password in the [User Authentication

for Windows] .
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|ExthangeServerDAG |'|E|| General
‘ [} General

Jj? Backup Source

7 Backup Sehecule

[eb Encryption
(). in-File Detta

= . :
& Retention Policy

:;. Command Line Tool
[Qy Extra Backup
I'E} Lacal Copy

[#7%3 options

E- Backup Set

Mame : |ExchangeSer\ferDAG

Type: MS Exchange Serer Backup

User Authentication for Windows

Domain: | QA20

UserMame : |administratnr

Passward : |......|

Microsoft Exchange
“ersion © Microsoft Exchange Server 2013 (Database Availability Group)

| oK % | cancel B |

13.  Configure the temporary backup folder, select [Backup Setting], [Options].

|ExchangeSer\rerDAG | i |E|

Cplions

[} General

J—]b Backup Source

7 Backup Schedule

@; Encryption
[}; In-File Delta

(| . .
&) Retention Policy

el .
@ | Command Line Toal

[bj Extra Backup
[@y Local Copy

‘ [Tf:-} Cptions

Note:

@ Tempaorary Directary for storing backup files

|C:1Usersluser1161.temp || Change

2

Retmove temparary files atter backup

Dﬁ Advanced Qptions

Compression Type : |Fast (Compressed size larger than narmal)

|Y|

Transfer Block Size : (128 | = khytes

OK @ Cancel @

The temporary directory can be set to a local or network path.

14.  Scheduled backup will run automatically at the configured schedule time.

15.  Click [Save Setting] button on the MindtimeOBM main screen to save the settings.
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16. On the next Exchange Server within the same DAG, open the MindtimeOBM and
click on the same backup set.

17.  Make sure you have checked the checkbox of the "Run scheduled backup on this

computer.”
Backup Setting -
ExchangeServerDAG |~ |+ |[= | __Backup Schedule
[J General scheduled backup on this computer
) Datahase Backup Schedule (Type: Fullyveekly - Friday)

y
| Backup Source Transaction log Backup Schedule (Type: Incrementaliwe ekly - SundayMonday, Tues

7 Backup Schedule
[eh Encryption

[). In-File Delta

s

& Retention Policy
%= Command Line Toal
£

t Extra Backup

']" Local Copy

#733 Options

3

Add Rermove 11 Properies 7

Ok Cancel B

All the computers with in the DAG are required to click on this settings.
18. Modify the temporary directory settings for that was listed in step 13.
19. Click the [Save Setting] button on the MindtimeOBM main screen.

20. Repeat step 16 until all the Exchange Servers within the same DAG have been
configured to run the schedule backup.

Important:

For domain controller with Active Directory installed, a System State backup must
be performed regularly with the MS Exchange server backup.

Note:

Since 6.13.0.0 , MindtimeOBS/MindtimeOBM supports multiple computers to backup on
the same Exchange Sever 2013 DAG backup set.

16.11 Restore Microsoft Exchange Server 2013 with
database availability group (DAG)

Refer to the following instructions to restore Microsoft Exchange Server 2013 with
database availability group:
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The database restore is required to restore on the active database only. You can identify
the Exchange server with the active database from the Exchange Management Shell.

Type the following command in the Exchange Management Shell.

Get-MailboxDatabase | ft name, server

It will show which Exchange server is hosting the active mailbox database. le. Mailbox
Database 01 and 02 are hosted on EX1, while Mailbox Database 02 and 04 are hosted
on EX2.

[PS] C:\>Get-MailboxDatabase | ft name, server

Name Server
Mailbox Database 02 EX2
Mailbox Database 01 EX1
Mailbox Database 03 EX1
Mailbox Database 04 EX2

When you can identify which Exchange server hosted the active database, you can
logon to that Exchange server to restore the database.

Restore Exchange Database to the Exchange with the active database.

1. Login to the backup application’s user interface.
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2.

3.

4.

M Mindtime
a\Backup

Login Mame : |usemarne

Password: | @0ee0eee|

7] Save password
@ Forgot your password?

| oK & || Cancel B || Options |

M Mindtime
aBackup
Login Name : |usemarne |

Password : |........ |
[C] Save password

@ Forgot your password?

Language
|English E2

Backup Server
ﬁlps | - ||backup)0dmindﬁme.nl | i |

‘@ Proxy Setting
[l Use proxy to access the backup server

Type : ® Proxy
Sock
Address :
Port:
User Mame :
Password :

| oK & || cancel @ |/= Options |

Click on the [Restore] button on the left panel.

Select the backup set to be restored, and [Next].

Please selectthe backup set

ExchangeSererDAG

Delete all files 17

| Mext » || Cancel B |

Expand the server tree, select the database to be restored, and [Original Location]

for the [Restore files to] option.
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™M Restore -
Shaow files as of Job ;. (201370219 |\« | Latest - Filter |+
Folders Mame Size Date Madified
= f] Backup Server %] EO00.chk KB 201M0ZME 04:26:30 |-
=¥ [ Microsoft Exchange || EDO0OOOO0001 Jog 1,024 . 20130111 158:52:43 |
] @ Dac1 . E000OO0000OZ.1og 1,024 . 200300111 16:02:44 |
+ ok Mailbox Databa | E00O0000003 log 1,024 . 2013/01M1 16:02:45
+|:| ws Mailhox Databa . E000O000004 log 1,024 . 201300111 16:29:37
- ok QA Mailbox Date || EO000000005.log 1,024 . 201301H1 16:44:47
. E0000000006.1og 1,024 .0 2013701711 16:59:48
| EO0000O0007 log 1,024 . 20130111 1717:08
| E0000000002 1oy 1,024 . 20130111 17:32:10
|| EO0O0OO0009. 1og 1,024 . 20130111 17:47:10
| E000000000Alog 1,024 . 201300213 19:32:01
. E0O0OO000OOB.log 1,024 . 20130213 19:32:02
| E00O000000C. 1oy 1,024 .. 201350213 20:59:38
| E000O0O000C. oy 1,024 . 20132002013 21:14:40
| EO000QO000E. log 1,024 . 201300213 21:29:41
il r E000000000F Jon 1.024 .. 20130213 21:4442 |7
Delete 101 lterns per page : 50 - Fage: 114 =
= Restore files to
® Original location
Search S 4 Previous Start Restare B Cancel B
5. Press the [Start Restore] button to begin the restore process.

6. The restore process is now completed.

Alternative solution to restore the database using shell commands

1. Login to the backup application’s user interface.

[1 Mindtime Online Backup Pro Mana... EI = @

M Mindtime
a\Backup
Login Mame : |username
esse000e
Save password

Password :

@ Forgot your password?

0K Cancel B3 | | [®

Options

mMind‘timeUnlineBackupProMana... E' = @

M Mindtime
a\Backup
Login Name : |username

00000000
Save password

Password

@ Forgot your password?

iz Language
English

l:| Backup Server
hitps | = backup)()dmindﬂme.nl

‘ﬂﬂ Proxy Setting
UUse proxy to access the backup server

Type : Proxy
Sock
Address :
Part:
User Mame :
Password :
OK Cancel & | =

Options
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2. Click on the [Restore] button on the left panel.

3. Select the backup set to be restored, and [Next].

M Restore -
Flease selectthe backup set
ExchanoeSererDAG
Delete all files 17 Mext » Cancel

4. Expand the server tree, select the database to be restored, and [Original Location]
for the [Restore files to] option.

M Restore -
Show files as ofJab:  2013M0219 | = |Latest - Filter |+
Falders Mame Size Date Modified
=] f] Backup Semver %) EO0.chk SKB 201300216 04:26:30 | &
= [ Microsoft Exchange | EO00000O0001 Jog 1,024 . 20130111 15:52:43 |
= @ DaG1 | E0000000002 log 1,024 .. 201301M11 160244 |
+ ea Mailhox Databa . E000O000003.Jog 1,024 . 2013/01/11 16:02:45
+D ok Mailbox Databa | EO0OO000004 log 1,024 . 201301M1 16:29:37
+-J ek @AMailbox Date || EQOOOOO0OOS. 1oy 1,024 .0 201200111 16:44:47
|| EO0000O0006 log 1,024 . 20130111 16:59:48
. E0000000007.Jog 1,024 . 20120111 1717:.08
| EO0O00O0002 log 1,024 . 2013001M11 173210
| E0000000009 10y 1,024 0 20130111 17:4710
. E000O0000DA oY 1,024 . 201300211319:32:0
| E000000000E. log 1,024 . 2013/02M319:32:02
. E000000000C log 1,024 . 2013/02/13 20:559:39
| E000000000D.1og 1,024 . 20130213 21:14:40
. E0O0O00000E.log 1,024 .0 2013002013 21:29:41
i b EQ00000000F Jog 1.024 . 20130213 21:44:42 |7
Delete 1T terns perpage . 50 o+ Page: 1/58 =
B Restorefiles to
CQriginal location
& Alternate location . | DArestore Chahge %
Search < 1 Previous Start Restare B Cancel B

5. Press the [Start Restore] button to begin the restore process.

6. For further operations on the Exchange server, please refer to Appendix B for details.
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17 Brick-Level Backup / Restore Microsoft Exchange

Server

This chapter describes in details how to backup and restore individual mail items stored
in Microsoft Exchange Server with MindtimeOBM.

17.1 Supported versions

Please refer to FAQ: Mindtime Requirements for the supported versions.

17.2 Requirements

Please ensure that following requirements are met by the MS Exchange server:

1. MindtimeOBM version 6.15.0.0 or above is installed on all MS Exchange node with
Mailbox role.

2. If you are using Exchange server 2013 on Windows server 2012, please install “.Net
Framework 3.5 Features” under Server Manager > Dashboard > Add Roles and
Features Wizard > Feature Page

DESTINATION SERVER

Se | ect fe atures w12x-0-116.9320.3hsay.com

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection PRIGILNET Framework 3.5 Features (Installed)] |~ NET Framework 3.5 combines the
Server Roles e L T T T I L ) power of the .NET Framework 2.0
[V] .NET Framework 3.5 {includes .NET 2.0 and 3.0} APIs with new technologies for
[] HTTP Activation = building applications that offer
] Non-HTTP Activation appealing user interfaces, protect
s your customers' personal identity
b [V] .NET Framework 4.5 Features (installed) information, enable seamless and
b [ Background Intelligent Transfer Service (BITS) secure communication, and provide

the ability to model a range of

[] BitLocker Drive Encryption 4
business processes.

[] BitLocker Network Unlock
[[] BranchCache

[7] Client for NFS

[] Data Center Bridging

[] Enhanced Storage

[V Failover Clustering (Installed)

[[] Group Policy Management

v

<[ n | >

< Previous l Next > ‘ [Jnstall | Cancel

3. Microsoft Messaging Application Programming Interface (MAPI) is installed on the
MS Exchange server. (Microsoft Exchange Server MAPI Client and Collaboration
Data Objects 1.2.1 March 2014 Update or later)

4. The operating system account to be running the Brick-Level backup (e.g.
administrator) must have a mailbox and is not hidden from the Global Mailbox
List.
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For MindtimeOBM version 6.5.4.0 or above, scheduled backup can be performed
without changing the scheduler service's log on setting.

Scheduled backup is performed using the operating system account configured in
the [User Authentication for Windows] field.

If such setting is not configured, the scheduled backup would precede with the

default Local System account (default log on account for MindtimeOBM
scheduler).

In this case, the backup will most likely fail with permission denied error.

For MindtimeOBM version 6.9.2.0 or above, mailbox items can be restored to a
different Exchange Server on the same version or to a different Exchange Server
on different version.

5. For the backup with DAG option, scheduled backup is required, as all the
MindtimeOBM on different Exchange servers will base on the scheduled backup
time to activate all the backups at the same time, even all these Exchange servers
are located at different timezones. When the backup on all Exchange servers are
finished, a single email report will be generated.

Manual backup is not considered, as this will be considered as individual Exchange
mail level backup not an Exchange mail level DAG backup.

6. The LAN Manager authentication level is required to set to NTLMv2.
Reference:
https://technet.microsoft.com/en-us/library/cc960646.aspx

https://technet.microsoft.com/en-us/magazine/2006.08.securitywatch.aspx

7. Ensure the HTTP binding on the Default Web Site in Internet Information Services
(11S) is not missing or invalid. You may consider to clear the host name value if there
is an existing binding, or create a new binding with no host name and a value of "All
Unassigned” IP address

Please refer to the following website for details:

https://support.microsoft.com/kb/2027062

17.3 Overview

Brick-Level backup for Microsoft Exchange Server is not designed to fully protect an
Exchange Server, but to facilitate easy backup and fast restore of individual emails,
contacts or calendars, etc.
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A Brick-Level restore cannot fully recover the Information Store after a disaster.

Important:

If used, a Brick-Level Backup must be utilized in conjunction with full Information Store

Backup, in order to fully protect the Exchange Server.

17.4 Granting Privileges

Brick-Level backup requires "Full Mailbox Access” permission for the user running

MindtimeOBM.

Please refer to the following instruction for granting permission to the operating system
account to be running the Brick-Level backup:

For one specific mailbox

Use the following procedure to grant access to Exchange 2003 / 2007 mailbox:

1. Start the [Active Directory Users and Computers] applet.

2. On the [View] menu, ensure that the [Advanced Features] option is selected.

-.fl Active Directory Users and Computers

@ File  Action | view Window  Help =181
- = | |E AddRemave Columns. ., IV il
@ Active Director Large Icons
-] saved Que  Small Icans -
EI@ s List T pz.a : Description
2] Builtin | ® Detal builkinDomain
D Compu - Cantainer Default container for upgr...
(] Domair_\sers, Graups, and Computers as containers Organizational Unit Diefault container For dam, .,
[:| [eed v Advanced Features Container Diefault container for secu. .,
¥ Lastan  Filter Options... lostandFound Default conkainer For arph. .
D Micros; ) m Objects msExchSystemObjectsContainer
[:I HTDS ¢ QR0 msDS-QuotaContaing: Quota specifications cort..,
[:I Pragram Data [(dProgram Data Cantainer Default location For storag...
[:l System [(system Conlainer Builtin system settings
-1 Users gUsers Cantainer Default conkainer For upar...

3. Right click the user whose mailbox you want to give permissions to and choose

[Properties].

4. On the [Exchange] Advanced tab, click [Mailbox Rights].
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User Name Propetties E3

Fublished Certificates | Member0F | Dialin | Object | Secuity
E rvironment I Sessiong I Remote control I Terminal Services F'rofilel COb+

Exchange General I E-mail Addreszes
General I Addrezs I Account I Profile | Telephones | Organization
Exchange Features Exchange Advanced

Simple display name:

I Hide from Exchange address lists
I™ Downgrade high pricrity mail bound for 5,400

Wiewe and modify custom attibutes Custom Attibutes. . |
Configure zerver and account informatian ILS Settings... |
for Intermet locatar service —

Wiew and modify permizsions to access Fizilbos Bights... I
thiz mailbox : = d

Administrative Group: First Administrative Group

Ok Cancel Lpply Help

5. Notice that the Domain Admins and Enterprise Admins have both been given
Deny access to Full Mailbox access.

Permissions for User Name E E |

b ailbics Fights |

Eroup or user names;

ﬂ Adrminiztrator [AHSAYMAILWAministrator] =
!ﬁANDNYMDUS LOGOM

E wrartiming . -
i —

Add... | Bemove |

Permizzions for Enterprse Sdming Allow Dy

Delete mailbox storage
Read permizzions
Change permizsions
Take ovwnership

Full mailbos access

mlajajalala
OEaoooo

Azzociated external account ;I
For gpecial permigsions or for advanced zettings, Advariced |
click Advanced. =

Ok, I Cancel | Apply |
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6. Click [Add], click the user or group who you want to have access to this mailbox,

and then click [OK].

7. Ensure that the user or group is selected in the Name box.

8. In the [Permissions] list, click [Allow] next to [Full Mailbox Access], and then click

[OKI.

9.  Click [OK] all the way out.

10. Restart the [Microsoft Exchange Information Store] service.

For mailboxes located within a specific mailbox store

Use the following procedure to grant access to Exchange 2003 / 2007 mailbox found

on a specific mail store:

1. Start the [Exchange System Manager] applet.

2. Navigate to the server object within the appropriate Administrative Group.

l"- Exchange System Manager !El I
'55 Eile  Action  View Window Help | - |E|5|
&= DM $RXEFHR 2B

5’:1 First Organization (Exchange) Mailbox Store (MAIL)

- wlobal Settings

H .. Tdarme I

[#-{_J Recipients

H - . _dLogons

B3 .F\dmmlstratwe Garoups g

EI@ First Administrative Group [AMaiboxes

E|.__| Servers
o B MAL
: -1 queues

: E-C3 Prokocols
I__| Conneckars
- Folders

-4 Tools

El-t=)l First Storage Group
W=1ailbox Stare (MAIL)Y
. -\ Public Folder Stare (MAIL)

A Full-Text Indexing

3. Expand the server object and find the required mailbox store within the
appropriate Storage Group. Right click it and choose [Properties].

4. In the [Properties] window, go to the [Security] tab.
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Backup
Mailbox Store (MAIL) Propetties EFE
General I Database I Limnits I Full-Text Indexing I
Details I Policies Security

Group or user names:

! .l':';.ljl'll istrator [fHS A kAL WA
ﬂiANDNYMDUS LOGOM
!ﬂ Domain Adming [AHSAYMAILDomain Adming]

ﬁi Enterprize Adming [AHSAYMAILME nterprise Adminz)

mEvel}lone
o e e i e 2
Add... | Bemove |
Permizzions for Administrator Allava Deny
Full contral O =
Fead O
Write O
ExecLte O
Delete O
Read permissions O j

For special permigzions or for advanced zettings, b |
click Advanced. —
0k, I Cancel | Spply | Help |

Click [Add], click the user or group who you want to have access to the mailboxes,
and then click [OK].

Be sure that the user or group is selected in the Name box.
In the [Permission] list, check [Allow] next to [Full Control], and then click [OK].
Click [Apply] and [OK].

Restart the [Microsoft Exchange Information Store] service.

For mailboxes located within a specific server

For Exchange 2003, please refer to the following instructions:

1.

Add an operating system account to the Add an operating system account to the
Exchange 2003 server.

This account must be a member of the following groups in the Active Directory:

*  Domain Users group
* Administrators group

Right click [Exchange System Manager] > [Domain Name] > [Server] > [Exchange
Server Namel], select [Properties].

Choose the [Security] tab.
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4. Add the newly created user to the list, and then check the [Full Control] checkbox
for this user.
5. Click [OK] all the way out.
6. Reboot the server or restart the [Microsoft Exchange Information Store] service,

wait for at least 15 minutes for the changes to be applied to the Exchange server.

For Exchange 2007, please refer to the following instructions:

1.

Add an operating system account to the Add an operating system account to the
Exchange 2007 server.

This account must be a member of the following groups:
* Local Administrators (Built in)
*  Domain Admins group

* Enterprise Admins group

Enter the following command in Exchange Management Shell:

Get-MailboxServer | Add-ADPermission -User "%USER%" -AccessRights
GenericAll -ExtendedRights ms-exch-store-admin,receive-as,send-as -
InheritanceType All

Example, to grant the permission for local account "system”

Get-MailboxServer | Add-ADPermission -User "system" -AccessRights GenericAll
-ExtendedRights ms-exch-store-admin,receive-as,send-as -InheritanceType All

To show added permission for an AD account

Get-MailboxServer | Get-ADPermission -User “%USER%"

Example, to show added permission for local account "system”

Get-MailboxServer | Get-ADPermission -User "system”

To remove permission from an AD account
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Get-MailboxServer | Remove-ADPermission -User "%3USER%" -AccessRights
GenericAll -ExtendedRights ms-exch-store-admin,receive-as,send-as -
InheritanceType All

Example, to remove permission from local account “system”

Get-MailboxServer | Remove-ADPermission -User "minimal” -AccessRights
GenericAll -ExtendedRights ms-exch-store-admin,receive-as,send-as -
InheritanceType All

For Exchange Server 2010/DAG, please refer to the following instructions:

1. Add an operating system account to the Exchange 2010 server.
This account must be a member of the following groups:

* Local Administrators (Built In)

* Organization Management group (Exchange Security Groups)
*  Domain Admins group

* Enterprise Admins group

2. Ensure that Update Rollup 3 for Exchange Server 2010 (KB981401) is installed.

3. Enter the following command in Exchange Management Shell:

Get-Mailbox | Add-MailboxPermission -User "%USER%" -AccessRights FullAccess

Example:

Get-Mailbox | Add-MailboxPermission -User "system" -AccessRights FullAccess

Other useful commands:

Remove permission from an AD account

Get-Mailbox | Remove-MailboxPermission -User "%5USER%" -AccessRights
FullAccess

Example:
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Get-Mailbox | Remove-MailboxPermission -User "system" -AccessRights
FullAccess

To view the mailbox permission of a user

Get-Mailbox | Get-MailboxPermission -User "%5USER%"

Example:

Get-Mailbox | Get-MailboxPermission -User "SYSTEM"

For Exchange Server 2013/DAG, please refer to the following instructions:

1. Add an operating system account to the Exchange 2013 server.

This account must be a member of the following groups:

* Local Administrators (Built In)
* Organization Management group (Exchange Security Groups)
*  Domain Admins group
* Enterprise Admins group
2. Enter the following command in Exchange Management Shell:

Get-Mailbox | Add-MailboxPermission -User "%3USER%" -AccessRights FullAccess

Example:

Get-Mailbox | Add-MailboxPermission -User "system" -AccessRights FullAccess

Other useful commands:

Remove permission from an AD account

Get-Mailbox | Remove-MailboxPermission -User "%3USER%" -AccessRights
FullAccess

Example:
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Get-Mailbox | Remove-MailboxPermission -User "system" -AccessRights
FullAccess

To view the mailbox permission of a user

Get-Mailbox | Get-MailboxPermission -User "%5USER%"

Example:

Get-Mailbox | Get-MailboxPermission -User "SYSTEM"

For details on how to troubleshoot for issue encountered when creating a mail level
backup set or during backup, please refer to Exchange Manual .
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17.5 How to perform Brick-Level backup

Refer to the following instructions to backup individual items within your Microsoft

Exchange Server:

1 Login to the backup application’s user interface.

|1 Mindtime Online Backup Pro Mana... EI’E‘@
M RMindtime
a\Backup

Login Mame :
Password :

|1 Mindtime Online Backup Pro Mana... E“E‘@
M RMindtime
a4Backup

Login Mame :
Password :

[ Save password
@ Forgot your password?

[ Save passwaord
@ Forgot your password?

OK Cancel B8 & Options ‘3 Language

Enaglish -

[ Backup server
https | = | |backupXX mindtime.nl -

‘ag Proxy Setting
[ Use proxy to access the backup server

Type: Proxy
Sock
Address
Port:
User Name :
Password
0K Cancel B = Options

For MindtimeOBM installation on 64 bit machines, please start the backup
application by running the RunOBC32.bat file found under the application
installation bin directory:

S{MindtimeOBM-InstallHome}\bin\RunOBC32.bat

2. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

3. Create a MS Exchange mail level backup set by selecting [MS Exchange Mail Level
Backup] from the backup set type dropdown menu.

4. Enter the backup set name
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E} Backup Set

Mame | Mail Backup Set

Twpe .  File Backup A
File Backup -
Lotus Domino Server Backup e
Lotus Motes Client Backup
MS Exchange Server Backup

M5 Exchange Mail Level Backup

mMS SQL Server Backup

hiyScL Backup

Qracle Database Server Backup %

Mext »

5. Select [Next] to proceed.
6. Expand the Mailbox Store to select the corresponding mailboxes for backup.
Falders Fram /i Tao Subject Received .. Size
B 5 wik2ks
E- [ (2 Mailbox Store
-0 &J Public Folder Stors
lterms per page ;. (a0 - Fage: - =
4 Previous Mext »
7. Configure a backup schedule for unattended backups.
Note:
Multiple backup schedules of different types can be configured for the same
backup set.
8. Select an encryption setting for your backup set.
0. Press the [OK] button to complete the configuration of backup set.
10.  Scheduled backup will run automatically at the configured schedule time.
11.  Click [Backup] button on the left panel to perform a backup immediately.
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17.6 How to perform Brick-Level restore

Refer to the following instructions to restore individual items to the original Microsoft
Exchange Server

Note:

Please note that individual Brick-Level backup can only be restored using MindtimeOBM
client (e.g. cannot perform web restore).

1.

Login to the backup application’s user interface.

|1 Mindtime Online Backup Pro Mana... =
i P
M Mindtime
a\Backup
Laogin Name :
Password :

[~ Save passward
@ Forgot your passwaord?

OK Cancel Options

|1 Mindtime Online Backup Pro Mana... =
i P
M Mindtime
a\Backup
Login Name :
Password :

[~ Save passward
@ Forgot your password?

3 Language
English A

[gj Backup Server
https | = | backupXC{mindtime.nl b

= Prox Setting
|| Use proxy to access the backup server

Type Proxy
Sock
Address
Port :
UserMame :
Password :
Ok Cancel = Cptions

For MindtimeOBM installation on 64 bit machines, please start the backup

application by running the RunOBC32.bat file found under the application

installation bin directory:

S{MindtimeOBM-InstallHome}\bin\RunOBC32.bat

Select the [Restore] button on the MindtimeOBM main menu.

Select the corresponding backup set to be restored.
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Please selectthe hackup set

tail Backup Set

MNext > Cancel &

3. Select the individual mail item to be restored.

® Show files as of Job : |201 20405 = | |Latest = Shaw all files Filter |+
Faolders FrarTa Subject ReceivediSent Size
El- 5 Backup Server -

Bt O WBRZX-0-41

20 2 Mailbox Store

B [ S5 WERZH-0-41 AE

-7 EH Calendar
B[ 3 Conflicts
-7 85 Contacts
B [ Conversation
B (5 Deleted lterr
- L7 Drafts
-7 £ Folder72has
E
e
E
E

-] 1 Folderd3e?e
-] [ Folderdétec
-] [ Foldere®ddk
t-[7) [ Falderfass7l

S ]

oo | +

Delete 11 fters perpage: 50 | = Page: 1§1|=

E= Restorefilesto
® Original location
Alternate location

< Previous Start Restore B Cancel £

You can restore to the original mail box by selecting the “Original location”,
alternatively, you can now restore individual items to another mail box by selecting
"Alternate location”.
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©@Restore
® Show files as of Jab | 2012/04/05 | = | | Latest hd Show all files Filter |+
Falders Fram Subject Received Size
EF--._..,. WER 2X-0-41 - | WBRZH-0.. Bump message  Wed 31472012 15 810
- Mailbox Store |0 ] weR2%-0... that Wed 31452012 10 20K ..
-0 S0 warne0-41 AF || | 'WBRZG0.. state she Wed 31472012 1:. 43K
- :ﬁ Calendar O || wWaR2¥-0... hig has two once  Wed 31 4/2012 1., 16k
B[ 3 Conflicts || wWEBRZH-0.. usetolost Wed 31452012 10 50K,
&[0 84 Contacts O | | wWaRZ-0.. between car Wed 301452012 10 GAk;
B0 3 Conversation [ | | WEBR2X-0... we over number to \Wed 31 4/2012 1. 16k
& & Deleted lterr || wEBRZH-0.. iffirst did Wed 31452012 10 Bk
B0 L7 Drafts O | | wWaRZ-0.. make lot Wed 301452012 10 G4k
B[ 3 Folder72has L WWBRZH0... train Wed 3145201215 30k,
B3 Foldera3ers [ | | WBRZC0.. could be drink Wed 31452012 10 B4k
B0 3 Folderd&1 ec || wBRZH-0.. your spread Wed 301452012 10 18K
-3 Foldere8ddy (O | | WBR2-0.. strange usual Wed 31472012 10 Gk
=0 3 Folderfaga7l || WEBRZH-0.. repeathas see  Wed 31472012 10, 11K
-6 [ Inb oy - O | | WWBRZH-0.. arethenplease  Wed 3M14i20121:. 21K
[ S s g || WWEBRZH-0.. said eat Wed 3145201215 24k
Delete 1 lterms per page © |40 A Page: 111 |~
[E= Restore files to
Original location
& Aternate location : WER2M-0-41Mailhox Storelidministrator -
WER 2-0-41\Mailbox StorelAdministrator -
WER ZX-0-41\Wailbox StorelEleanor YWoo K]
vy -4 1\ ailbe \Firstname Lasthame I

WER Z-0-41\Wailbox StorelFirstname Lasthame

WER ZX-0-41\Mailbox StorelFirstname Lasthame

WERZ-0-41\Mailbox Storeldason Au

WER ZX-0-41ailbox StoreiNelson Mg

WBR 2-0- 41 ailbox Store\PD i

User can restore mailbox items to a different Exchange server on the same version
or to a different Exchange server on different version. For example: An email
message from a mailbox backed up from an Exchange 2003 server can be restored
to another mailbox on another Exchange 2010 server.

Limitation:

If you are trying to restore the mailbox item to a destination mailbox which has a
different language setting than the original mailbox, MindtimeOBM will attempt to
restore the folder names of in accordance to destination mailbox language settings;
e Inbox
o Outbox

e Sent ltems

e Deleted Items

e Drafts
e Junk E-Mail
For other folders such as ‘Calendar’ or ‘Notes’, a new folder ‘Calendar’ or ‘Notes’ will
be created.
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Backup source | Action Destination mailbox with Chinese as
(English) default language settings
Inbox Merge gl
Outbox Merge FH-EH
Sent ltems Merge EEFES
Deleted ltems Merge THIBRA =
Drafts Merge =¥ =
Junk E-Mail Merge TR B
Calendar Create new Calendar

folder
Notes Create new Notes
folder

4, Press the [Start Restore] button to restore.

17.7 How to perform Brick-Level backup with database
availability group (DAQG)

Refer to the following instructions to backup individual items within your Microsoft
Exchange Server:

1 MindtimeOBM version 6.15.0.0 or above is installed on all Exchange node with
Mailbox role.

2. Login to the backup application’s user interface.
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m Mindtime Online Backup Pro Mana... E\’E‘@ m Mindtime Online Backup Pro Mana... E\’E‘@
Ml:‘lindtime Ml’ﬂindtime
al\Backup alBackup
Login Name : Login Name :
Password : Password :

[”] Save password
@ Forgot your password?

OK Cancel B # Options

[7] Save password
© Forgot your password?

# Language
English

[g Backup Server
https | = | |backupXX mindtime.nl

(aﬂ Proxy Setting
["] Use proxy to access the backup server

Type: Proxy
Sock
Address :
Part:
User Mame :
Password :

oK Cancel B | = Options

For MindtimeOBM installation on 64 bit machines, please start the backup

application by running the RunOBC32.bat file found under the application

installation bin directory:

S{MindtimeOBM-InstallHome}\bin\RunOBC32.bat

3. Select the [Backup Settings] button and the button to start the New Backup Set

Wizard.

4.  Create a MS Exchange mail level (DAG) backup set by selecting [MS Exchange Mail
Level Backup] from the backup set type dropdown menu, then select the version
of the Microsoft Exchange server to [Microsoft Exchange Server Database

Available Group]
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New Backup Set Wizard

% Backup Set
Mame : | Mail Level DAG
Type:  |MS BExchange hMail Level Backup -

[ Microsoft Exchange
YVersion o |Microsoft Exchanoe Semer Database Availability Group -
Microsoft Exchange 2000 Server post-5P3 -
Microsoft Exchange Server 2003
Microsoft Exchange Server 2007
Microsaoft Exchange Server 2010 HE

Microsoft Exchange Semner Database Availahility Group

Mext Cancel &

5. Enter the backup set name
6. Select [Next] to proceed.
7. Expand the Mailbox Store to select the corresponding mailboxes for backup.

New Backup Set Wizard |

= Microsoft Exchange

= [ ¥ DAGT

EI ok Mailbox Database 0913884514

- ) €5t Administrator

- [ £5F user 4

= ok Mailbox Database 1419724526
- [ £5F Discovery Search Mailbox
w7 86t user1 3

----- oi @A Mailbox Database

#-[_] 2= Public Folder

Advanced  »

1 Previous Mext » Cancel E

8. Configure a backup schedule for unattended backups (required).
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9.  Select an encryption setting for your backup set.
10.  Press the [OK] button to complete the configuration of backup set.
11.  Scheduled backup will run automatically at the configured schedule time.
12.  Click [Save Settings] button on the MindtimeOBM main screen to save the
settings.
13.  On the next Exchange Server within the same DAG, open the MindtimeOBM
(RUnOBC32.bat) and click on the same backup set.
14.  Make sure you have checked the checkbox of the “Run scheduled backup on this
computer.”
Mail Level DAG x|+ =] | Backun Schedule
|J EremzE v| Run scheduled backup on this computer
1 Backup Schedule
Backup Source
lﬂ"‘? Backup Schedule
|rl Encryption
[}, In-File Delta
o Retention Palicy
@ Command Line Tool
4. Edra Backup
T, Local Copy
#733 Options
Al Rermove 17 Fropetties =
Ok Cancel £
15.  Click the [Save Setting] button on the MindtimeOBM main screen.
16. Repeat step 13 until all the Exchange Servers within the same DAG have been
configured to run the schedule backup.
Note:

Since 6.11.0.0 , MindtimeOBS/MindtimeOBM supports multiple computers to backup on
the same Exchange mail level DAG backup set.
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17.8 How to perform Brick-Level restore with database
availability group (DAQG)

Refer to the following instructions to restore individual items to the active database on
the relevant Microsoft Exchange Server within the DAG.

Note:
Please note that individual Brick-Level backup can only be restored using MindtimeOBM
client (e.g. cannot perform web restore).

The brick-level restore is required to restore on the active database only. You can
identify the Exchange server with the active database from the Exchange Management
Shell.

Type the following command in the Exchange Management Shell.

Get-MailboxDatabase | ft name, server

It will show which Exchange server is hosting the active mailbox database. le. Mailbox
Database 01 and 02 are hosted on EX1, while Mailbox Database 02 and 04 are hosted
on EX2.

[PS] C:\>Get-MailboxDatabase | ft name, server

Name Server
Mailbox Database 02 EX2
Mailbox Database 01 EX1
Mailbox Database 03 EX1
Mailbox Database 04 EX2

When you can identify which Exchange server hosted the active database, you can
logon to that Exchange server to restore the mail items.

1. Login to the backup application’s user interface.
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MMindtime Online Backup Pro Mana... EI = IEI
Mrﬂindtime
a\Backup
Login Mame :
Password

["| Save password
@ Forgotyour password?

OK Cancel B # COptions

m Mindtime Online Backup Pro Mana... EI = @

M Mindtime
a\Backup
Login Mame :
Password

["| Save password
@ Forgotyour password?

=3 Language
English

[g] Backup Server
hitps = backupXmindtime.nl

‘ﬁﬂ Proxy Setting
|| Use proxy to access the backup server

Type: Proxy
Sock
Address
Port:
User Name
Password

OK Cancel = Options

For MindtimeOBM installation on 64 bit machines, please start the backup

application by running the RunOBC32.bat file found under the application

installation bin directory:

S{MindtimeOBM-InstallHome}\bin\RunOBC32.bat

Select the [Restore] button on the MindtimeOBM main menu.

Select the corresponding backup set to be restored.
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Backup
Mrestore [ x|
Please selectthe backup set
tail Level DAG
Delete all files O MNext » Cancel &

3. Select the individual mail item to be restored.

I_’mRestore E
® Show files as of Job o 201211010 | = | Latest - Show all files Filter [+
Folders FromTo Subject Received/Sent Size

=0 Mailbox Dat:« ] || userl3  Please send methe d... Wed 101 0/2012 5:07 PM 1K
L=
G- £t Adrminist | usert3  RE:lunch mesting Wied 10/10/2012 5:08 PM 2k
EID 2t user 4 O Jusert3  RE:Meeting cancelled. Wed 101 0/2012 510 PM 2k
=0 B cale | |usert3  Call Ahsaytomorrow.  Wied 101072012 5:10 P 1k
- B3 Conf | |usert3 RE:Send cheque to Ah. MWied 10M10/2012 5:12 P 2k
B[] 8d cont. O L] userl3  Marketing materials.  Wed 10/10/2012 5:12 PM 1k
- B3 Corr [0 | Jusert4 RE:Send cheque to Ah..Wed 10/10/2012 513 PM 2k
&0 & Dele
&0 07 Draft)
-] 3 Folde
-] 3 Folde
& [ 23 Folde
G- () 23 Folde
- 3 Folde
- L Inbay| =
o »
Delete ltems perpage : |50 » | Page: 111 | =
= Restorefiles to
® Criginal location
Alternate location :
4 Previous Start Restare B Cancel &

You can restore to the original mail box by selecting the “Original location”,
alternatively, you can now restore individual items to another mail box by selecting
"Alternate location”.
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I)TllRestore B
® Showfiles as of dob (201211010 | = Latest | = Show all files Filter (%

Falders FromiTao Subject FeceivediSent Size
_EI--D Mailbox Dat: = || userl3  Please send me the d... Wed 10/ 0/2012 5:07 P 1k
5‘5;5 Adrminist | userl3  RE:lunch meeting Wed 1001072012 5:09 Ph 2K
E|D 2t yzertd [ | usertd RE:Meeting cancelled. WWed 10/10/2012 510 PM 2k
& B cale | usert3  CallAhsaytomaorrow.  Wed 1001002012 810 P 1K
"|:| 3 conf | userl3  RE:Send cheque to Ah. Wed 10/10/2012 5:12 P 2k
B[ 8 contl ) L user!t3  Marketing materials.  Wed 10/10/2012 5:12 FM 1k
--I:l Cdcoms | userl4  RE:Send chegue to Ah.Wed 10/10/2012 5:13 PM 2K
D |__p2| Diraft| =

B 3 Folde

B 3 Folde

B 3 Folde

B 3 Folde

B 3 Fold

-6 L Inboy
ol »
Delete [ ltems perpage ;50 *| Page: 1/1 | =
B Restorefilesto
Original lacation
® Alternate location | Microsoft ExchangeiDAGTIMailbox Database 14197 245261ser15 -

4 Pravious Start Restore B || Cancel &

Limitation:

If you are trying to restore the mailbox item to a destination mailbox which has a
different language setting than the original mailbox, MindtimeOBM will attempt to
restore the folder names of in accordance to destination mailbox language settings;

e Inbox

e Outbox

e Sentltems

e Deleted Items
e Drafts

e Junk E-Mail

For other folders such as ‘Calendar’ or ‘Notes’, a new folder ‘Calendar’ or ‘Notes’ will
be created.

Backup source | Action Destination mailbox with Chinese as
(English) default language settings

Inbox Merge oglasest

Outbox Merge FEE

Sent Iltems Merge EAEHE

Deleted Items Merge THIBRAy =4

Drafts Mergo i
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Junk E-Mail Merge | RIS
Calendar Create new Calendar
folder
Notes Create new Notes
folder
4. Press the [Start Restore] button to restore.
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18Backup / Restore Oracle Database Server

This chapter describes how to backup and restore Oracle database server.

18.1 Supported versions

Please refer to FAQ: Mindtime Requirements for the supported versions.

18.2 Requirements and recommendations
Please ensure that the following requirements are met by the Oracle database server:
1 MindtimeOBM is installed on the Oracle database server.

2. The Oracle databases selected for backup will be temporarily spooled to a temp
directory before being uploaded to the backup server.

It is recommended that the temporary directory have disk space of at least 120% of
the total database size (e.g. total size of all database files).

3. All database selected for backup, must be in ARCHIVELOG mode.

ARCHIVELOG mode guarantees complete data recoverability, and must be
enabled to perform online backups.

To enable ARCHIVELOG mode, please refer to the following instruction:
* Set the parameters below in the PFILE to enable automatic archiving.

Note: The PFILE can be found in either SORACLE_BASE/admin/SID/pfile or
SORACLE_HOME/admin/SID/pfile .

LOG_ARCHIVE_DEST = S{Storage path of archive redo logs}
LOG_ARCHIVE_FORMAT = ‘logZt_%s_%r.arc’

LOG_ARCHIVE_START = true

* Set ORACLE_SID to your database System Identifier (SID):
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Windows:
set ORACLE_SID=S{database_SID}

Linux:
export ORACLE_SID=S{database_SID}

Connect to database as SYSDBA.

sqlplus */ as sysdba”

Shutdown database.

SQL> shutdown immediate

Start and mount database.

SQL> startup mount

Switch database to archived log mode.

SQL> alter database archivelog;

Open database.

SQL> alter database open;

Example:

S export ORACLE_SID=GDB1

S sqlplus "/ as sysdba”

SQL*Plus: Release 10.2.0.1.0 - Production on Thu Nov 8 15:08:57 2007

Copyright (c) 1982, 2005, Oracle. All rights reserved.

Connected to:

Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 - Production
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4.

With the Partitioning, OLAP and Data Mining options

SQL> shutdown immediate
Database closed.

Database dismounted.
ORACLE instance shut down.

SQL> startup mount
ORACLE instance started.

Total System Global Area 285212672 bytes

Fixed Size 1218992 bytes
Variable Size 96470608 bytes
Database Buffers 184549376 bytes
Redo Buffers 2973696 bytes

Database mounted.

SQL> alter database archivelog;
Database altered.

SQL> alter database open;

Database altered.

Grant JAVASYSPRIV to the system account.

SQL> grant javasyspriv to system;

Example:

SQL> grant javasyspriv to system;
Grant succeeded.

Archived logs are not deleted automatically after an Oracle database backup. On
the next backup job, the script file “UpdateOracleRmanRecords.bat” (Windows) or
"UpdateOracleRmanRecords.sh” (Linux) in MindtimeOBM_HOME/bin will be
executed to remove these archived logs. To grant the privilege for the script to run.
Please do the following.

Windows

Assume the path “D:\oracle\product\10.2.0\db_1\bin" is the path for the Oracle
binaries.

Example:
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D:

cd \oracle\product\10.2.0\db_1\bin

sqlplus °/ as sysdba”

SQL> grant sysdba to system;

SQL> quit

set ORACLE_HOME=D:\oracle\product\10.2.0\db_1

Linux

Assume the path “/oracle/product/10.2.0/db_1/bin" is the path for the Oracle
binaries.

Example:

S su - oracle (or other users that have enough privileges)
S cd /oracle/product/10.2.0/db_1/bin

S sqlplus "/ as sysdba”

SQL> grant sysdba to system;

SQL> quit

S export ORACLE_HOME=/oracle/product/10.2.0/db_1

Note: Please also restart your scheduler to ensure the MindtimeOBM scheduler
is running with the above ORACLE_HOME. Warning messages may be shown in the
backup report if the MindtimeOBM scheduler starts before the above
ORACLE_HOME statement when machine reboots.

To restart the scheduler, please run the following commands.

MindtimeOBM_HOME/bin/StopScheduler.sh
MindtimeOBM_HOME/bin/Scheduler.sh

18.3 Overview
The following steps are performed during a backup job:
1. Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. Connection to the Oracle database is established using SQL*NET.
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4. For backup type [Database Backupl, commands are issued for the following data
to be spooled to the temporary spool path:

* All tablespace selected for backup

¢ All non default initialization parameters
e All control files

* Allarchived log files

5. For backup type [Archived Log Backup], commands are issued for archived logs to
be spooled to the temporary spool path.

6. Server and local file lists are compared to determine which file will be uploaded.
7. Delta file is generated for modified file (if necessary).

8. Data are encrypted, compressed, and uploaded to the backup server.

9. Data are removed from the temporary spool path.

10. Backup completed successfully.
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18.4 How to backup an Oracle database (Windows)
Refer to the following instructions to backup Oracle database installation on Windows:

1 Login to the backup application’s user interface.

Double-click on the MindtimeOBM desktop icon or right-click on the system tray

icon:
M Mindtime Online Backup Pro Mana... =] M Mindtime Online Backup Pro Mana... =]
. P = ) P =1
MMindtime Ml“ﬂindtime
a\Backup a\Backup
Login Mame : Login Mame :
Password : Password :
[”] Save password | Save password
@ Forgotyour password? @ Forgotyour password?
OK Cancel B (¥ Options ‘= Language
English -

[l Backup Server
https | = | | backupXX. mindtime.nl b

‘ag Proxy Setting
| Use proxy to access the backup server

Type - o Proxy
Sock
Address :
Part
User Name :
Password :

Ok Cancel B = Options

Note:
MindtimeOBM must be installed on the Oracle database server.

2. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

Mindtime Backup 466

B.V.



Mindtime Mindtime Online Backup Manager
Backup User’s Guide

New Backup Set Wizard |

&; Backup Set

Mame : | BackupSet

Type . File Backup -
M3 Exchange Server Backup -
IS Exchange Mail Level Backup
MS SAL Server Backup
iy S 2L Backup

Oracle Database Server Backup

System State Backup

ShadowProtect Systern Backup

WS Windows System Backup -

et » Cancel E3

3. Create an Oracle Database Server Backup set by selecting [Oracle Database Server
Backup] from the backup set type dropdown menu.

4. Enter the corresponding information required:

Mew Backup Set Wizard I

@ Backup Set
Mame : | Backup Set
Twpe : Cracle Database Server Backup -

oRACLE
Login 1D : systemn
Passwaord . | =

Host: hostname

Fort: 1821
SID: [SID
Mext » Cancel E3
Menu Items Description
Name Enter a backup set name of your choice.
Type Select backup set type [Oracle Database Server Backupl.
Login ID Enter the Login ID of the Oracle system account.
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Password Enter the password of the Oracle system account.

Host Enter the IP address or hostname of the Oracle database
server.
Note:
MindtimeOBM must be installed on the Oracle database
server.

Port Enter the Oracle TNS port.

SID Enter the Oracle SID.

5. Select [Next] to proceed.
6. Select the corresponding tablespace for backup.

New Backup Set Wizard

=-O Ii Oracle Database Server

[ g SYSTEM
0 Bl svsaux
- Fg UNDOTES1
- Bl TEMP

Ot USERS

----- O ¥ ExamPLE

1 Previous Mext »

Cancel B

7. Configure a backup schedule for unattended backups.

Note:

Multiple backup schedules of different types can be configured for the same

backup set.

8. Select an encryption setting for your backup set.

9. Press the [OK] button to complete the configuration of backup set.

10.  Scheduled backup will run automatically at the configured schedule time.
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11.  Click [Backup] button on the left panel to perform a backup immediately.
12.  Select the backup type to be performed:

Backup Options |

,[3) Backup Set
Backup Set -

1) Backup

® Database (Tablespaces, Control & Init File, Archived Logs)
Archived Log

Ok Cancel E | F Options

Menu Items Description

Database (Tablespaces, Control & Backup the following:
Init File, Archived Logs)
All tablespace selected for backup

All non-default initialization parameters
All control files

All archived log files

Archived Log Backup the archived log.

18.5 How to backup an Oracle database (Linux)

Refer to the following instructions to backup Oracle database installation on Linux:
1. Install MindtimeOBM on the Oracle database server.

Note:
MindtimeOBM must be. installed on the Oracle database server.

2. Create a new Oracle Database Server Backup set on the web interface.
3. Login to the MindtimeOBS web console, select [Backup Set].

4. Press the [Add] button to access the Add New Backup Set menu.
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Add New Backup Set

Type
o) @' File © % Microsoft S0L Server & Microsoft Exchange Server { |P|9339 select one ofthe following LI )

& E] Oracle Database Server it} MySQL Database Server

el ® Latus Darmina Lotus Notes g Systern State

[l Microsoft Exchange Mail Level Backup [ E ShadowProtect System Backup

e @ Microsoft Windows Systemn Backup © Y UMware UM Backup { IVMW3r9 wSphere ESX 3674 j )
o Gn Microsoft Windows Virtualization { IMinUSUﬂ Hyper-V Server LI i

Select the [Oracle Database Server] radio button and [Updatel].

Enter the Name and Database Backup Setting required:

Restare | Install Software Fags | Help | Select Language

[Help] Name
|ElackupSet

[Helo] Type
E Oracle Database Server
[Help] Database Backup Setting

Adrnin User

Admin Password

THE Port

Hostnarne 8 I

Oracle SID

Celete archived logs older than :IGD days ( -1 = Do not delete )

[Help] Backup Source
Backup the following files/directories :

1] Ladd]
Exclude the follawing files/directaries @
1. [Add]

[Help] Backup Schedule [Add]
Mo schedules defined

User’s Guide
Backup
Restore | Install Software FaQs | Help | Select Language

database server.

Note:

database server.

MindtimeOBM must be installed on the Oracle

Menu Items Description

Name Enter a backup set name of your choice.

Admin User Enter the Login ID of the Oracle system account.
Admin Password Enter the password of the Oracle system account.
Hostname Enter the IP address or hostname of the Oracle
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TNS Port Enter the Oracle TNS port.
Oracle SID Enter the Oracle SID.
Delete archived logs Option to delete archived log exceeded x days.
older than
7. Enter the Backup Source required:

To backup all tablespaces, enter ‘Oracle Database Server' in the [Backup the
following files/directories] field:

[ ] Backup Source
Backup the following files/directories ;
il . |Orac|e Database Server [ ]

z.| [add]
Exclude the following files/directories :

1. [Add]

To backup or exclude individual tablespace, enter ‘Oracle Database

Server/Database_Name' (e.g. Oracle Database Server/SYSTEM):

[Help] Backup Source
Backup the following files/directories
g |0rac|e Datahase Servet!SvSTEM [ ]

2. [add]
Exclude the following files/directories ¢

1. [add]

8. Configure a backup schedule for unattended backups.
Note:
Multiple backup schedules of different types can be configured for the same
backup set.

9. Press the [Update] button to save the newly created backup set.

10. Login to the Oracle database server with MindtimeOBM installed.

11.  Start the Configurator.sh script by accessing the backup client installation bin
folder:

>sh MindtimeOBM_HOME/bin/Configurator.sh
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12.  Follow the instructions provided in the Configurator to complete the
configuration of the backup set.

For Linux with GUI installed, backup set can also be created using the
MindtimeOBM user interface, similar to the procedures provided in the Windows

section.

Launch the MindtimeOBM user interface:

>sh MindtimeOBM_HOME/bin/RunOBC.sh

13.  Scheduled backup will run automatically at the configured schedule time.

14.  To perform a backup immediately, execute the RunBackupSet.sh script with the
backup set name or ID:

>sh MindtimeOBM_HOME/bin/RunBackupSet.sh BackupSet_Name

Important:
Before executing the script, please edit the BACKUP_TYPE parameter within the

RunBackupSet.sh script file from -
BACKUP_TYPE="FILE"

to

BACKUP_TYPE="DATABASE"
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18.6 How to restore an Oracle database
Refer to the following instructions to restore Oracle database:
1. Install MindtimeOBM on the Oracle database server (if required).
2. Restore the Oracle database backup files from the MindtimeOBS server.
3. For restore of an existing database, first shutdown the database:

* Set ORACLE_SID to your database System Identifier (SID):

Windows:
set ORACLE_SID=S{database_SID)

Linux:
export ORACLE_SID=S{database_SID}

e Connect to database as SYSDBA.

sqlplus "/ as sysdba”

¢ Shutdown the database.

SQL> shutdown immediate

Example:

S export ORACLE_SID=GDB1

S sqlplus "/ as sysdba”

SQL*Plus: Release 10.2.0.1.0 — Production on Thu Nov 8 17:04:57 2007
Copyright © 1982, 2005, Oracle. All right reserved.

Connected to:

Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 — Production With
the Partitioning, OLAP and Data Mining options

SQL> shutdown immediate

Database closed.

Database dismounted.
ORACLE instance shut down.
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4.  Forrestore of a non-existing database, first create a password file:

orapwd file=SORACLE_HOME/dbs/orapwS{database_SID}
password=S{password}

Example:

S orapwd file=/oracle/OraHomel/dbs/orapwBGDBI1 password=pwd123

5. Place the restored backup files to their original directory path:

Control files, datafiles and archived logs are stored on MindtimeOBS along with
their full path information.

For example with the data restored to the directory /obm_restore:

/obm_restore/Oracle Database
Server/oracle/product/10.2.0/db_1/admin/GDB1/

/obm_restore/Oracle Database
Server/oracle/product/10.2.0/db_1/dbs/initGDB1.ora

/obm_restore/Oracle Database
Server/oracle/product/10.2.0/db_1/dbs/spfileGDB1.ora

/obm_restore/Oracle Database
Server/oracle/product/10.2.0/db_1/flash_recovery_area/GDB1

/obm_restore/Oracle Database
Server/oracle/product/10.2.0/db_1/oradata/GDB1

These files should be moved to:

/oracle/product/10.2.0/db_1/admin/GDB1/
/oracle/product/10.2.0/db_1/dbs/initGDB1.ora
/oracle/product/10.2.0/db_1/dbs/spfileGDBI1.ora
/oracle/product/10.2.0/db_1/flash_recovery_area/GDB1/

/oracle/product/102.0/db_1/oradata/GDB1/
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6. Rename database files (for database restore to a new location):
* Modify the PFILE file to update file path.
Modify all file paths to reflect the change to the new location, and then save.

For example from:

background_dump_dest = /oracle/OraHomel/admin/GDB2/bdump
control_files = (/oracle/OraHomel/oradata/GDB2/controlO1.ctl,
/oracle/OraHomel/oradata/GDB2/control02.ctl,
/oracle/OraHomel/oradata/GDB2/control03.ctl)

core_dump_dest = /oracle/OraHomel/admin/GDB2/cdump

user_dump_dest = /oracle/OraHomel/admin/GDB2/udump

Change to:

background_dump_dest = /new_db_location/OraHomel/admin/GDB2/bdump
control_files = (/new_db_location/OraHomel/oradata/GDB2/controlO1.ct|,
/new_db_location/OraHomel/oradata/GDB2/control02.ctl,
/new_db_location/OraHomel/oradata/GDB2/control03.ctl)

core_dump_dest = /new_db_location/OraHomel/admin/GDB2/cdump

user_dump_dest = /new_db_location/OraHomel/admin/GDB2/udump

* Quote the values of Dispatchers as a single argument:

Dispatchers = "(PROTOCOL=TCP) (SERVICE=GDBIXDB)"

e Delete the SPFILE file.

* Set ORACLE_SID to your database System Identifier (SID).

Windows:
set ORACLE_SID=S{database_SID}

Linux:
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export ORACLE_SID=S{database_SID}

Run SQL Plus and connect to the database as SYSDBA

sqlplus */ as sysdba”

Start and mount the database.

SQL> startup mount

Create a backup of the control file to trace file.

SQL> alter database backup controlfile to trace as
‘New_DB_Location/CONTROL.TRC' reuse;

Rename each of datafile, log file and temp file.

Open the newly created trace file and check for the filename of each datafile,
log file and tempfile.

Rename each of these files:

SQL> alter database rename file 'xxx' to 'yyy’

Where xxx is the old filename found in the trace file, and yyy is the new filename
with the updated path.

Example:

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/system01.dbf" to
/new_db_location/oradata/GDB1/system01.dbf’;

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/undotbs01.dbf' to
'/new_db_location/oradata/GDB1/undotbs01.dbf"

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/sysaux01.dbf" to
/new_db_location/oradata/GDB1/sysaux01.dbf’
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SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/users01.dbf" to
/new_db_location/oradata/GDB1/users01.dbf’;

SQL> alter database rename file
Joracle/product/10.2.0/db_1/oradata/GDB1/TS1' to
'/new_db_location/oradata/GDB1/TS1';

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/redo01.log’ to
/new_db_location/oradata/GDB1/redo01.log’;

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/redo02.log’ to
/new_db_location/oradata/GDB1/redo02.log’;

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/redo03.log’ to
/new_db_location/oradata/GDB1/redo03.log;

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/temp01.dbf’ to
/new_db_location/oradata/GDB1/temp01.dbf;

Example:

S export ORACLE_SID=GDB1

S sqlplus "/ as sysdba”

SQL*PLUS: Release 10.2.0.1.0 — Production on Fri Nov 9 17:50:30 2007
Copyright © 1982, 2005, Oracle. All rights reserved.
Connected to an idle instance.

SQL> startup mount

ORACLE instance started.

Total System Global Area 285212672 bytes

Fixed Size 1218992 bytes

Variable Size 92276304 bytes

Database Buffers 188743680 bytes

Redo Buffers 2973696 bytes

Database mounted.

SQL> alter database backup controlfile to trace as
/new_db_location/control.trc’ reuse;
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Database altered.

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/system01.dbf" to
/new_db_location/oradata/GDB1/system01.dbf’

Database altered.

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/undotbs01.dbf" to
'/new_db_location/oradata/GDB1/undotbs01.dbf"
Database altered.

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/sysaux01.dbf" to
/new_db_location/oradata/GDB1/sysaux01.dbf";

Database altered.

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/users01.dbf" to
'/new_db_location/oradata/GDB1/users01.dbf’;

Database altered.

SQL> alter database rename file
'Yoracle/product/10.2.0/db_1/oradata/GDB1/TS1' to
'/new_db_location/oradata/GDB1/TS1';

Database altered.

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/redo01.log’ to
/new_db_location/oradata/GDB1/redo01.log’;

Database altered.

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/redo02.log’ to
/new_db_location/oradata/GDB1/redo02.log’;

Database altered.

SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/redo03.log" to
/new_db_location/oradata/GDB1/redo03.log’;

Database altered.
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SQL> alter database rename file
/oracle/product/10.2.0/db_1/oradata/GDB1/temp01.dbf" to
/new_db_location/oradata/GDB1/temp01.dbf’;

Database altered.

7. Restore the database.
Perform the following steps to restore database using Recovery Manager:

* Set ORACLE_SID to your database System Identifier (SID).

Windows:
set ORACLE_SID=S{database_SID}

Linux:
export ORACLE_SID=S{database_SID}

* Run Oracle Recovery Manager (rman) and connect to the target database.

rman target /

¢ Start and mount the database.

RMAN> startup mount

* Apply all transactions from the archived log files to the last sequence.

RMAN> recover database until sequence=4 thread=1;

The above command assumes that the sequence number of the last archived log
is 3.

The sequence numbers can be found on the filename of the archived log:

S{Oracle_Home}/dbs/ol_mf_1_2_3xxxxxxx_.arc
S{Oracle_Home}/dbs/ol_mf_1_3_3xxxxxxx_.arc

* Open the database.
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RMAN> alter database open resetlogs,

Example:

S export ORACLE_SID=GDBI1
S rman target /

Recovery Manager: Release 10.2.0.1.0 - Production on Thu Nov 8 17:46:27
2007

Copyright (c) 1982, 2005, Oracle. All rights reserved.
connected to target database (not started)
RMAN> startup mount

Oracle instance started
database mounted

Total System Global Area 285212672 bytes

Fixed Size 1218992 bytes
Variable Size 113247824 bytes
Database Buffers 167772160 bytes
Redo Buffers 2973696 bytes

RMAN> recover database until sequence=4 thread=1;

Starting recover at 08-NOV-07

Starting implicit crosscheck backup at 08-NOV-07

using target database control file instead of recovery catalog
allocated channel: ORA_DISK_1

channel ORA_DISK_1: sid=157 devtype=DISK

Finished implicit crosscheck backup at 08-NOV-07

Starting implicit crosscheck copy at 08-NOV-07
using channel ORA_DISK_1
Finished implicit crosscheck copy at 08-NOV-07

searching for all files in the recovery area
cataloging files...
cataloging done

List of Cataloged Files

File Name:
/oracle/product/10.2.0/db_1/flash_recovery_area/GDB1/archivelog/2007_11_0
8/01_mf_1_3_3mb5hlyby_.arc
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using channel ORA_DISK_1
starting media recovery

archive log thread 1 sequence 2 is already on disk as file
/oracle/product/10.2.0/db_1/flash_recovery_area/GDB1/archivelog/2007_11_0
8/01_mf_1_2_3mb5hlsvs_.arc

archive log thread 1 sequence 3 is already on disk as file
/oracle/product/10.2.0/db_1/flash_recovery_area/GDB1/archivelog/2007_11_0
8/01_mf_1_3_3mb5hlyby._.arc

archive log
filename=/oracle/product/10.2.0/db_1/flash_recovery_area/GDB1/archivelog/
2007_11_08/o1_mf_1_2_3mb5hlsvs_.arc thread=1 sequence=2

archive log
filename=/oracle/product/10.2.0/db_1/flash_recovery_area/GDB1/archivelog/
2007_11_08/o01_mf_1_3_3mb5hlyby_.arc thread=1 sequence=3

media recovery complete, elapsed time: 00:00:01

Finished recover at 08-NOV-07

RMAN> alter database open resetlogs,

database opened

8.  Optional - Create the Net Service Name and Database Service Listener:

To create a Net Service Name
Start Net Manager:

Windows
Click on the [Start Menul], select [Programs].

Select [Oracle - S{Home_Name}], in [Configuration and Migration Tools], choose
[Net Manager].

Linux
Run netmgr from ${Oracle_Home}/bin:

netmgr

* Expand [Oracle Net Configuration], [Local].

* Select [Service Naming] and expand the sub tree on the left toolbar.
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,'l‘:'i Oracle Net Manag \app\product\11.2.0\dbhome_1\NETWORK\ADMINY - |E||ﬂ

Eile Edit
@-ﬁOracle Net Configuration
@ Local
EiProfle

t@urac\r_cunnection_data
ol

Listeners

ing" inthe help contents.

* The [Net Service Name] wizard will be launched to guide you through the
procedure to create a net service name.

é:'.' Net Service Name Wizard: Welcome ﬁl

To access an Oracle database, ar other service, across the netwark
¥ou use a net service name. This wizard will help vou create a net
SEIViCE name.

Enter the name you want to use to access the database or senice. It
tan be any name you choose.

Met Service Narme: ||

Cancel S Bak

Note:
Ensure that the setting is saved afterward.

On the menu bar, click [File], then [Save Network Configuration].
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To create a Database Service Listener
Start Net Manager:

Windows
Click on the [Start Menul], select [Programs].

Select [Oracle - S{Home_Name}], in [Configuration and Migration Tools], choose
[Net Manager]

Linux
Run netmgr from ${Oracle_Home}/bin:

netmgr

* Expand [Oracle Net Configuration], [Local].
* Under the [Listeners] sub tree, choose [LISTENER].

e Select [Database Services] from the combo box, then click [Add Database].

;r:'.' Oracle Net Manager - C:\app\product11.2.0\dbhome_1\NETWORK\ADMIN}

e (S General Parameters

42 Oracle Net Canfiguration Listening Locations

é-LocaI

@Proﬂle Other Services

& Senvice Naring

Listeners

~ Metwark Address

Protocol: [TCPIIP

Host: |qa-w8x—ex1 -orati

Fort; |1521

Show Advanced

[ Statically dedicate this address far JSemer connactions
{far hackward compatibility with Oracle JSemer release
818

Add Address | Remave Address
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e Enter the Global Database Name and SID.

Note:
Ensure that the setting is saved afterward.

On the menu bar, click [File], then [Save Network Configuration]
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18.7 How to restore individual tablespace

Restoring a tablespace required a backup of datafiles consistent with the existing
archived logs and control files, as REDO will be applied during the restore operation.

Refer to the following instructions to restore tablespace of an Oracle database
1. Install MindtimeOBM on the Oracle database server (if required).
2. Restore the Oracle database backup files from the MindtimeOBS server.

3. Set ORACLE_SID to your database System Identifier (SID).

Windows:
set ORACLE_SID=S{database_SID}

Linux:
export ORACLE_SID=S{database_SID}

4. Connect to database as SYSDBA.

sqlplus */ as sysdba”

5. Shutdown the database.

SQL> shutdown immediate

6. Place the restored tablespace datafiles to the correct directory path.

The Datafile name and path can be found by using the REPORT SCHEMA
command:

* Run Oracle Recovery Manager (rman) and connect to the target database.

rman target /

e Start and mount database.

RMAN> startup mount

e List the names of all datafiles and tablespaces.
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RMAN> report schema;

Example:

Report of database schema

File K-bytes Tablespace RB segs Datafile Name

1 419840 SYSTEM  ***  Joracle/OraHomel/oradata/GDB1/system0Q1.dbf
2 204800 UNDOTBS1 ***
/oracle/OraHomel/oradata/GDB1/undotbsO1.dbf

3 20480 CWMLITE  ***
/oracle/OraHomel/oradata/GDB1/cwmlite01.dbf

4 20480 DRSYS ***  Joracle/OraHomel/oradata/GDB1/drsys01.dbf
5 141440 EXAMPLE  ***
/oracle/OraHomel/oradata/GDB1/example01.dbf

6 25600 INDX ***  Joracle/OraHomel/oradata/GDB1/indx01.dbf

7 20480 ODM ***  Joracle/OraHomel/oradata/GDB1/odmO01.dbf
8 10240 TOOLS ***  Joracle/OraHomel/oradata/GDBI1/toolsO1.dbf
9 25600 USERS ***  Joracle/OraHomel/oradata/GDB1/users01.dbf
10 39040 XDB ***  Joracle/OraHomel/oradata/GDB1/xdb01.dbf

11 0 TS1 ***  Joracle/OraHomel/oradata/GDB1/TS1_datafilel.dbf
12 0 TS1 ***  Joracle/OraHomel/oradata/GDB1/TS1_datafile2.dbf
13 0 TSI ***  Joracle/OraHomel/oradata/GDB1/TS1_datafile3.dbf

Place all restored datafile that constitute the tablespace to the listed location.

For example with the data restored to /obm_restore:

/obm_restore/Oracle Database
Server/oracle/OraHomel/oradata/GDB1/TS1_datafilel.dbf

/obm_restore/Oracle Database
Server/oracle/OraHomel/oradata/GDB1/TS1_datafile2.dbf

/obm_restore/Oracle Database
Server/oracle/OraHomel/oradata/GDB1/TS1_datafile3.dbf

These files should be moved to:

/oracle/OraHomel/oradata/GDB1/TS1_datafilel.dbf
/oracle/OraHomel/oradata/GDB1/TS1_datafile2.dbf

/oracle/OraHomel/oradata/GDB1/TS1_datafile3.dbf
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7.

Restore tablespace.

RMAN> recover tablespace TS1;

Note:

The above command assumes that the tablespace name is TS1.

If the datafiles are consistent with the database, the following messages will be
displayed:

Example:

RMAN> recover tablespace TS1;

Starting recover at 19-JUL-07
allocated channel: ORA_DISK_1
channel ORA_DISK_1: sid=156 devtype=DISK

starting media recovery

archive log thread 1 sequence 1 is already on disk as file
D:\ORACLE\PRODUCT\10.
2.0\FLASH_RECOVERY_AREA\GDBI1\ARCHIVELOG\2007_07_19\O1_MF_1_1_3
9Y98FOH_.ARC

archive log thread 1 sequence 2 is already on disk as file
D:\ORACLE\PRODUCT\10.
2.0\FLASH_RECOVERY_AREA\GDBI\ARCHIVELOG\2007_07_19\O1_MF_1_2_3
9Y98JSD_.ARC

archive log thread 1 sequence 3 is already on disk as file
D:\ORACLE\PRODUCT\10.
2.0\FLASH_RECOVERY_AREA\GDBI\ARCHIVELOG\2007_07_19\O1_MF_1_3_3
9Y9SW4D_.ARC

archive log
filename=D:\ORACLE\PRODUCT\10.2.0\FLASH_RECOVERY_AREA\GDBI\ARC
HIVELO

G\2007_07_19\O1_MF_1_1_39Y98FOH_.ARC thread=1 sequence=1

media recovery complete, elapsed time: 00:00:01

Finished recover at 19-JUL-07

If the datafiles are not consistent with the database, the following messages will
be displayed:

Example:

RMAN> recover tablespace TS1;
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Starting recover at 19-JUL-07

allocated channel: ORA_DISK_1

channel ORA_DISK_1: sid=156 devtype=DISK
RMAN-00571:

RMAN-03002: failure of recover command at 07/20/2007 12:24:49
RMAN-06163: some datafiles cannot be recovered, aborting the RECOVER
command

RMAN-06166: datafile 7 cannot be recovered

RMAN-06166: datafile 6 cannot be recovered

RMAN-06166: datafile 5 cannot be recovered

In this event, please attempt the restore process again with a set of consistent
datafiles.

The following error messages will be returned if there is archive log missing:

Example:

RMAN> recover tablespace TS1;

Starting recover at 20-JUL-07
using channel ORA_DISK_1

starting media recovery

archive log thread 1 sequence 12 is already on disk as file
D:\ORACLE\PRODUCT\10
2.0\FLASH_RECOVERY_AREA\GDBI\ARCHIVELOG\2007_07_18\O1_MF_1_12
_39VF4JNJ_.ARC

RMAN-00571:

RMAN-03002: failure of recover command at 07/20/2007 12:28:52
RMAN-06053: unable to perform media recovery because of missing log
RMAN-06025: no backup of log thread 1 seq 13 lowscn 660617 found to
restore
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In this event, please attempt the restore process again after the missing archive
log file is found.

8. Open database.

RMAN> alter database open;

Example:

S export ORACLE_SID=GDB1

S rman target /

Recovery Manager: Release 9.2.0.1.0 - Production

Copyright (c) 1995, 2002, Oracle Corporation. All rights reserved.
connected to target database (not started)

RMAN> startup mount

Oracle instance started
database mounted

Total System Global Area 235999352 bytes

Fixed Size 450680 bytes
Variable Size 201326592 bytes
Database Buffers 33554432 bytes
Redo Buffers 667648 bytes

RMAN> report schema,

using target database control file instead of recovery catalog
Report of database schema

using target database controlfile instead of recovery catalog
Report of database schema

File K-bytes Tablespace RB segs Datafile Name
1 419840 SYSTEM xAK
/oracle/OraHomel/oradata/GDB1/system01.dbf

2 204800 UNDOTBS1 ok
/oracle/OraHomel/oradata/GDB1/undotbs01.dbf

3 20480 CWMLITE ekl
/oracle/OraHomel/oradata/GDB1/cwmlite01.dbf

4 20480 DRSYS *kk

/oracle/OraHomel/oradata/GDB1/drsys01.dbf
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5 141440 EXAMPLE xhx
/oracle/OraHomel/oradata/GDB1/example01.dbf
6 25600 INDX ekl
/oracle/OraHomel/oradata/GDB1/indx01.dbf
7 20480 ODM il
/oracle/OraHomel/oradata/GDB1/odmO01.dbf
8 10240 TOOLS ok
/oracle/OraHomel/oradata/GDB1/toolsO1.dbf
9 25600 USERS iddd
/oracle/OraHomel/oradata/GDB1/usersO1.dbf
10 39040 XDB el
/oracle/OraHomel/oradata/GDB1/xdb01.dbf
11 0 TS1 et
/oracle/OraHomel/oradata/GDB1/TS1_datafilel.dbf
12 0 TS1 xAE
/oracle/OraHomel/oradata/GDBI1/TS1_datafile2.dbf
13 0TS1 xAE

/oracle/OraHomel/oradata/GDB1/TS1_datafile3.dbf

List of Temporary Files

1 20 TEMP 32767  D:\ORACLE\PRODUCT\10.2.0\0ORADATA\
GDBI\TEMPO1.DBF

RMAN> recover tablespace TS1;
Starting recover at 30-AUG-07
allocated channel: ORA_DISK_1
channel ORA_DISK_1: sid=11 devtype=DISK

starting media recovery
media recovery complete

Finished recover at 30-AUG-07
RMAN> alter database open;

database opened
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18.8 Export and Import a database (logical backup)

For logical database backup and recovery, one can also utilize Oracle's built-in export /
import utilities.

When exporting, database objects are dumped to a binary file which can then be
imported into another Oracle database (e.g. database migration).

Note:
Data exported are in proprietary binary file format; therefore, they can only be used

between Oracle databases. One cannot export data and expect to import it into a non-
Oracle database.

Refer to the following instructions to perform a logical backup (export):

For example to export the database -

1.

Export the database to a dump file with the following command.

exp username/password FULL=y FILE="/export-destination/data.dmp’
LOG="/log-destination/export.log’

Example:

S exp system/pwd123 FULL=y FILE="/oracle/data.dmp’
LOG="/oracle/export.log’

Connected to: Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 -
Production

With the Partitioning, OLAP and Data Mining options

Export done in WEBMSWIN1252 character set and AL1I6UTF16 NCHAR
character set

About to export the entire database ...
. exporting tablespace definitions

. exporting profiles

. exporting user definitions

. exporting roles

. exporting resource costs

Y
// ... exporting ... //
I111117177117117117777/

. exporting dimensions

. exporting post-schema procedural objects and actions
. exporting user history table

. exporting default and system auditing options

. exporting statistics

Export terminated successfully without warnings.

Mindtime Backup

B.V.

491




Mindtime Mindtime Online Backup Manager
Backup User’s Guide

2. Backup the exported dump file to MindtimeOBS.

Create a file type backup set to backup the newly exported dump file to an off-site
server.

Note:
For more details, please refer to the File Backup chapter of this same guide.

Refer to the following instructions to perform a logical restore (import):
For example to import a database -

1. Restore the exported dump file from MindtimeOBS.

2. Import the database with the following command.

imp username/password FULL=y FILE="/import-source/data.dmp’ LOG="/log-
destination/import.log’

Example:

S imp system/pwd123 FULL=y FILE="/oracle/data.dmp’
LOG="/oracle/import.log’

Connected to: Oracle Database 10g Enterprise Edition Release 10.2.0.1.0 -
Production
With the Partitioning, OLAP and Data Mining options

Export file created by EXPORT:V10.02.01 via conventional path

import done in WESMSWIN1252 character set and ALI6UTF16 NCHAR
character set

. importing SYSTEM's objects into SYSTEM

. importing OLAPSYS's objects into OLAPSYS

. importing SYSMAN's objects into SYSMAN

. importing SYSTEM's objects into SYSTEM

. importing OLAPSYS's objects into OLAPSYS

I1111171711117171111717
// ... importing ... //
I111177717117771717777

. importing OLAPSYS's objects into OLAPSYS

. importing SYSTEM's objects into SYSTEM

. importing OLAPSYS's objects into OLAPSYS

. importing SYSMAN's objects into SYSMAN

. importing SCOTT's objects into SCOTT

Import terminated successfully without warnings.
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19Backup / Restore Microsoft SQL Server

This chapter describes how to backup and restore Microsoft SQL Server with
MindtimeOBM.

19.1 Supported versions

Please refer to FAQ: Mindtime Requirements for the supported versions.

19.2 Requirements and recommendations
MindtimeOBM can be installed on the SQL server, or a separate backup client machine.

For MindtimeOBM installation on the SQL Server
Please ensure that the following requirements are met by the SQL Server:

1. MindtimeOBM version 5.5.8.0 or above is installed on the SQL server.

Note:
MS SQL 2008 R2 is only supported for MindtimeOBM version 5.5.8.0 or above.

2. Databases files are spooled to a temporary directory before being uploaded to the
offsite backup server.

It is recommended that the temporary directory have disk space of at least 120% of
the total database size.

3. Itis recommended that the temporary directory be configured on a local drive.

4. The SQL Windows service must have read write permission to the temporary
directory.

5. For database with simple recovery model, only full database and differential
database backups are allowed.

To perform a transaction log backup, please change the corresponding databases’
recovery model from simple to full.

For MindtimeOBM installation on a separate Backup Client Machine
Please ensure that the following requirements are met by the Backup Client Machine:

1. MindtimeOBM version 5.5.8.0 or above is installed on the dedicated machine for
backup.

Note:
MS SQL 2008 R2 is only supported for MindtimeOBM version 5.5.8.0 or above.
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2.

Databases files are spooled to the temporary directory before being uploaded to
the offsite backup server.

It is recommended that the temporary directory have disk space of at least 120% of
the total database size.

3. Since MindtimeOBM is not installed directly on the SQL server, the temporary
directory configured for the backup set must be a network path that is accessible
by the SQL server.

Backup Setting

BackupSet (A = Options

|;J General E} Temporary Directary far storing backup files

9216250 Temp Change &

] Backup Source v Remave temparary files after backup
L“f Backup Scheduls [ Advanced Options

|l T Transfer Block Size © 128 | = | kiytes

=

[J. in-File Detta

& Retention Palicy

=] Command Line Tool

% Edra Backup

e Lacal Copy

“,;i_} Options

[a]'4 Cancel £

4.  The SQL Windows service must have read write permission to the network

temporary directory.
Please update the service's [Log On] setting of the services if required.
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Open

Backup »
Backup and Logoff k
Backup and Restart k
Backup and Shutdown 4
Backup and Standby »
Backup and Hibernate k
Help

Stop Running Backup k
Exit

5. For database with simple recovery model, only full database and differential
database backups are allowed.

To perform a transaction log backup, please change the corresponding databases’
recovery model from simple to full.

Considerations for backup and restore of system databases
Refer to the following tables for considerations for backup and restore of system
databases:

Considerations for backup of system databases:
SQL server maintains a set of system level database which are essential for the
operation of the server instance.

Several of the system databases must be backed up after every significant update, they
includes:

*  master
¢ model
¢ msdb

For SQL database with replication enabled.
* distribution

This table summarizes all of the system databases.
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System Description Backup Suggestion
database required
master The database that records | Yes Back up the master
all of the system level database as often as
information of a SQL necessary to protect the
server system. data sufficiently for your
business needs.
Microsoft recommends a
regular backup schedule,
which you can supplement
with manual backup after
any substantial update.
model The template for all Yes Backup the model database
databases that are created only when necessary, for
on the instance of SQL example, after customizing
server. its database options.
Microsoft recommends that
you create only full
database backups of model,
as required. Because model
is small and rarely changes,
backing up the log is
unnecessary.
msdb The msdb database is Yes Back up msdb whenever it
used by SQL Server Agent is updated.
for scheduling alerts and
jobs, and for recording
operators.
It also contains history
tables (e.g. backup /
restore history table).
tempdb A workspace for holding No The tempdb system
temporary or intermediate database cannot be backed
result sets. up.
This database is recreated
every time an instance of
SQL server is started.
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distribution | The distribution database | Yes Replicated databases and
exists only if the server is their associated system
configured as a replication databases should be
distributor. backed up regularly.

It stores metadata and
history data for all types of
replication, and
transactions for
transactional replication.

Considerations for restore of system databases:

System database Restore suggestion

master

To restore any database, the instance of SQL
server must be running. Startup of an
instance of SQL server requires that the
master database is accessible and at least
party useable.

Restore or rebuild the master database
completely if master becomes un-useable.

model Restore the model database if:

e The master database has been rebuilt.

e The model database has been damaged,
for example due to media failure.

e The model database has been modified,
in this case, it is necessary to restore
model from a backup when you rebuild
master, because the Rebuild Master utility
deletes and recreates model.

msdb Restore the msdb database if:

e The master database has been rebuilt.
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distribution For restore strategies of distribution
database, please refer to the following online
document from Microsoft for more details:

http://msdn.microsoft.com/en-
us/library/ms152560.aspx

19.3 Overview

The following steps are performed during a backup job:

1 Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. Connection to the SQL server is established.

4. Commands are issued for the database or transaction log backup files to be
spooled to the temporary spool path.

5. Server and local file lists are compared to determine which file will be uploaded.
6. Delta file is generated for modified file (if necessary).

7. Data are encrypted, compressed, and uploaded to the backup server.

8. Data are removed from the temporary spool path.

0. Backup completed successfully.
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19.4 How to backup Microsoft SQL Server database
Refer to the following instructions to backup Microsoft SQL Server database:

1 Login to the backup application’s user interface.

Double-click on the MindtimeOBM desktop icon or right-click on the system tray

icon:
m Mindtime Online Backup Pro Mana... E' =] IE m Mindtime Online Backup Pro Mana... IE' [=] @
Mf‘ﬂindtime Ml"ﬂindtime
al\Backup a%Backup
Login Name : Login Mame :
Password : Password :
[_| Save password ] Save password
@ Forgotyour password? @ Forgot your password?
Ok Cancel B+ Options 3 Language
English -

[ﬂ Backup Server
hitps | | backupX mindtime.nl b

U= Proxy Setting
[ Use proxy to access the backup server

Type : & Proxy
Sock
Address :
Port:
User Mame :
Passward

oK Cancel 8 |I= Options

2. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.

3. Create a MS SQL Server Backup set by selecting [MS SQL Server Backup] from the
backup set type dropdown menu.
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Backup
[&; Backup Sat
Mame . |BackupSet
Type: File Backup -
File Backup -
Lotus Motes Client Backup e
Lotus Domino Server Backup
WS Exchange Server Backup
WS Exchange Mail Level Backup
MES SQL Serer Backup
MySCL Backup
Oracle Datahase Server Backup s
Mext » Cancel B
4. Enter the corresponding information required:
[&; Backup Sat
Mame . |BackupSet
Type . M2 SQL Server Backup -
S Yorver
Server: |Serer Mame =
Login 1D : sa
Password | | =
Mext  » Cancel &
Menu Items Description
Name Enter a backup set name of your choice.
Type Select backup set type [MS SQL Server Backup].
Server Select the server instance to be backed up.
Login ID Enter the Login ID of the MS SQL administrator account.
(Only for SQL Server database set to SQL Server and Windows
Authentication mode)
Password Enter the password of the MS SQL administrator account.
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(Only for SQL Server database set to SQL Server and Windows
Authentication mode)
5. Select [Next] to proceed.
6. Select the corresponding database for backup.
Mew Backup Set Wizard
= E Microsoft SCL Serer GNWINZ008-R2E)
= Gl (ocal
& gl master
- [l termpdb
-~ |l model
W 1l msdb
) |f Adventurstworks
) (Bl Morting
o |l Ahsay
4 Previous Mext  » Cancel B
7. Configure a backup schedule for unattended backups.
Note:
Multiple backup schedules of different types can be configured for the same
backup set.
8. Select an encryption setting for your backup set.
9.  Press the [OK] button to complete the configuration of backup set.
10. For SQL Server database with Windows Authentication mode:
Configure the [User Authentication for Windows] setting.
Enter the login credentials of a Windows account with sufficient permission to
access the MS SQL databases server.
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Backup
Backup Setting
SQL Backup Set - = | | General
A oeneral [ Backup Set
MName : | BackupSet
Backup Source Type : M3 SQL Server Backup
l“f Backup Schedule User Authentication forYWindows
|-1 Enervation Domain : Server Marme
== TR Usger Mame : | Administrator
[J. In-File Deita Password ;|
& Retention Policy M Lorver
- Server: Server Mame T
ar | Command Line Tool
Login 1D ; L]
%% Edra Backup Pasgworg | s
% Local Copy
#3 Options
QK Cancel E3
Menu Items Description
Domain SQL server under a domain:
Enter the name of the domain which the MS SQL server
reside in.
SQL server under a workgroup:
Enter the computer name of the MS SQL server
User Name Enter the username of the SQL administrator Windows
account.
Password Enter the username of the SQL administrator Windows
account.

11. For MindtimeOBM not installed on the MS SQL Server:

Configure the temporary directory to a network path that is accessible by the SQL
database server.
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Backup Setting
BackupSet - B Options
[} P—— {£% Temparary Directory for storing backup files
- WE2 16859 Temp Change &
B
| Backup Source Remove termporary files after backup
lf Backup Schedule O Advanced Options
_ Transfer Black Size : 128 | = | khytes
[E-']P Encryption
[J. in-File Deta

&, Retention Policy
‘:f Command Line Tool
tfw Extra Backup

:ﬁv Laocal Copy

1!{:} Options

Ok Cancel £

Important:
Please ensure that the MS SQL Server's SQL Windows service has read write
permission to the network temporary directory.

Please update the service's [Log On] setting of the services if required.

Open

Backup »
Backup and Logoff k
Backup and Restart k
Backup and Shutdown »
Backup and Standby k
Backup and Hibernate k
Help

Stop Running Backup k
Exit
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12.  For MindtimeOBM installed on the MS SQL server:

Configure the temporary directory to a local, USB or network path.

Backup Setting
BackupSet ol = Cptions
|J EemeEl &j Temparary Directory for storing backup files
ChTernporarvBackupData Change &
S
Backup Source v| Remove temporary files ater backup
l'df Backup Schedule % Advanced Options
l ) Transfer Block Size : 128 = | kbytes
|_r¢._-,- Encryption

(). In-File Deita

& Retention Policy
=] Command Line Tool
8. Esdra Backup

L 5

%, Local Copy

3 Options

Ok Cancel £

Important:

Please ensure that the MS SQL Server's SQL Windows service has read write
permission to the network temporary directory.

13.  Scheduled backup will run automatically at the configured schedule time.
14.  Click [Backup] button on the left panel to perform a backup immediately.
15.  Select the backup type to be performed:

Backup Options |

[3'; Backup Set
BackupSet -

i) Backup

® Datahase - Complete
Database - Differential
Transaction Log

oK Cancel B | # Options

| Menu Items | Description
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Database - Complete

Perform a complete database backup.

Database - Differential

Perform a differential database backup.

Transaction Log

Perform a transaction log backup.
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19.5 How to restore Microsoft SQL Server database

Refer to the following instructions to restore Microsoft SQL Server database:
1 Prepare the operating system for the MS SQL Server restore (if required).

Install the original version of Windows and SQL Server (with the same level of
service pack installed as in the original system).

2. Ensure that all SQL related Windows services are up and running.
3. Install MindtimeOBM (if required).

4. Restore the SQL databases from backup; restore the database backup files from
the MindtimeOBS server.

5. Continue with the following steps to restore the system database and the user
databases.

Important:
It is not necessary to restore the system databases for user database recovery.

Please refer to the requirements and recommendations (considerations for backup
and restore of system databases) section in the above for details.
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19.5.1 Restore Microsoft SQL Server 2000 database
19.5.1.1 Restore master database
Refer to the following instructions to restore the master database:
1 Stop the SQL instance.
2. Restart the SQL instance in single-user mode.

From a command prompt, browse to the appropriate directory for the instance of
SQL to start

Enter the following command.

For default instance

>sqlservr.exe -c -m

For named instance

>sqlservr.exe -c -m {instance_name}

Important
Only perform Step 1 and 2 if you are restoring the master database.

3. Open SQL Server Enterprise Manager; connect to the server where the backup is
to be restored.

4. Right click the master database and select [All Tasks], then select [Restore
databasel].

Mew Database. .,

R[= 3

Import Daka. ..
Expoart Data, ..

Tew Window from Here

Delet rMaintenance Plan.. .
elete
Generate SCL Script, ..

Refresh 2 P

p i Backup Database. ..

HOLIERAES Restare Database. ..
Help )
Shrink Database. ..
[],_g S0L Server Logs Detach Détabase...
- Log shipping Monitor Take Offline

1 Replication Copy Subscription Database, ..
|--D Security

Yiew Replication Conflicts., ..

|- Support Services
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5. Select the [From device] radio button and [Select Devices].

Restore database

General | Options I

Bestare as database: |master j

Restore: " Database £ Filsgroups or files ' From device

—Par

Devices:

Backup number: |1 Yiew Cantents. . |

¥ Restore backup set

Select Devices. . |

¥ Database - complste
" Databage - differential
" Transaction log

" File or filegroup I

" Read backup set information and add to backup history

Ok I Cancel Help

6. In the [Choose Restore Devices] dialog box, select the [Disk] radio button.

%]

Choose Restore Devices

When the backup iz restored, SOL S erver will attempt to restare from the
devices listed below.

Backup sat: [Unkrown)

Restare from: = Tape

Device name | Add...

Edit

Eemaove

Fremaowe Al
edia verification option

™ Only restore from media with the following name:

edia mame;

oK I Cancel

7. Click the [Add] button to display the dialog box, enter the file name of the backup
file (restored from MindtimeOBS) that is to be restored.

If the file exists on a network share, provide the UNC share name in the File name
text box.
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10.

11.

Choose Restore Destination ﬂ

Select the file name or backup device to use for the restore
g operation. Backup devices can be created far files that you
uze frequently.

" File name:

ID:'\backups'\master.bak

" Backup device:

| I

ak. | Cancel

Click the Options tab and select appropriate options for the restore operation.
Click OK in the Restore Database dialog box to begin the restore process.
Restart the SQL instance in multi-user mode afterward.

Restart the SQL Windows services, or enter the following command.

For default instance

>sqlservr.exe -c

For named instance

>sqlservr.exe -c {instance_name}

Continue with the following steps to restore other system database and the user
databases.

19.5.1.2 Restore other system or user database (complete backup)

Refer to the following instructions to restore a complete backup:

1 Open SQL Server Enterprise Manager; connect to the server where the backup is
to be restored.
2. Right click the corresponding database and select [All Tasks], then select [Restore
database].
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Mew Database, ..

Mew

|- Data Trz Import Data..,
Export Data...

|{:| Managel ey Windaw From Here

5% 501

Maintenance Plan...

..... 0 Delete
! Generate SQL Script,.
Refresh 9 ¢
i Backup Database. .,
Properties :
R jatabase. ..
Help '
£ Dat Shrink. Database. ..
w44 5L Server Logs Detach Détabase. "
{8 Log Shipping Manior Take Offline
+2 Replcation Copy Subscription Database, .,
-Z3 Security

Yiew Replication Conflicks...

|- Support Services

Note:

SQL Server databases may be backed up on one server and restored to another
server.

If the target database does not exist on the server, right click on any database
instead. A new database can be created while restoring the backup.

3. Select the [From device] radio button and [Select Devices].

Restore database

General | Options I

Bestore az database: Imaster j
Restare: " Database " Filegroups or files & From device
— Parameters
Devices:

Select Devices... |
Backup number: I'I Wiew Contents... |

& Restore backup set
% Database - complete
™ Databage - differantial
~ Tranzaction log

€ File o filegroup I

' Read backup set information and add to backup history

oK I Cancel Help

4. In the [Choose Restore Devices] dialog box, select the [Disk] radio button.
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Backup

x|

Choose Restore Devices

When the backup is restared, SOL Server will attempt to restore from the
devices listed belaw.

Backup zet: [Unkrowm)

Restore from: ) Tiape

Device name |

Edit
Eemove

Femawve Al

III II:-
[=
=5

Media verification option

[~ Only restore from media with the following name:

tedia hame:

ak. I Cancel

5. Click the [Add] button to display the dialog box, enter the file name of the backup
file (restored from MindtimeOBS) that is to be restored.
If the file exists on a network share, provide the UNC share name in the File name
text box.

Choose Restore Destination ﬂ

Select the file name or backup device to uze for the restore
g operation. Backup devices can be created for files that you
uze frequently.

¥ File name:

ID:\backups\ma&ter.bak

" Backup device:

| |

6. Select the [Restore backup set] radio button, and [Database - complete].
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Restore database

General | Dptionsl

Restore as databaze: Imaster j
Restore: " Database " Filegroups or files i+ Fram device
— Parameters
Devices:

Select Devices... |
Backup nurmber: I'I iew Contents... |

¥ Restore backup set
(% Database - complete
" Database - differertial
" Tranzaction log

" File or filegroup I

" Read backup set information and add te backup history

n]4 I Cancel Help

7. Click the Options tab and select appropriate options for the restore operation.
For the [Recovery completion state] setting:

Restore database X|

General Options |

™ Eject tapes [if ary] after restoring each backupé

[ Prompt before restoring each backup
[~ Force restore over existing database

Restore database files as:

Restore Az
AW . Frogram F
.

50L
SOL Server'M5S

d:\Program FileshMicrozaft

— Recovery completion state

¥ | gave database operational. Mo additional tranzaction logs can be restored.
™ Leave database nonoperational but able bo restore additional anzaction logs.

" Leave database read-only and able to restore additional transaction logs.

U hdo file: d:%Program FilesiMicrosoft SOL ServertSSELENST15BACK] J

ok I Cancel | Help |

Important:
If this is the final backup to be restored, select -

[Leave database operational. No additional transaction logs can be restored]
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If there are further differential or transaction log to be applied, selection one
of the other two options for the Recovery completion state

8. To start the restore operation, click OK.

9. Continue to the next section to restore differential or transaction log backup.

19.5.1.3 Restore other system or user database (differential / transaction
log backup)

Refer to the following instructions to restore a differential or transaction log backup:
1 Open SQL Server Enterprise Manager.

2. Right click the corresponding database, select [All Tasks], and then select [Restore
database].

New Database, .

MNew 3
Irnport Data. ..
) Export Data, .,
- Mew Window From Here
E‘"'%%'— Delet Maintenance Flan...
elete
! Generate SOL Scripk. ..
- g 1\ Refresh i ?
] . Backup Database, .,
& Back Properties Restore Database, ..
F-ALE Curr Hel
% Dat =k shrink Database...
[]--%’ S0L Server Logs Dekach D?atahase. »
@ Log Shipping Monitar Take Offfine
I"g :\eplic.?tinn Copy, Subscription Database, .,
- EourLy Yiew Replication Conflicts. ..

[ Support Services

3. Inthe window that is displayed, select the [From device] option.

4.  Add the backup device (restored from MindtimeOBS), refer to the procedure
explained in previous section.
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Choose Restore Devices ﬁ

devices listed belaw,

Wihen the backup is restared, SOL Server will atterpt to restore from the

Backup et [Unkranm)

Restore from:

" Tiape

Dievice name |

Media werification optian

Edit

Eemayve

III Ib
o
o

Femaye Al

[ Only restare from media with the: following narme:

ldedia name:

[ o |

Cancel

5.
you are restoring.

Restore database

General | Options |

FBestore as databaze: INwind_New

Restore: " Database " Filegroups or files & From device

Devices: [ \backupsinwindilog.bak,

Select Devices.. |
Backup number. |1 Wiew Contents..

& Restore backup set

" Database - complate
" Database - differential

& Transaction log

" Riead backup st information and add to backup history

" File or filegroup

Restore database

General | Options |

Select [Database - differential] or [Transaction log] according to the backup file

Riestore as database: INwind_N =

Festore: " Datshase € Filegroups or fles

& From device

—P
F

Devices: D:Abackupshnwindyrwind_diff.bak

Backup number. |1 iew Contents. .

% Restore backup set

" Database - complete
% Databasze - differential

€ Transaction log

" Bead backup set information and add to backup histary

£ File or filegroup

Select Devices...

oK I Cancel Help oK I Cancel Help
6. Click the Options tab and select appropriate options for the restore operation.
For the [Recovery completion state] setting:
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Restore database |

General Options I

[~ Eject tapez [if any] ater reztonng each backupg

™ Erompt befare restoring each backup
[ Eorce restore over existing database

Festore databaze files as:

Festore Az
SR d:'.Frogram Files
dh..  d\Program Files\Micrazaft S0

erver $INST14datasmwind_new_log.Idf
erverMESHLEINST 1hdata mwind_new. mdf

r— Fiecovery completion state

(¢ | eave database operational. No additional transaction logs can be restared.
" Leave database nonoperational but able to restore additional transaction logs.

™ Leave database read-only and abls to restore additional transaction logs.

Uridafiles d:%Program FilezMicrazoft SOL Server\MSSOLEMS T 14BACK] J

ak. I Cancel | Help |

Important:
If this is the final transaction log to be applied, select -

[Leave database operational. No additional transaction logs can be restored]

If there are further backups to be applied afterward, one of the other two options
for the Recovery completion state.

7. To start the restore operation, click OK.

19.5.2 Restore Microsoft SQL Server 2005 / 2008 database
19.5.2.1 Restore master database
Refer to the following instructions to restore the master database:
1 Stop the SQL instance.
2. Restart the SQL instance in single-user mode.
* In SQL Server Configuration Manager, click [SQL Server Services].

* In the right pane, right-click SQL Server, and then click [Properties].
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F= 5ql Server Configuration Manager
File  Action  Wiew Help
e A NENESN ? BECRORORG)
@ SGL Server Configuration Manager (Local) Mame | State I
E SQL Server Services Hmwindows Internal Database (MICROSOFT##55EE)  Stopped
2 SQL Server Metwark Configuration (32bit) #3501 Full-text Filker Daeman Launcher (MSSQLSERVER) Running
> S0L MNative Client 10,0 Configuration (32bit) SOL Server (MSSOLSERYER) RUARING
& =301 server Metwork Configuratian ﬁSL Server Browser ; Stark Runnin
> S0L Native Client 10,0 Configuration @SQL Server Sgent (MSSOLSEF Stop Running
Pause
Resurie
Restart
Help
all | il
Cpens the properties dialog box Far the current selection. |

¢ On the Advanced tab, in the Startup Parameters box, type the parameters -m
separated by semicolons.

SQL Server (MSSQLSERYER) Properties [ 2

‘Log On | Service | FILESTREAM  Advanced |

Durnp Directory D\Prograni FilesiMicrosoft SOL Se =
Error Reparking Mo

File Wersion 2007,100.2531.0

Install Path d:\Program FilesiMicrosoft SOL Se
Instance ID MESL10.50L2kS

Language 1033

Reqistry Rook Software)MicrosaftiMicrosaft SOL
Running under 64 bit 05 Mo

Service Pack Level 1

S0L Skates 2053

Startup Parameters -m;-dD;\Program FiIes'l,MicrosofLI
Stock Keeping Unit ID 15045905355

Stock Keeping Unit Mame Enterprise Edition

Versian 10.1.2551.0

Virkual Server Mame

|

Startup Parameters
Pararneters used by SCL Server ak service startup

(8] 4 I Cancel Apply Help

* Restore the database engine afterward.

Important:
When you start SQL Server in single-user mode, first stop SQL Server Agent.

Otherwise, SQL Server Agent might connect first, preventing you from connecting as
a second user.
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3.

To restore a full database backup of master, use the following RESTORE
DATABASE Transact-SQL statement:

>RESTORE DATABASE master FROM S{backup_device} WITH REPLACE

S{backup_device} is the database file restored from MindtimeOBS:

C:\>sglcmd

1>RESTORE DATABASE master FROM DISK = ‘C:\temp\master.bak’ WITH
REPLACE;

2>GO

After master is restored, the instance of SQL Server shuts down and terminates the
sqglcmd process.

Before you restart the server instance, ensure to remove the single user startup
parameter that you have added previously in Step 2.

Restart the server instance and continue other recovery steps such as restoring
other databases.

19.5.2.2 Restore other system or user database (complete backup)

Refer to the following instructions to restore a complete backup:

1. Open SQL Server Management Studio; connect to the server where the backup is
to be restored.
2. Expand [Databases].
Depending on the database, either selects a user database or expands [System
Databases], and then selects a system database.
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l'___._:_ Microsoft SOL Server Management Studio

File Edit Wiew Tools Window  Community Help

MewGuery | Oy | B3 85 5 |0y |5 H & B ¢

¥

Cornect~ | @] &1 wm T [
SR
= [d Databases
[ System Databases
[ Database Snapshots
| AdventurewarksLT2008
U Ahsay
| Morthwind
U pubs
[ Security
[ Server Objects
[ Replication
[ Management
[ 5L Server Agent

4 1]

Ready

3. Right click the database, point to [Tasks], clicks [Restore], and then click
[Database].

Note:
SQL Server databases may be backed up on one server and restored to another
server.

If the target database does not exist on the server, right click on any database
instead. A new database can be created while restoring the backup.

MNew Database...

Mew Query

Script Database as 3

Tasks 4 Detach...

Palicies r Take OFfline

Facets Bring Cniline

Skart Powershell Shrink.

Reporks » Back Up...

Fename Restare » | Database...
Delete Mikrar... Files and Filegroups...
Refresh Launch Database Mirroring Monitor, .. Transaction Log. ..
Properties Ship Transaction Logs. ..

Generate Scripks...

Publish using Web Service. ..
Import Data...,

Export Data..,

Copy Database. ..

Manage Database Encryption...

4. Onthe General page, the name of the restoring database appears in the [To
database] list box.
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To create a new database, enter its name in the list box.

. Resto
Select apa
A General
2 Options

Database - Northwind =]

5 Script - m Help

Destination for restore

Select or type the name of a new or exizting databaze for your restore operation.

To database: INorthwind

To a paint in time: IMost recent possible

| 1w

Source for restore

Specify the zource and location of backup zets to restore.

 From databass: INorthwind LI
& From device: I |
Select the backup sets to restare:
Festore I M ame | Component I Type I Server Database
Connecl'fi
Server
WM 2008-R2b
Connection:
WM 2008-R 2B A drninistrator
2Y View connection properties
N — i

5.  Select [From device]; click the browse button to open the [Specify Backup] dialog
box. Click [Add].

6. Browse to the backup file (restored from MindtimeOBS) that is to be restored.

= Specify Backup E

Specify the backup media and its location for your restore operation.

Backup media -
Backup location:
D:hbemphDATABASE_Adventurebw'orksL T 2008 bak Add

Remove |
Contents |

K I Cancel Help |

Mindtime Backup 520
B.V.



Mindtime

Mindtime Online Backup Manager

User’s Guide
Backup
7. After adding the complete database file to the [Backup location] list box, click [OK]
to return to the General page.
8. Inthe [Select the backup sets to restore] grid, select the backups to restore.
I Restore Database - Northwind M=l E3
5 Script - Hel
f General 5 et m -
&' Options Destination for restore
Select or type the name of a new or exizting databaze for your restore operation.
To database: INorthwind LI
To a point in time: IMost recent possible _I
Source for restore
Specify the zource and location of backup zets to restore.
 From databass: INorthwind LI
& From device: ID:\temp\DATABASE_AdventuleW'orksLT2DDS.bak _I
Select the backup sets to restare:
Festore I M ame | Component I Type I Server Database
v Database Full WINZ008-R2E  Adventure'w/orksLT 2008
Connection
Server
WM 2008-R2b
Connection:
WM 2008-R 2B A drninistrator
2Y View connection properties
Progress
Ready
N i
ok I Cancel I
o
9. Click the Options page and select appropriate options for the restore operation.

For the [Recovery state] setting:

Important:

If this is the final backup to be restored, select -
[Leave database ready to use by rolling back uncommitted transactions.
Additional transaction logs cannot be restored]

If there are further differential or transaction log to be applied, selection one
of the other two options for the Recovery completion state.
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tabase - Northwind =]

5 Script - m Help

Restare options

[T Owemwrite the existing databaze [wITH REPLACE]

[~ Preserve the replication setings (w1TH KEER_REFLICATION)

[~ Prompt before restoring each backup

[~ Restict access to the restored database [WITH RESTRICTED_USER])

Festore the database files as:

Original File Mame | File Type I Restore Az |
Adventurew orksL T 2008 _Data Fows Data D:\Program FilesMicrosoft SGL... |onec|
AdventureworksLT2008_Log Log D:\Program FilesMicrosoft SGL... o

Recovery state

' Leave the database ready to uze by rolling back uncommitted transactions. Additional
trangaction logs cannot be restored. [RESTORE WITH RECOWYERY]

Connection ¢~ Leave the database nan-operational. and do nat rall back uncommitted transactions. Additional
tranzaction logs can be restored [RESTORE “ITH MORECOWERY]
Server
WM 2008-R2b

C . ~ Leave the database in read-only made. Unda uncommitted transactions, but save the unda
‘v'\u?l?vlnz.‘eﬂcglso-%}?Bkﬁ.dministlator actions in a standby file so that recovery effects can be reversed [RESTORE WITH STAMDEY)

Standby file: | _|

2Y View connection properties

Ready

( i The _FuII-Text Upgrade Option zerver property controlz whether full-test indexes are imported,
rebuilt, or reset,

10. To start the restore operation, click OK.

11.  Continue to the next section to restore differential or transaction log backup.

19.5.2.3 Restore other system or user database (differential / transaction
log backup)

Refer to the following instructions to restore a differential or transaction log backup:

1. Open SQL Server Management Studio; connect to the server where the backup is
to be restored.

Important:
Backups must be restored in the order in which they were created.

Transaction log can only be applied to database in WITH NORECOVERY
recovery state.

If the database to be restored is not in NORECOVERY recovery state, restore
the previous backup using the following recovery state option:

[Leave the database non-operational, and do not roll back the uncommitted
transactions. Additional transaction logs can be restored].
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2. Expand [Databases].

Select the corresponding user database or system database.

r'..:_: Microsoft SQL Server Management Studio

File Edit Wiew Tools Window  Community Help

) mew query | [y | % (55 | G |5 W & | B o

i ~ 0 x

Connect + ‘ a8l m T 5
=] LB WINZO08-R2b (SQL Server 10.0,2531 - WINZ00S-R2ZE) Administrator)
[= [ Databases
[ system Databases
[ Database Snapshots
| AdventureworksL T2008
U Ahsay
U horthwind (Reskoring...)
L__' pubs
L3 Security
[ Server Objects
[ Replication
[ Management
|§) S0L Server Agent

4] |

Ready

3. Right click the database, [Tasks], [Restore], and then click [Database] or
[Transaction Log] according to the backup file you are restoring.

Mew Database. ..
Mew Query
Scripk Database as 3
Tasks 4 Detach...
Policies 4 Take Offline
Facets Bring Cnline
Start Powershell Shrink, »
Reports » Back Up...
Rename Restore » | Database. ..
Delete Mirrar. .. Files and Filegroups. ..
Refresh Launch Database Mirroring Monitar. .. Transaction Log...
Properties Ship Transaction Logs. ..
Generake Scripts... A

Publish using Web Service. ..
Impork Daka. ..
Expork Data. ..

Copy Database...

Manage Database Encryption. ..

4.  Select [From file or tape]; click the browse button to open the [Specify Backup]
dialog box. Click [Add].

5. Browse to the backup file (restored from MindtimeOBS) that is to be restored.
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= Specify Backup [ |

Specify the backup media and itz location for your restore operation.

B ackup media:

Backup location:

Fie |\

D:Mbemph 201 2-01-16[13-30-16)_LOG_Adventurewfork L T 2008.bak.

Add

Remove |

Lortents

ak. I Cancel

I Help |

A

6. After adding the differential database or transaction log file to the [Backup
location] list box, click [OK] to return to the General page.

7. In the [Select the backup sets to restore] grid, select the backups to restore.

. Restore Transaction Log - Northwind

L8 Seript - U3 Help

=] E3

E Options

D atabase: I Marthwind

Festore source

£+ From file or tape:

Specify the zaurce and location of the ranzaction log backups.

£~ From previous backups of database: I

=

[Dempt2012-01 16133016 LOG_., ... |

Select the tranzaction log backups to restare:

Fiestare | Marme | Component

Connection

Server
Wik 2008-R2b
Connection: P I I
| N 2008-F 2B A dminiztrator
Restore to

Transaction Log Backup of Adventure'w orksL T 2008

AdventuretsiorksL T20

]

2{ Wiew connection properties

Ready & Paint in time:

= Marked transaction

‘rou can restore ko the most recent available state, a specific point in time, or a marked transaction.

IMost recent pozzible

L

=

[ ox 1|

Cancel I

G

8.  Click the Options page and select appropriate options for the restore operation.

For the [Recovery state] setting:

Important:

If this is the final backup to be restored, select [Leave database ready to use
by rolling back uncommitted transactions. Additional transaction logs cannot

be restored].
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If there are further differential or transaction log to be applied, selection one
of the other two options for the Recovery completion state.

- Restore Transaction Log - Northwind =] E3

g Script - m Help

Restare options

[~ Preserve replication settings [WITH KEEP_REPLICATION)

[~ Prompt before restoring each backup
[~ Restict access to the restored database [WITH RESTRICTED_USER])

Recovery state

e Leave the database ready to use by rolling back. uncommitted transactions. Additional
tranzaction logs cannot be restored [RESTORE WITH RECOWVERY)

' Leave the databasze non-operational. and do not roll back uncommitted tranzactions. Additional
tranzaction logz can be restaored [RESTORE *ITH NORECOWERY]

' Leave the databasze in read-only mode. ndo uncommitted transactions, but zave the undo
actions in a file =0 that recovery effects can be reversed [RESTORE “WITH STAMNDEY]

Connection Standby file: I |
Server

WM 2008-R2b

Connection:

W 2008-F 2B A drministrator

F{ Wiew connection properties

Ready

ok I Cancel I

7

9. To start the restore operation, click OK.

19.5.3 Restore Microsoft SQL Server 2012 database
19.5.3.1 Restore master database

Refer to the following instructions to restore the master database:
1. Stop the SQL instance.
2. Restart the SQL instance in single-user mode.
* In SQL Server Configuration Manager, click [SQL Server Services].

* In the right pane, right-click SQL Server, and then click [Properties].
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= 5ql Server Configuration Manager

File  Action ‘“iew Help

i 2N EREN ? JICRORON)
@ SOL Server Configuration Manager (Local) Mame | Stake | Start Mode | Log
S0L Server Services EQL Server Integration Services 11.0 Running Aukamatic MT ¢
3. 5L Server Metwork Canfiguration {32hit) IV 501 Full-text Filer Daemon Launcher (MSSQLSERY...  Running Marual T
= 30 Native Client 11.0 Configuration {32bit) = VS| —— Running Automatic 4

) ) = = A . o i
d 500 Serffer Nn.etwork CDHFIGL_IFatIDn. @SQL Server Ana Stop SERWER) Running Autamatic MT £
. SQL Mative Client 11.0 Configuration Ebsol serverRep o b SERVER) RURning Automatic NT €
QSQL Server Broy Resume Stopped Other (Book, Systern...  NT
<
@SQL Server Age Restart Stopped Manual MT ¢
Help

4| | ]

Opens the properties dialog box For the current selection, |

* On the Startup Parameters tab, type the parameter —m in the specify startup
parameter box and click on [Add] and click on [OK]

SQL Server (MSSQLSERYER) Properties

Log On | Service | FILESTREAM
Alaayson High Availability Starkup Parameters | Advanced

Specify a startup parameter:

| -m| Add

Existing parameters:

-dD:\Microsaft SQL ServeriMSS0L1 1. MSSQLSERVERIM:
-eDnMicrosoft 30L ServeriM3aQL1 1 MISOLIERYERM:
-[DMlicrosoft SOL Server\MSS0L1 1 MSSQLSERVERIMS

Remowve |

[al'4 I Zancel Apply Help

* Restore the database engine afterward.

Important:
When you start SQL Server in single-user mode, first stop SQL Server Agent.
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Otherwise, SQL Server Agent might connect first, preventing you from connecting as
a second user.

3. To restore a full database backup of master, use the following RESTORE DATABASE
Transact-SQL statement:

>RESTORE DATABASE master FROM S{backup_device} WITH REPLACE

S{backup_device} is the database file restored from MindtimeOBS:

C:\>sglcmd

1>RESTORE DATABASE master FROM DISK = ‘C:\temp\master.bak’ WITH
REPLACE;

2>GO

4. After master is restored, the instance of SQL Server shuts down and terminates the
sqlcmd process.

Before you restart the server instance, ensure to remove the single user startup
parameter that you have added previously in Step 2.

5. Restart the server instance and continue other recovery steps such as restoring
other databases.

19.5.3.2 Restore other system or user database
Refer to the following instructions to restore a backup:

1. Open SQL Server Management Studio; connect to the server where the backup is
to be restored.

2. Expand [Databases].

Depending on the database, either selects a user database or expands [System
Databases], and then selects a system database.
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“< Microsoft SQL Server Management Studio {(Administrator)

File Edit Wiew Debug Tools ‘Window Help
P T | dnewouey (BB 6 @B 9 o - A5 g
Ohject Explorer ~ o x
Connect = 3 4 w7 ] Q
=] [ﬂ WERZX-0-85 (SQL Serwer 11.0,2100 - %,
= [ Databases
= 3 System Databases
i)
l_J model
| msdb
| tempdb
[ Database Snapshots
| | ReportServer
| | ReportServerTempDE
[ Security
[ Server Objects
[ Replication
[ AlwaysOn High Availabilicy
[ Managerment
[ Inkegration Services Catalogs
I_% S0L Server Agent

3. Right click the database, point to [Tasks], clicks [Restore], and then click [Database].

Note:
SQL Server databases may be backed up on one server and restored to another
server.

If the target database does not exist on the server, right click on any database
instead. A new database can be created while restoring the backup.
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icrosoft SOL Server Management Studio {Administrator)

Y
File Edit “iew Debug Tools ‘window Help
P S @l | S mewquery Gy R B T
Object Explorer * 01X
Cornect~ 24 3d m 7 & 5
= IJ’ WERZX-0-85 (3L Server 11.0.2100 - W

= [ Databases
= [ System Databases

l-J w‘ MNew CQuery
| mode
V] "“Sdt| Tasks Shrink
| temp p—
[ Database Policies EBack Up...

hj E:EE:;: Facets Restore 3 ”W‘
[ Security Start PowersShel Generate Scripts... Files and Filegroups. ..
1 Server Objec —_—
[ Replication
[ AlwaysOn His | Export Data...

Reports Import Data... Transaction Log...

Page...

Refrash
[ Management

[ Integration = Properties
[ 50L Server Agent

4. On the General page, the name of the restoring database appears in the [To
database] list box.

To create a new database, enter its name in the list box.
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E; pestore Database -

(3 Mo backupset selected to be restored.

select a pagé 4 Script - L‘j Help
1 General
2 Files 5
_’@? Options aures
" Database: I -
{* Device: I D
Database: I
Destination
Database: I LI

Restore ba: I Timeline. .. |

Restore plan

Backup sets to restore:

Restore | Mame | Component | Type | Server | [ atabase | Position | First LSH | Last LSH | Checkpoint LSH | Full L

Connection

\WERZk-0-35
[aR2%-0-85Yqa-administratar]

Wiews connection properties

Progress

Ready H I I LI

Werify Backup Media |

[a]4 | Cancel | Help |
-
5. Select Source > Device and click the browse button to open the [Select backup
device] dialog box. Click [Add].
6. Browse to the backup file (restored from MindtimeOBS) that is to be restored.
Specify the backup media and itz location for your restore operation.
Backup media type: File hd
Backup media:
CriMicrogoft SOL ServerdWwBR Z<-0-884 local]sT TLA2012-10-16[21-00- Add
C:iMicrosoft SOL Serverd\wBR 2¢-0-854 local\TTLADATABASE_TTL.
C:iMicrogoft SOL ServerdywBR Z<-0-864 local\TTLA20T2-10-17(14-43- Bermowe |
Cartents |
«| | i
akK. I Cancel | Help |
A
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7.

After adding the complete database file and transaction log files to the [Backup

media] list box, click [OK] to return to the General page.

In the [Backup sets to restore] grid, select the backups to restore.

"‘< estore Database - TTL
egé Eseripe | [ Help
4 Files
5 Options EEED
" Database: I LI
% Device: IC:IMicrnsnFt SOL Serverd\WaR2X-0-851(local\ TTLYZ012-10-16(21-00-00)_LOG_TTL. _I
Database: ITTL LI
Destination
Database: ITTL ;I
Restore to: IThe last backup taken (wednesday, October 17, 2012 2:44:26 PM) Timeline. .. |
Restore plan
Backup sets to restore:
Fiestore | Mame | Component | Type | Server | [ratabase
™ | Database Full WERENK-0-85  TTL
i Log Transactionlog — WSRZX-0-85  TTL
Connection
= E’:VS;RZ;;-DU--SSS\qa-admlnlstrator]
View connection properties
Progress
Done 1 I I LI
@ werify Backup Media |
[o]'4 I Cancel | Help |
4
9. To restore the backup to the last backup state click [OK] button. If you want to
restore the backup to a specific time line go to the next step.
With Timeline option
10. Click on the [Timeline] button to restore the backup to a specific time line.
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R Restore Database - TTL

[_[O[x]
'@' Ready
Select a pag L Gseript - | B Help
g S.nlaneral
les
E} Options Source
" Database: I LI
i Device: IC:'\MiErDsUFt SQL Serverd|WERZX-0-85{locall TTLY 201 2-10-16(21-00-00)_LOG_TTL. _I
Database: ITTL ;I
Destination
Database: ITTL
Restore ko

-
|The last backup taken (Wednesday, October 17, 2012 2:44:26 PM) @
Restore plan
Backup sets tao restore:

Festare | [ arne | Companent | Type | Server | D atabaze
F Database Full WERZR-0-85  TTL
v Log Transaction Log

WERZR-0-85  TTL

Connection

27 WaRZK-0
[WEREX-0-55ga-administrator]

Wiew connection

erties

Progress

@ Dione e I

| ]
Yerify Backup Media |
(a4 I Cance| | Help |

4

11. Choose the [Specific date and time] button, and you can select the specific time
to restore. Click [OK] to confirm.

@8 Backup Timeline: TTL

'@' Ready
— Restore to

" Last backup taken

= Specific date and time

Date: fionzrzmz ~

T [ =

Timeline Interval: Day

' Full Database Backup

- Transaction Log Backup

V Differential Database Backup

Tail-Log

0K Cancel Help

folder, you can go to the next option.
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With relocate all file and folder option

13. Click on the “Files” page on the left panel.

",:. Restore Database - TTL

H[=] E3

SScript - mHelp

Source

" Database:
{* Device:
Database:

Destination

[esimicrosoft SQL Server\waR24-0-65100cal)|TTLI2012-10-16(21-00-00)_LOG_TTL,
Jm

ol 1

Database:
Restors ko:

Restore plan

Jrm

.

IThe last backup taken {Wednesday, October 17, 2012 2:44:26 PM) Timeline. ..

Backup sets to restore;

Connection

WERZX-0-85
[W8RZ¥-0-85Yqa-administrator]

Wiew connection properties

Progress

@ Done d I

Festore | Mame | Component | Type | Server | Database
i~ Database Full WER2X-0-85 TTL
i~ Laog Transackion Log  WSBR2¥-0-85  TTL

|
Verify Backup Media |
oK I Cancel | Help |
4

14. Click on the check box “Relocate all files to folder” and you can select the folder
path by clicking the folder selection button on the right hand side.
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Restore Databas

Ready
Select a pag T o Laj Help
%: General
Files
)
1 Options Restore database files as

=

Relocate all files to Folder ]

Data File Falder

Log File Folder :

ID:lMicrosoFt SOL Server\MSSOLLL MSSOLSERVERMSSOL UserData

ID:lMicrosoFt SOL Server\MSSOL1 L MSSOLSERYER\MSSOL UserDatalog

Logical File Mame | File Tvpe

| Original File Mame | Festore &g

i Rows Data

mTTL_Iog Log

Connection

g.# WERZK-0-85
['WER.2%-0-85qa-administrator]

View connection properties

Progress

O Done

D:iMicrosoft SOL ServeriM3SL. ..
DiiMicrosoft SOL ServeriM3sgL..,

D:iMicrosoft SOL ServeriMSSL. ..
D:iMicrosoft SQL ServeriM3sQL..,

Cancel

=1

Help

15. Choose the folder path that you need the files to relocate and click OK.

Select the folder:

B0 C

=i D

{1 $RECYCLE.BIN

1 Microzaft SOL Server

B-{ MSAST1.MSSALSERVER

(=4 MS5QLT1.MSSALSERVER
B3 Mss0L

a
{1 UseDatalog
- Sypstem Volume [nformation

Selected path: ID:\Miclosoft S0L Server\M5S50L11.M550LSERY

Cancel
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16. Click [OK] on the ‘Files’ page to start the restore. If Taillog backup restore is
required, go to the next option.

With Taillog backup restore option

17. Click on the "Option” page on the left panel.

B Restore Database - TTL

Select a pag
A General
 Files

¥ Options Restore database files as

V' Relacate all files to Folder

§Scr|pt - L’jHeIp

Data file folder : ID:'\MicrUsUFt S0L ServertM3SGLL L MSSQLSERYERMISGL UserData |
Log file Folder : ID:'\MicrUsUFt S0L ServeriM3SGLL L MSSOLSERVERMSSGL UserDatalog |
Logical File Mame | File Type I Original File Mame I Restore As I
TTL Rows Data D:iMicrosoft SOL ServeriMSSOL,..  DiiMicrosoft SOL Server\MSSQL.,., ..,
TTL_log Log DuiMicrosoft SOL Server\M3SGL,..  DiiMicrosoft SGL Server\MSSGL... ..,

Connection

=Y WaREZK-0-85
["WER2%-0-85\qa-administrator]

View connection properties

Progress

@ Done

oK I Cancel Help

4
18. Click on the check box of the “Take tail-log backup before restore” option, and
also select the backup file destination from the right hand side.
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Restore Database - TTL

1 4 tail-log backup of the source database will be taken, Wiew this setting on the Options page.

A General
|2 Files
f Cptions

4 WBRZX-0-35
["WBR 2x%-0-85)qa-administrator]

Wiew conneckion properties

Progress

Done

8 seript ~ | [ Help

Restore opkions
[ owerwrite the existing database (WITH REFLACE)
" Preserve the replication settings {WITH KEEP_REPLICATION)
[ Restrick access to the restored database (WITH RESTRICTED_USER)

Recovery state: IRESTORE WITH RECOVERY LI

Standbey File: ID:'I,MicrosoFt SOL ServertMSSQLLL MSSQLSERYER\MSSOL Backuph TTL |

Leave the database ready to use by rolling back uncommitted transactions. Additional transaction logs cannot be restored.

Tail-Log backup
V' Take tail-log backup before restore

eave source dakabase in the restoring state
i L datab. in th tori tat
(WITH NORECOVERY)

Backup file: ID:'I,MicrosoFt SGL ServeriMS3QLLL L MSSQLSERYERMSSOL Backup i TTL

Server connections

[ Close existing connections to destination database

Prompk
™ Prompt before restaring each backup

/== The Ful-Text Upgrade server property controls whether Full-text indexes are imported, rebuilt, or reset for the
'-J) restored database.

OK I Cancel Help

19. Click [OK] to start the restore.
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20Backup / Restore Lotus Domino and Notes

This chapter describes how to backup and restore Lotus Domino Server and Notes
Client with MindtimeOBM.

20.1 Supported versions

Please refer to FAQ: Mindtime Requirements for the supported versions.

20.2 Limitation

Backup of Lotus Notes is only supported for installation on Windows.

20.3 Requirements and recommendations

Please ensure that the following requirements are met by the Lotus Domino server or
Lotus Notes client computer:

1. MindtimeOBM is installed on the Lotus Domino server or Lotus Notes client
machine.

2. Data selected for backup will be temporarily spooled to a temp directory before
being uploaded to the backup server.

Please ensure that the temporary directory configured for the backup have
sufficient disk space for the backup operation.

3. For backup of Lotus Domino Server, if you have setup a password for the secure
console, please clear the password before you do the backup.

4. For backup of Lotus Domino server, all database selected for backup must have
transaction logging (archive mode) enabled.

Note:

Ensure that all databases to be logged reside in the Domino data directory, either
at the root or in sub directories

To configure transaction logging, please refer to the following instruction:

* Login to the Domino administration console; select the [Configuration] tab.
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B-sqlD8-1d@5/ Ahs. hsay Administration - Mozilla Firefox

Gle  Edk  Wiew Hstory Bockmarks Tools  Help
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8 Mosk Visited | | Gelting Started 5 Lakest Headlnes

J’ () qa-wi-sql0G-Idss/Ahsay@Ahsay Ad... - =

People & Groups Mezzaging... Feplication Configuration (™) Logout (W] Preferen:
i"ﬁ: Server qa-wB-zql02-1dBS Ahzay e S b g
i Reloase £.5.1 on Windows Wista Refiesh -

# [ Server

@ By Messagng

| @ & Feplcation
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& S Web

@ 62 Montering Configuration
F g Cluster
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@ L] Cenificates

& ] Miscellzneous

| Tramsferring data from locahiost... Ir

* Expand [Server], then [Current Server Document].

%) qa-wB-sql08-1d85/Ahsay@Ahsay Administration - Moxzilla Firefox

File Edk View Hstory Bockmarks Tools Help

@;: C X 7B Félmp:nbcalrmsumbmh.nsf % e lﬁ- Google =l

& Most Visted | Getting Started . Latest Headines

j @ ga-w8-sql08-1d85/Ahsay@ahsay Ad... - =
ez Seever,. | Messagng. Repication Cenfiguration (™) Logout (M) Preferences... (] Help
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Release 85,1 on Windows Vista Refresh -4

E]ISI Documents

2] Configurations x

B ol Server: ga-w8-sql08-1d85/Ahsay aewa-s

@ ~[E) Conrections
=

Programs _“m]r_”m| lm’r’"—]r‘"‘—_‘lim

Shaled

_u_lt"'

-1 Extemal Domain Network Inform
notes.ini file
£] Cleanup sciipt fle

g @ Messaging ransa onol Iogglng Ennbled
£ Replcation Log path: logdir
9 tﬂ Directory Logging style: Archived
Automatic fixup of corrupt
databases: Enebled
@ Q Monkering Configuration A
@ ¢} Cluster ”r’;"me":‘e?‘e" Stendard
B @ Offine Sewvices periormance:
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* Select the [Transaction Logging] tab, then [Edit Server].
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E%) qa-w8-sqlD8-1d85 /Ahsay@Ahsay Administration - Mozilla Firefox
Eile Edit “ew History Bookmarks Tools Help

- 4 | @ e fiocahastiwebadmin.nst 77 - | [2W-[s00de o
£ Most Misited || Getting Started 5 Latest Headlines
J @ qa-wi-sglo8-1d85/Ahsay@Ahsay Ad... - w

People & Groups Serve Messaging CEA|  Configuration ™) Logout (M| Preferences... M) Help
ﬂ Server qa-w8-sql08-1d85/Ahsay (<3 b o
E Felease £.5.1 on Windows Yista Refresh ind
=0 aner @Save & Close @Create WWeh... @Refresh ®Cam:el
&l Server Documents Eg—— ,
Corfigurations Server: qa-w8-sql08-1d85/Ahsay e wesaugid ‘
Parameters
Connections
Servel \nternet Tlansacllunal Shaled Lotus
Programs Baswcs Sacun Fors Tasks F‘rntncnls Mlscel\aneous Lnggmg Mall DAEIS DE Traveler Admlm
External Domain Metwark Inforn
i [E] notes.ini file
- [E] Cleanup script file .
& Messaging Transactional logging Enabled ~
2 Replication Log path logdir
Logging style: Archived =
Autamatic fixup of corupt
Enabled
= @ Monitoring Configuration databases nasle
& gl Chuster Runtime/Festart [ ——|
@2 Olfline Services performance Standard 2
[z=] Certificates
3 Miscellaneous
Quota enfarcement: [ Check file size when extending the file =1
| |l l

A

Done

e Complete all required fields then save the document afterward.

Field Enter
Transaction Logging Choose Enabled. The default is Disabled.
Log Path Path name location of the transaction log.

There should be at least 1GB of disk space for the
transaction log.

If you are using the device solely for storing the
transaction log, set the [Use all available space on
log device] field to "Yes"

Logging Style Choose [Archive]. The default is [Circular].

Maximum Log Space The maximum size in MB, for the transaction log.
Default is 192MB. Maximum is 4096MB (4GB).

Domino formats at least 3 and up to 64 log files,
depending on the maximum log space you allocate.

Use all available space Choose one:
on log device
[Yes] -

To use all available space on the device for the
transaction log. This is recommended if you use a
separate device dedicated for storing the log. If you
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choose [Yes], you do not need to enter a value in
the [Maximum Log Space] field.

[No] -
To use the default or specified value in the
[Maximum Log Space] field.

Automatic fixup of
corrupt databases

Choose one:

Enabled (default) -

If a database is corrupted and Domain cannot use
the transaction log to recover it, Domino runs the
Fixup task, assigned a new DBIID, and notifies the
administrator that a new database backup is
required.

Disabled -

Domino does not run the Fixup task automatically
and notifies the administrator to run the Fixup task
with the -J parameter on corrupt logged databases.

Runtime / Restart
performance

This field controls how often Domino records a
recovery checkpoint in the transaction log, which
affects server performance.

To record a recovery checkpoint, Domino evaluates
each active logged database to determine how
many transactions would be necessary to recover
each database after a system failure. When Domino
completes this evaluation, it:

1. Creates a recovery checkpoint record in the
transaction log, listing each open database and the
starting point transaction needed for recovery.

2. Force database changes to be saved to disk if they
have not been saved already

Choose one:

Standard (default and recommended) -
Checkpoints occur regularly.

Favor runtime -

Domino records fewer checkpoints, which requires
fewer system resources and improves server run
time performance.

Favor restart -
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Recovery time. Domino records more checkpoints,
which improves restart recovery time because fewer
transactions are required for recovery.

Note:
Transaction log backup can only be performed if the transaction logging option is
enabled in archive mode.

20.4 Overview

The following steps are performed during a backup job:
1 Connection from the backup client to the backup server is established.
2. Download the server file list from the backup server.

3. For [Database] backup type, the following data are backed up to the temporary
spool path:

notes.ini

All file selected

All database selected
Transaction log

The Domino server is notified of the filled log extends availability for reuse.

4. Lotus Domino Server only - For [Transaction Log] backup type, only transaction
logs are backed up to the temporary spool path.

The Domino server is notified of the filled log extends availability for reuse
5. Server and local file lists are compared to determine which file will be uploaded.
6.  Delta file is generated for modified file (if necessary).
7. Data are encrypted, compressed, and uploaded to the backup server.
8. Data are removed from the temporary spool path.

o. Backup completed successfully.

20.5 How to backup Lotus Domino / Notes (Windows)

Refer to the following instructions to backup Lotus Domino / Notes installation on
Windows:

1. Login to the backup application’s user interface.
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Double-click on the MindtimeOBM desktop icon or right-click on the system tray
icon:

m Mindtime Online Backup Pro Mana... E' = @

M RMindtime
aBackup
Login Mame :
Password

[”| Save password
@ Forgot your password?

Ok Cancel 1+ Cptions

Note:
MindtimeOBM must be installed on the Lotus Domino server or Notes client
machine.

m Mindtime Online Backup Pro Mana... E' =] @

M RMindtime
aBackup
Login Mame :
Password :

"] Save password
@ Forgot your password?

&2 Language
English

l:% Backup Server
hitps | = | backup:C{mindtime. nl

‘ag Proxy Setting
7] Use proxy to access the backup server

Type : Proxy
Sock
Address :
Part:
User Name :
Password :

0K Cancel = Options

2. Select the [Backup Settings| button and the button to start the New Backup Set
Wizard.

3. Create a Lotus Domino Server or Notes Client Backup set by selecting [Lotus
Domino Server Backup] / [Lotus Notes Client Backup] from the backup set type
dropdown menu.
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Mew Backup Set Wizard E

@ Backup Set

Marme : | Lotus BackupSet
Type: |File Backup
File Backup

Lotus Motes Client Backup

Latus Damino Server Backup
M3 Exchange Server Backup
MS Exchange Mail Level Backup
mMS SCGL Server Backup

WySEL Backup

Oracle Datahase Server Backup

Mext »

Cancel B

4.

New Backup Set Wizard | x|

Configure the [Path to notes.ini] field, and then select [Next] to proceed.

M Backup Set

Marne :  Lotus BackupSet Harme :

New Backup Set Wizard

@ Backup Set
Lotus Backup Set

Type

[Lotus Motes Client Backup

Type . Lotus Domino Server Backup

i Lotus, @ Lotus,
Fath to notes.ini

CAProgram FilesUBhiLotus\Dominainotes.ini Change &

Mext » - Cancel B

Path to notes.ini:
CilsersisupporiappDataiLocalLotusiNotes\Datainates.ini

Change &

MNext » - Cancel

Note:
[Path to notes.ini] on Lotus Domino server:

Login to the Domino administration console, select the [Configuration] tab, and
expand [Server], select [notes.ini file] to display the directory path.

[Path to notes.ini] on Lotus Notes client machine:

By default, the path should be located under the corresponding operating system
account profile:

S{OS_Profile}\AppData\Local\Lotus\Notes\Data\notes.ini

Select the file and database for backup.
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Falders Filename Title
=) Lotus Dornino /] (] Data
=+ ] Data .
2 8 o S
- ] dominn
- [ ete
- ] gtthome
- 1 help
- 1 IBM_TECHMIC
- 1 iMNotes
-2 [ linkfalder
& 1 logdir
- 1 mail
- ] properties -
<[ »
ltems per page: |80 A FPage: - =
4 Previous Mext Cancel £
6. Configure a backup schedule for unattended backups.
Note:
Multiple backup schedules of different types can be configured for the same
backup set.
7. Select an encryption setting for your backup set.
8. Press the [OK] button to complete the configuration of backup set.
9. Scheduled backup will run automatically at the configured schedule time.
10.  Click [Backup] button on the left panel to perform a backup immediately.
11.  Select the backup type to be performed:

Backup Options E

[E'; Backup Set
Lotus BackupSet

i) Backup

® [atabase (notes.ini, Datahases, Files, Transaction Logs)

Transaction Log

Ok Cancel

B F Cptiohs

Menu Items

Description

Transaction Logs)

Database (notes.ini, Database, Files,

Backup the following:

notes.ini
All file selected
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All database selected
Transaction log
Transaction Log Backup the transaction log.
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20.6 How to restore Lotus Domino (Windows)

After full backup and restore of Lotus Domino, data of "Mail", "Calendar” and "To do" are
backed up and restored. Refer to the following instructions to restore Lotus Domino
installation on Windows:

1.

2.

Install MindtimeOBM on the Lotus Domino server client machine (if required).

Ensure that ALL Lotus Domino services are shut down completely in Lotus
Domino server machine

Shutdown the Lotus Domino services.

Continue to the next section for instruction to restore all databases or single
database.

Restore all databases and files

To perform a full Domino restore (restore all databases and files):

1. Place the restored backup files to their original directory path:
Database files, notes.ini and archived transaction logs are stored on MindtimeOBS
along with their full path information.
Place the files back to their original location (location where the backup was
originally performed).
2. Inthe MindtimeOBM installation bin folder, open "DominoRecover.bat” with a text
editor.
Modify the User Defined Section according to your setup:
User Defined Parameters Description
PROGRAM_DIR Directory containing the notes.ini file.
(For all / single db restore)
INPUT_FILE Path to the input file.
(For single db restore)
RESTOREDB Path to the database file.
(For single db restore)
RECDATE The year, month day to recover database to.
(For single db restore)
RECTIME The time in hour and minute to recover
(For single db restore) database to.
Example:
| DominoRecover.bat:
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REM ######A#H##H##H Start: User Defined Section ##H###ABABABHFH

REM ###H#### L HAR B L H#A##TH### PROGRAM_DIR
HBUABHH BB A BHAABHR AR LA

REM ## The Domino or notes program directory, which
REM ## contains notes.ini

SET PROGRAM_DIR=C:\Program Files\Lotus\Domino

REM #######H# A7 A7 H#H#H### INPUT_FILE
HUEABRBABABH YA LR YA LR BT

REM ## The path to a input file if you want to restore one
REM ## database only. If you want to restore all databases,
REM ## leave INPUT_FILE blank.

SET INPUT_FILE=

REM ###H##A## L H AR B L H#A# 7T H### RESTOREDB
HBHABHRBHHBARBAR LAY AL

REM ## The path to a database file if you want to restore
REM ## one database only. If you want to restore all
REM ## databases, leave RESTOREDB blank.

SET RESTOREDB=

REM ##ZHHAR BB HA AR LT H AR H### RECDATE
HABBHHARBBHBHAR B BEHAA B BH AR HTY

REM ## The year, month and day you want to recover

REM ## the database to. Set them according to the date
REM ## format set in Windows.

REM ## e.g. SET RECDATE=11/15/2006

REM ## If you want to restore all databases, leave RECDATE
REM ## blank.

REM ## e.g. SET RECDATE=

SET RECDATE=

REM ###HHA#R B L HA#R B L LA R # T H### RECTIME
HABBHHARBBBHAR BB HA AR BHH AR TIY

REM ## The time in hour and minute you want to recover the
REM ## database to. Set them according to the time format
REM ## set in Windows.

REM ## e.g. SET RECTIME=13:00

REM ## If you want to restore all databases, leave RECTIME
REM ## blank.

REM ## e.g. SET RECTIME=

SET RECTIME=

3. Save, and execute the "DominoRecover.bat" batch file afterward:

>C:\Program Files\MindtimeOBM\bin\DominoRecover.bat
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Media recovery is performed for all databases found within the Lotus data
directory.

Content of all databases will be restored to the last committed transaction found
in the archived transaction log.

Example:

C:\Program Files\MindtimeOBM\bin>DominoRecover.bat
Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:

1. Reinstall Lotus Domino on this computer in the same directory

2. Restore Notes.ini to the Lotus Domino installation directory
(e.g. C:\Lotus\Domino)

3. Restore Domino Data directory back to the directory defined
in Notes.ini (e.g. C:\Lotus\Domino\Data)

4. Restore all archived transaction logs to the directory defined
in Notes.ini (e.g. C:\Lotus\Domino\Data\logdir)

Continue? (Y) or (N) y

Running media recovery ...

Please wait, creating new transaction logs in directory: C:\logdir\
02/12/2003 14:39:19 Recovery Manager: Restart Recovery complete. (0/0
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 1025 20% 30% 402% 502 60% 702 80% 90%
100%

02/12/2003 14:39:22 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\Datal\admin4.nsf, last update applied.

Backup file C:\Lotus\Domino\Data\admin4.nsf recovered.

Media Recovery Replay (122 MB): 1025 20% 30% 40% 502% 602% 70% 80% 90%
100%

02/12/2003 14:40:57 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\Data\statrep.nsf, last update applied.

Backup file C:\Lotus\Domino\Data\statrep.nsf recovered.

C:\program files\obm\bin>

4, Restart the Lotus Domino services.
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Restore a single database
To restore a single database:

1. Shutdown Lotus Domino service.

2. Place the restored database file to the restore destination directory path:

Database and archived transaction logs are stored on MindtimeOBS along with
their full path information, place them back to their original location (location
where the backup was originally performed).

3. Optional for media recovery - Place the restored archived transaction logs to their

original directory path.

4. In the MindtimeOBM installation bin folder, open "DominoRecover.bat” with a text

editor.

Modify the User Defined Section according to your setup:

User Defined Parameters

Description

PROGRAM_DIR
(For all / single db restore)

Directory containing the notes.ini file.

INPUT_FILE
(For single db restore)

Path to the input file, ie the restore
destination of the restored database file.

RESTOREDB
(For single db restore)

Path to the database file.

RECDATE
(For single db restore)

The year, month day to recover database to.

RECTIME
(For single db restore)

The time in hour and minute to recover
database to.

To restore a database named "admin4.nsf", and have been placed to
"C:\restore_dest", you need to amend the following parameters:

DominoRecover.bat:

REM ############ Start: User Defined Section #####H###H#HH#HH

REM ###H###H##HAABZHHA R 7T H#A# PROGRAM_DIR
HABBHHABRBH AR BHBHAARBTHH

REM ## The Domino or notes program directory, which
REM ## contains notes.ini

SET PROGRAM_DIR=C:\Program Files\Lotus\Domino

REM ##ZLLHHHAAA AR AR B RRZ#Z#ZH INPUT_FILE
HABRBHHARBHBHAR R LA AT BHHAAT
REM ## The path to a input file if you want to restore one
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REM ## database only. If you want to restore all databases,
REM ## leave INPUT_FILE blank.
SET INPUT_FILE=C:\restore_dest\admin4.nsf

REM ###HA#HABHH LA ##A###H#H RESTOREDB
HURBHBHBHBHBHRBHRBRBH BB

REM ## The path to a database file if you want to restore
REM ## one database only. If you want to restore all
REM ## databases, leave RESTOREDB blank.

SET RESTOREDB=C:\Lotus\Domino\Data\admin4.nsf

REM ###H#H#ARBAR LA BB AIH#A#H# RECDATE
HBHHBHHBHHBHAR LA LA B A LA

REM ## The year, month and day you want to recover

REM ## the database to. Set them according to the date
REM ## format set in Windows.

REM ## e.g. SET RECDATE=11/15/2006

REM ## If you want to restore all databases, leave RECDATE
REM ## blank.

REM ## e.g. SET RECDATE=

SET RECDATE=18/01/2007

REM ###HHA#A BB HAA R L HH#A# T HE### RECTIME
HBHABHH PR R BHARBAR LA LA S A

REM ## The time in hour and minute you want to recover the
REM ## database to. Set them according to the time format
REM ## set in Windows.

REM ## e.g. SET RECTIME=13:00

REM ## If you want to restore all databases, leave RECTIME
REM ## blank.

REM ## e.g. SET RECTIME=

SET RECTIME=00:02

4, Save, and execute the "DominoRecover.bat” batch file afterward.

>C:\Program Files\obm\bin\DominoRecover.bat

Media recovery is performed for the specified database.

Content of the database will be restored to the last committed transaction found
in the archived transaction log.

Example:

C:\Program Files\MindtimeOBM\bin>DominoRecover.bat
Media Recovery Utility for Lotus Domino 5.0 or above

Running media recovery ...
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5.

Restart Analysis (O MB): 100%

18/01/2007 14:42:15 Recovery Manager: Restart Recovery complete. (0/0
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 502 60% 70% 80%
902 100%

18/01/2007 14:42:17 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\dataladmin4.nsf, last update applied.

Backup file C:\Lotus\Domino\datal\admin4.nsf recovered.

C:\Program Files\MindtimeOBM\bin>DominoRecover.bat

Restart the Lotus Domino services.

20.7 How to restore Lotus Notes (Windows)

After full backup and restore of Lotus Notes, data of "Contacts” and "Notebook" are
backed up and restored. Refer to the following instructions to restore Lotus Notes on

Windows:

1. Install MindtimeOBM on the Lotus Notes client machine (if required).

2. Restore the Lotus databases / files from backup; restore the database backup files
from the MindtimeOBS server.

3. Ensure that ALL Lotus Notes services are shut down completely in Lotus Notes
client machine.

4. Continue to the next section for instruction to restore all databases or single

database.

Restore all databases and files

To perform a full Lotus Notes restore (restore all databases and files):

1.

2.

Place the restored backup files to their original directory path:

Database files and notes.ini are stored on MindtimeOBS along with their full path
information.

Place the files back to their original location (location where the backup was
originally performed).

Restart the Lotus Notes services

Restore a single database

To restore a single database:
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1 Place the restored database file to the original directory path:

Database file is stored on MindtimeOBS along with its full path information.

Place the file back to its original location (location where the backup was
originally performed).

2. Restart the Lotus Notes services

20.8 How to backup Lotus Domino (Linux)
Refer to the following instructions to backup Lotus Domino installation on Linux:
1 Install MindtimeOBM on the Lotus Domino server.

Note:
MindtimeOBM must be installed on the Lotus Domino server

Important:
Please ensure that the operating system account to run MindtimeOBM has
sufficient permission to access the following file:

SMindtimeOBM_HOME/bin/notesenv
2. Create a new Lotus Domino backup set on the web interface.
3. Login to the MindtimeOBS web console, select [Backup Set].

4. Press the [Add] button to access the Add New Backup Set menu.

Restore | Install Software Fads | Help | Select Language

Add New Backup Set

Type
O @' File O ﬁL Microsoft SQL Server O %x Microsoft Exchange Server ( | Micrasoft Exchange Server 2007 v| ]
O E Oracle Database Server O ?5- MySQL Database Server
'@ @ Lotus Domino O Lotus Maotes O Systern State
O B Microsoft Exchange Mail Level Backup O ShadowProtect Systern Backup
O @ Microsoft Windows Systern Backup O M yMware ym Backup { |vru1ware YvSphere ESX 3514 v| 3

O Gln Microsoft Windows Virtualization | Micrasoft Hyper-V Server v| ]

5. Select the [Lotus Domino] radio button and [Update].

6. Enter the Name and Backup Setting required:
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Restore | Install Software Fags | Help | Select Language

Domino BackupSet | Add Femove

[Help] Name

|D0min0 BackupSet |
[Help] Type

[7is} Lotus Domino
[Help] Database Backup Setting

Motes.ini : |IIOcalInotesdataInotes.ini

[Help] Backup Source
Backup the following files/directories
1 . |Lotus Domino/Data | [Remove]

B | [add]

Exclude the following files/directories
1. | [2dd]

[Help] Backup Schedule [Add]
Mo schedules defined

Backup Set - Options
[Help] Enable In-File Delta

Block Size : Auto w | Bytes
Minimurn Size @ 25 Mbytes

[0 Enable delta merge

Default In-file Delta Type : Differential | » | [advanced]

Upload Full File when Maximur Mo, of Delta greater than ;100 (-1 = Unlimited)
QR
Upload Full File when Delta Ratio greater than Delta Size / File Size (%)

[Help] Temporary Directory

Temporary directory for storing backup files : [froot.obmitemp |

[0 Enable Delete Ternp. File

Menu Items Description

Name Enter a backup set name of your choice.

Database Backup Setting | Enter the directory path to the notes.ini file.

Default location is:
/local/notesdata/notes.ini

Temporary Directory Enter the directory path of the temporary spool
path.

Please ensure that the user running MindtimeOBM
has sufficient permission to access this location and
sufficient space is available.

7. Enter the Backup Source required:
To backup all data, enter "Lotus Domino/Data” in the [Backup the following
files/directories] field:
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10.

11.

12.

[ ] Backup Source
Backup the following files/directories :
1, |Lotus Domino/Data [ 1
2, [Add]

Exclude the following files/directories :

i, [Add]

To backup or exclude individual data, enter the corresponding directory path (e.g.
Lotus Domino/Data/help):

[ ] Backup Source
Backup the fallowing files/directaries :
1 . |Lotus DominofData [ 1
z, [Add]

Exclude the following files/directories @
1, |Lotus Domino/Dataldfc

[
2 . |Lotus DominoiDataihelp [ 1
3 . |Lotus DominofDataigtrhome [
4 [

Configure a backup schedule for unattended backups.

Note:

Multiple backup schedules of different types can be configured for the same
backup set.

Press the [Update] button to save the newly created backup set.

Login to the Lotus Domino server with MindtimeOBM installed.

Start the Configurator.sh script by accessing the backup client installation bin
folder.

>sh MindtimeOBM_HOME/bin/Configurator.sh

Follow the instructions provided in the Configurator to complete the
configuration of the backup set.

Note:

For Linux with GUI installed, you can also create a backup set via the
MindtimeOBM user interface (similar to the procedures provided in the Windows
section).

Launch the MindtimeOBM user interface:

>sh MindtimeOBM_HOME/bin/RunOBC.sh
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13.  Scheduled backup will run automatically at the configured schedule time.

14. To perform a backup immediately, execute the RunBackupSet.sh script with the
backup set name or ID:

>sh MindtimeOBM_HOME/bin/RunBackupSet.sh BackupSet_Name

Important:

Before executing the script, please edit the BACKUP_TYPE parameter within the
RunBackupSet.sh script file from -

BACKUP_TYPE="FILE"

to

BACKUP_TYPE="DATABASE"
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20.9 How to restore Lotus Domino (Linux)

Refer to the following instructions to restore Lotus Domino installation on Linux.

=

Install MindtimeOBM on the Lotus Domino server (if required).

Restore the Lotus databases / files from backup; restore the database backup files
from the MindtimeOBS server.

Shutdown the Lotus Domino services.

Continue to the next section for instruction to restore all databases or single
database.

Restore all databases and files

To perform a full Domino restore (restore all databases and files):

1. Place the restored backup files to their original directory path:
Database files, notes.ini and archived transaction logs are stored on MindtimeOBS
along with their full path information, place them back to their original location
(location where the backup was originally performed).
2. Ensure that the Lotus Domino user is the owner of all restored data, and has write
permission to the files.
To assign such permission:
>chown —R notes:notes /local/notesdata
3. Inthe MindtimeOBM installation bin folder, open "DominoRecover.sh” with a text
editor.
Modify the User Defined Section according to your setup:
User Defined Parameters Description
DATA_DIR Directory containing the notes.ini file.
(For all / single db restore)
LOTUS Directory which the Domino server is
(For all / single db restore) installed.
INPUT_FILE Path to the input file.
(For single db restore)
RESTOREDB Path to the database file.
(For single db restore)
RECDATE The year, month day to recover database to.
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(For single db restore)

RECTIME The time in hour and minute to recover
(For single db restore) database to.
Example:

DominoRecover.sh:

H#ERHERBRERBREARHEH Start: User Defined Section ########HH#HIHH

S DATA_DIR === === -=zmmmceeo
# | The Domino directory which contains notes.ini, |

# | the Domino databases, and templates. |

# | e.g. DATA_DIR=/local/notesdata |

# | The directory in which all Lotus products for |
# | UNIX are installed. |
# | e.g. LOTUS=/opt/ibm/lotus |

S INPUT_FILE == -=====mommmemeemo
# | The path to an input file if you want to restore |

# | one database only. If you want to restore all |

# | databases, leave INPUT_FILE blank. |

e RESTOREDB === ===z
# | The path to a database file if you want to |

# | restore one database only. If you want to restore |

# | all databases, leave RESTOREDB blank. |

A R EELEEEE PP PP RECDATE ----------cmmmmem oo -
# | The year, month and day you want to recover |

# | the database to. Set them according to the date |

# | format set in your system. |

# | e.g. SET RECDATE=11/15/2006 |

# | If you want to restore all databases, leave |

# | RECDATE blank. |

# | e.g. SET RECDATE= |

SET RECDATE=
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oo RECTIME ----ccmmmmmmmmeemee oo
# | The time in hour and minute you want to recover the

# | database to. Set them according to the time format

# | set in your system.

# | e.q. SET RECTIME=13:00

# | If you want to restore all databases, leave RECTIME

# | blank.

# | e.g. SET RECTIME=

SET RECTIME=

4. Save, and execute the "DominoRecover.sh” script file afterward:

>usr/local/obm/bin/DominoRecover.sh

Important:
Please ensure that you are running as the Domino user (e.g. notes)

Media recovery is performed for all databases found within the Lotus data
directory.

Content of all databases will be restored to the last committed transaction found
in the archived transaction log.

Example:

bash-3.00S cd /usr/local/obm/bin
bash-3.00S ./DominoRecover.sh
Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:

1. Reinstall Lotus Domino on this computer in the same directory

2. Restore Notes.ini to the Lotus Domino installation directory
(e.g. /local/notesdata)

3. Restore Domino Data directory back to the directory defined
in Notes.ini (e.g. /local/notesdata)

4. Restore all archived transaction logs to the directory defined
in Notes.ini (e.g. /local/notesdata/logdir)

Continue ? (Y) or (N) y

Running media recovery ...

directory /local/notesdata// already exists

Please wait, creating new transaction logs in directory: /local/notesdata/logdir/
02/01/2007 11:38:43 AM Recovery Manager: Restart Recovery complete. (0/0
databases needed full/partial recovery)

02/01/2007 11:38:45 AM Recovery Manager: Assigning new DBIID for
/local/notesdata/names.nsf (need new backup for media recovery).
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5.

Media Recovery Replay (0 MB): 100%
02/01/2007 11:38:45 AM Recovery Manager: Media Recovery complete for
/local/notesdata/dfc/dfc100.nsf, last update applied .

Backup file /local/notesdata/dfc/dfc100.nsf recovered.

Media Recovery Replay (0 MB): 100%

02/01/2007 11:38:46 AM Recovery Manager: Media Recovery complete for
/local/notesdata/help/decsdoc.nsf, last update applied .

Backup file /local/notesdata/iNotes/help70_iwa_en.nsf recovered.

Media Recovery Replay (0 MB): 100%

02/01/2007 11:38:50 AM Recovery Manager: Media Recovery complete for
/local/notesdata/mail/notes.nsf, last update applied .

Backup file /local/notesdata/mail/notes.nsf recovered.
bash-3.00S

Restart the Lotus Domino services.

Restore a single database

To restore a single database:

1. Place the restored database file to the original directory path:
Database and archived transaction logs are stored on MindtimeOBS along with
their full path information, place them back to their original location (location
where the backup was originally performed).
2. Optional for media recovery - Place the restored archived transaction logs to their
original directory path.
3. Inthe MindtimeOBM installation bin folder, open "DominoRecover.sh” with a text
editor.
Modify the User Defined Section according to your setup.
For example, to recover database "admin4.nsf”, with the backed up data was
restored to directory path - /restore/local/notesdata
DominoRecover.sh:
H##RBH AL HABA SR Start: User Defined Section #######HH#HH#H
A L L L L P e DATA_DIR =====ecccmmmcccccccccee
# | The Domino directory which contains notes.ini, |
# | the Domino databases, and templates. |
# | e.g. DATA_DIR=/local/notesdata |
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DATA_DIR=/local/notesdata

B LOTUS === ==mmmmmmeo
# | The directory in which all Lotus products for |

# | UNIX are installed. |

# | e.g. LOTUS=/opt/ibm/lotus |

B INPUT_FILE === mmmmme oo
# | The path to an input file if you want to restore |

# | one database only. If you want to restore all |

# | databases, leave INPUT_FILE blank. |

S — RESTOREDB =----=-====-cooeee o
# | The path to a database file if you want to |

# | restore one database only. If you want to restore |

# | all databases, leave RESTOREDB blank. |

o RECDATE ------==---ccmmmmccc e
# | The year, month and day you want to recover |

# | the database to. Set them according to the date |

# | format set in your system. |

# | e.g. SET RECDATE=11/15/2006 |

# | If you want to restore all databases, leave |

# | RECDATE blank. |

# | e.g. SET RECDATE= |

SET RECDATE=18/01/2007

R LI e L RECTIME -------cemmmcmmmcccee e
# | The time in hour and minute you want to recover the

# | database to. Set them according to the time format

# | set in your system.

# | e.g. SET RECTIME=13:00

# | If you want to restore all databases, leave RECTIME

# | blank.

# | e.g. SET RECTIME=

SET RECTIME=22:41

4. Save, and execute the "DominoRecover.sh” script file afterward.

>usr/local/obm/bin/DominoRecover.sh
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5.

Important:
Please ensure that you are running as the Domino user (e.g. notes)

Media recovery is performed for the individual database.

Content of the database will be restored to the last committed transaction found
in the archived transaction log

Example:

Media Recovery Example:

bash-3.00S cd /usr/local/obm/bin
bash-3.00S ./DominoRecover.sh
Media Recovery Utility for Lotus Domino 5.0 or above

directory /local/notesdata// already exists

Recovering backup file ...

Restart Analysis (O MB): 100%

18/01/2007 03:35:56 PM Recovery Manager: Restart Recovery complete. (0/0
databases needed full/partial recovery)

Media Recovery Replay (1 MB): 30% 502 802% 100%

18/01/2007 03:35:57 PM Recovery Manager: Media Recovery complete for
/local/restore/local/notesdata/admin4.nsf, last update applied .

Backup file /local/restore/local/notesdata/admin4.nsf recovered.

Taking database /local/notesdata/admin4.nsf offline ...

Restoring database /local/notesdata/admin4.nsf

from recovered backup file /local/restore/local/notesdata/admin4.nsf ...
Database file /local/notesdata/admin4.nsf restored from

/local/restore/local/not esdata/admin4.nsf

Bringing database /local/notesdata/admin4.nsf online ...

Program completed successfully.

Restart the Lotus Domino services.
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21Backup / Restore MySQL Server

This chapter describes in details how to backup and restore MySQL server with
MindtimeOBM.

21.1 Supported versions

Please refer to FAQ: Mindtime Requirements for the supported versions.

21.2 Requirements and recommendations
Please ensure that the following requirements are met by the MySQL server.
1 MindtimeOBM is installed on the MySQL server.

2. Data selected for backup will be temporarily spooled to a temp directory before
being uploaded to the backup server

Please ensure that the temporary directory configured for the backup have
sufficient disk space for the backup operation.

3. A MySQL user with ALL PRIVILEGES must be prepared for the backup operation.

For example:

mysql> GRANT ALL PRIVILEGES ON *.* TO ‘username’@ localhost’ IDENTIFIED
BY ‘password’;

mysql> GRANT ALL PRIVILEGES ON ** TO ‘username’@localhost.localdomain’
IDENTIFIED BY ‘password’;

mysql> FLUSH PRIVILEGES;

4.  The'information_schema’ database is a virtual system database, which contains
information about the user databases on the MySQL instance.

It is read-only and cannot be backed up.

21.3 Overview
The following steps are performed during a backup job:
1 Connection from the backup client to the backup server is established.
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2. Download the server file list from the backup server.

3. Database (including stored routines) are backed up to the temporary spool path.
4. Server and local file lists are compared to determine which file will be uploaded.
5. Delta file is generated for modified file (if necessary).

6. Data are removed from the temporary spool path.

7. Backup completed successfully.

21.4 How to backup MySQL server (Windows)

Refer to the following instructions to backup MySQL database installation on Windows:
1 Login to the backup application’s user interface.

Double-click on the MindtimeOBM desktop icon or right-click on the system tray
icon:

m Mindtime Online Backup Pro Mana... E' =] IE m Mindtime Online Backup Pro Mana... IE' [=] @

MMindtime Ml'flindtime
a\Backup aYBackup
Login Mame : Login Name :

Password : Passward :

"] Save password
@ Forgot your password?

["] Save password
@ Forgot your password?

Ok Cancel B+ Options 3 Language
English -

E%] Backup Server
https | ¥ | backupXX mindtime.nl i

‘ag Proxy Setting
[ Use proxy to access the backup server

Type : Proxy
Sock
Address :
Paort:
User Name :
Password :

oK Cancel & |I= Options

Note:
MindtimeOBM must be installed on the MySQL server.

2. Select the [Backup Settings] button and the button to start the New Backup Set
Wizard.
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3.
dropdown menu.

New Backup Set Wizard

@ Backup Set
Mame : |BackupSet
MySCL Backup
File Backup
Lotus Maotes Client Backup
SBMaM| ptus Domino Server Backup
PasswolhS Exchanoe Server Backup
MS Exchange Mail Level Backup
M3 Sl Server Backup

P MySQL Backup
Path to i Oracle Database Server Backup

Type :

My

Host:

Change %

Mext »

Create a MySQL Backup set by selecting [MySQL Backup] from the backup set type

-

Cancel E

4. Enter the corresponding information required:

New Backup Set Wizard

@ Backup Set
Mame : |BackupSet

Type:  MySQL Backup

P,
Usernarme | root

]

Password

Host: | ocalhost

Port: 3306

Fath to mysgldump :

Change %

Mext »

Cancel £

Menu Items Description
Name Enter a backup set name of your choice.
Type Select backup set type [MySQL Backupl.
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Username Enter the username of the MySQL account with all
privileges.
Password Enter the username of the MySQL account with all
privileges.
Host Enter the IP address or hostname of the MySQL
database server.
Note:
MindtimeOBM must be installed on the MySQL
database server
Port Enter the TCP/IP port for accessing the MySQL
database server (default: 3306).
Path to mysgldump Enter the directory path of mysgldump.
Default location is:
S${MySQL-Install-Home}\bin
5. Select [Next] to proceed.
6. In the backup source selection screen, select the databases for backup.
Important:
Do not select the ‘information_schema’ database for backup, it is a read-only
database and cannot be backed up.
7. Configure a backup schedule for unattended backups.
Note:
Multiple backup schedules of different types can be configured for the same
backup set.
8. Select an encryption setting for your backup set.
o. Press the [OK] button to complete the configuration of backup set.
10.  Scheduled backup will run automatically at the configured schedule time.
11.  Click [Backup] button on the left panel to perform a backup immediately.
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21.5 How to backup MySQL server (Linux)

Refer to the following instructions to backup MySQL database installation on Linux:

1 Install MindtimeOBM on the MySQL database server.
Note:
MindtimeOBM must be installed on the MySQL database server
2. Create a new MySQL backup set on the web interface.
3. Login to the MindtimeOBS web console, select [Backup Set].
4. Press the [Add] button to access the Add New Backup Set menu.
Restore | Install Software FaQs | Help | Select Language
Type
O @ File O %L Microsoft SQL Server O gx Microsoft Exchange Server { | Flease select one of the following v| i
(3] E Oracle Database Server @ 24&’!- MySGQL Database Server
O @ Lotus Domino O Lotus Mates O .El. System State
O = Microsoft Exchange Mail Level Backup (5] ShadowProtect Systern Backup
(.3 @ Microsoft Windows System Backup O Y ymware um Backup (|VMWare vSphere ESX 3514 v| 3
O {f'n Microsoft Windows Virtualization { | Microsoft Hyper-¥ Server v| 1
5. Select the [MySQL Database Server] radio button and [Update].
6. Enter the Name and Database Backup Setting required:
Restore | Install Software FaQs | Help | Select Language
Backup Set:
[Help] Name
|Backupset |
[Help] Type
el MySQL Database Server
[Help] Database Backup Setting
My=QL Username (e.g root) :|root
MySQL Passward HELTITT
Hostname :(localhost
MySQL Connection TCRAIP Port (3306
Path to MySQL backup utility {mysgldurnp) :
[Help] Backup Source
Backup the following files/directaries :
o | [add)
Exclude the follawing files/directaries :
1 | [Add]
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Menu Items Description
Name Enter a backup set name of your choice.
MySQL Username Enter the username of the MySQL account with

all privileges.

MySQL Password Enter the username of the MySQL account with
all privileges.

Hostname Enter the IP address or hostname of the MySQL
database server.

Note:
MindtimeOBM must be installed on the MySQL
database server

MySQL Connection TCP/IP | Enter the TCP/IP port for accessing the MySQL
Port database server (default: 3306).

Path to MySQL backup Enter the directory path of mysgldump.
utility (mysgldump)
Default location is:

S{MySQL-Install-Home}\bin

7. Enter the Backup Source required:

To backup all databases, enter "MySQL" in the [Backup the following
files/directories] field:

[ ] Backup Source
Backup the following files/directories ;
1. |MyS0GL [ 1
z. [Add]
Exclude the following files/directories :

1, [MySQLlinformation_schema [ ]
2. [Add]

To backup or exclude individual database, enter "MySQL/Database_Name".

Important:
The 'information_schema’ database is a read-only database and cannot be backed

up
8. Configure a backup schedule for unattended backups.

Note:
Multiple backup schedules of different types can be configured for the same
backup set.
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9. Press the [Update] button to save the newly created backup set.
10. Login to the MySQL database server with MindtimeOBM installed.

11.  Start the Configurator.sh script by accessing the backup client installation bin
folder:

>sh MindtimeOBM_HOME/bin/Configurator.sh

12.  Follow the instructions provided in the Configurator to complete the
configuration of the backup set.

Note:

For Linux with GUI installed, you can also create a backup set via the
MindtimeOBM user interface (similar to the procedures provided in the Windows
section).

Launch the MindtimeOBM user interface:

>sh MindtimeOBM_HOME/bin/RunOBC.sh

13.  Scheduled backup will run automatically at the configured schedule time.

14,  To perform a backup immediately, execute the RunBackupSet.sh script with the
backup set name or ID:

>sh MindtimeOBM_HOME/bin/RunBackupSet.sh BackupSet_Name

Important:

Before executing the script, please edit the BACKUP_TYPE parameter within the
RunBackupSet.sh script file from -

BACKUP_TYPE="FILE"

to

BACKUP_TYPE="DATABASE"
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21.6 How to restore MySQL server

Refer to the follow instructions to restore MySQL database for both installation on
Windows and Linux.

1. Install MindtimeOBM on the MySQL database server (if required).

2. Restore the MySQL database file from backup; restore the database backup files
from the MindtimeOBS server (e.g. db_name.sql)

3. For restore of a non-existing database, first create the database:

* Connect to the MySQL Server.

>mysql

¢ Create the database to be restored.

mysql> CREATE DATABASE IF NOT EXISTS db_name

4. Restore the database backup file back into the MySQL server.

mysql> USE db_name;

mysql> SOURCE db_name.sql;

Note:
You may need to specify the full directory path for "db_name.sql” in the above

command.

5. Repeat the same procedure for each database to be restored.
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22Email Reporting

MindtimeOBM users are kept informed with the status of their backup activities via email
reports.

Please ensure that a valid email address is configured on the web console in order to
receive the reports described in the following sections.

Note:

Availability of the following reports may be service provider dependent. If a report is not
available, please check with your service provider for further details and availability.

22.1 New User Report

When a new backup account is created, a welcome email will be sent to the contact
email address of the account.

A welcome email contains the following information:

Sample
Welcome to Online Backup Services
Generated at: Thu Jan 19 17:57:23 GMT+08:00 2012
Getting started: User Setting
Please follow the instructions available in the installation Login Mame “USEr-name
wizard to download and install AhsayOBI. Alias .
Further Information: Iéan?u;ge fEng“Sh 210.bsp fest
Iffurther assistance is required, please refer to the FAZQS. onta .L_ISETHGITIE@EK.L D5p1Es
Backup Guota 150G
Key Description
Login Name Login name of the backup account.
Alias Alias of the backup account.
Language Preferred language of the backup account.
Contact Email address of the backup account.
Backup Quota Backup quota allocated for the backup account.
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22.2 Forgot Password Report

User can retrieve his or her password by requesting the forgotten password email via
the web console [Forgotten your password].

An email will be sent to the backup account email address with the password in hashed

format.

A request forgotten password email contains the following information:

Sample

[t

Request for forgotten password

Generated at Thu Jan 19 17:59:53 GMT+08:00 2012

FAQs: User Setting
1. Why are you receiving this report? Legin Mame sUzer-name
When a user visits the forgot password page and Fassword 4QreOUmeWau+VuBXag+Pg==
requests the password for this backup account, all Alias :
registered contacts for this account will receive a Language :English
passwaord reminder email. Ifthe password reminder Contact :username@ex2k10 bsp test

was not requested by an autharized user, please
contact us immediately.

. What should you do after reading this email ?
Your current password is shown under the user
setting. You are suggested to change your password to
amore easily remembered password and delete this

email to avaid any third party gaining your passwaord.

Key Description

Login Name Login name of the backup account.

Password Password of the backup account in hashed format.
Note:
The hashed password can be used to login to the MindtimeOBM
user interface, where the user will be prompted to change the
password.

Alias Alias of the backup account.

Language Preferred language of the backup account.

Contact Email address of the backup account.
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22.3 Backup Job

Report

Backup job report is sent to the corresponding backup account after each backup job

performed.

The report is sent on the 57th minute of every hour by a system routine job, for all jobs

performed during that h

our.

A backup job report email contains the following information:

Sample

*

FAQs:
1. Why are you receiving this

recently.

retention areato free up mo
maore infarmation on how to

Online Backup Job Report - BackupSet

Generated at Thu Jan 19 23:18:30 GMT+08:00 2012

Unit = Mo of files [Total file size]  Data Area™
Retention Area™

Afulllisting of all backup files is available in the attached file, ~ Backup Quota

Remaining Quota

Backup Time (2012019 17.59 - 2012101149 Login Name

17:59 Alias
Job Status :Backup finished successfully Language
Mew Files* 13084417 Contact rusername@ex2k10.bsp test
Updated Fies’ 0103
Updated Access “010] Backup Source : C\Backup Source
Permissions® i But exclude the following:
Deleted Files® :0[0] CBackup SourcelTest.doc
Moved Files® (0[0] ClBackup Source\Testldoc
Copied Files* :0[0]

+ 30[8.44M/12.080 ]

** |nit = Mo of files [Total file zipped size / Total file

report?

You are receiving this report because you are registered
as one of the contacts of this Online Backup account and
this particular account has performed a backup joh

2. What if you have exceeded your quota?
[fyour retention area is not empty, you can empty your

re space. Flease contact us for
increase your storage quota.

[ffurther assistance is required, please referto the FACS.

Size]

Key

| Description

Backup Job Summar

Backup Time

The time when the backup job ran.

Job Status

The overall status of the backup job:

* Backup finished successfully
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* Backup finished with error
* Backup finished with warning
* Backup interrupted by system
* Backup interrupted by user
New Files Total number and size of new files uploaded.

Updated Files

Total number and size of updated files uploaded.

Permissions

Updated Access

Total number and size of permission updated files uploaded.

Deleted Files Total number and size of files deleted.
Moved Files Total number and size of files relocated.
Copied Files Total number and size of files copied.

User Setting

Login Name Login name of the backup account.

Alias Alias of the backup account.

Language Preferred language of the backup account.
Contact Email address of the backup account.

Backup Setting

Backup Source

Backup source selected for the job.

Backup Statistics

Data Area

Total number and size of files stored in the data area.

Retention Area

Total number and size of files stored in the retention area.

Previous copies of updated or deleted backup files are
retained in the retention area according to the retention policy
configured for the backup set.

Backup Quota

Backup quota allocated for the account.

Remaining Quota

Remaining quota of the account.

A full backup job report, containing a listing of all files backed up by the corresponding
job, is also attached to the email in zipped format.
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A full backup job report email contains the following information:

Sample

Generated at: Thu Jan 19 22:138:20 GMT+03:00 2012

Full Backup Report

Login Hame | user-nams New Files™ 2 [B.4M /121K (30%)]
Backup Set BackupSet (132 753 Updated Files* 0 [0/ 0 (0%]]
Backup Job | 2012-01-18 (17:58) Permission Updated Files* 0 [0J0(0%)]
Job Status Backup finished successfully Deleted Files® 0 [0/ 0 (0%]]
Backup Time | 2012/011% 1759 - 20120118 17:58 (HKT) Moved Files* 0 [0/ 0(0%]]
Copied Files® 00040 (0%

* Unit = Mo of files [Total file zipped =ize / Total file size (ratio}]

Backup Logs

Ho. Type Timestamp Backup Logs

1 Info 20120118 17:58 Start [ Windows XP (Ah=ay), Ahsay0BM 6.7.0.0]

2 Info 2012/01M8 17:58 Using Temporary Directory C\Documents and Settingsitemp

3 Info 20120119 1755 Start running pre-commands

4 Info 201200118 17:58 Finizhed running pre-commands

5 Info 201200118 17:58 Start creating Shadow Copy Set ..

(-] Info 2012/01M8 17:58 Shadow Copy Set successfully created

7 Info 201200118 17:58 Deleting Shadow Copy snapshot for velume "CA"

8 Info 201200118 17:59 Start running post-commands

] Info 20120118 1758 Finizhed running post-commands

Ho. Dirs ! Files Zipped | Size [Ratio] Last Modified
1 A 1.5k / 0 [0%] -
2 CABackup Source 1.5k /0 [0%] -
3 CABackup Socurce\Folders 1.5k /0 [0%] -
4 CABackup Source\FolderB 1.5k /0 [0%] -
5 CABackup Scurce\FolderB\Test.doc 268k/10.5k[75%] 2011/07/25 05:54
-] CABackup Source\Folder&\Test.doc 26k /10.5k[F5%] 2011/07/25 09:54

Updated Files

Ho.  Files Zipped ! Size [Ratio] Last Modified
Mo files have been updated.

Permission Updated Files

Ho. Dirs ! Files Zipped | Size [Ratio] Last Modified
Mo Permizsions have been updated.

Deleted Files

Ho. Dirs/Files Zipped | Size [Ratio] Last Modified
No filez have been deleted.

Moved Files

No. Files Zipped | Size [Ratio] Last Modified
Mo files have been moved.

Copied Files

No. Dirs /Files Zipped | Size [Ratio] Last Modified
Mo filez have been copied.

Note: Thiz repert =hows all infermation recerded for thiz backup job
Key:
Backup Logs Information / Warning / Error logged in thiz backup job
Hew Files Files added =ince last backup job. These files are now in the current data area.
Updated Files Files updated since last backup job. These files are now in the current data area while the older version

of the 2ame filez are now in the retention area.

Deleted Files Filez deleted zince last backup job. Theze files are new in the retention area.
Moved Files Filez mowved =ince last backup job. These file movements have been updated on the backup =erver.
Copied Files File=s that are copied from another file with =ame data in =erver. They are copied in 2erver inztead of
being uploaded again.
[C1 Checksum file
o Detta file
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Key

Description

Backup Job Summary

Login Name Login name of the backup account.

Backup Set Name of the backup set.

Backup Job Time of the backup job in the following format:
Year-Month-Day (hour:minute)

Job Status The overall status of the backup job:

. Backup finished successfully
. Backup finished with error
. Backup finished with warning

. Backup interrupted by system
. Backup interrupted by user

Backup Time

Start and end time of the backup job.

Backup Job Statistics

New Files

Total number and size of new files uploaded.

Updated Files

Total number and size of updated files uploaded.

Permission Update
Files

Total number and size of permission updated files uploaded.

Deleted Files Total number and size of files deleted.
Moved Files Total number and size of files relocated.
Copied Files Total number and size of files copied.

Backup Logs

Backup Logs

Log messages of the backup operation.

File List

New File List

List of all new files uploaded.

Updated File List

List of all updated files uploaded.

Permission Updated
File List

List of all permission updated files uploaded.

Deleted File List

List of all files deleted.
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Moved File List List of all files relocated.
Copied File List List of all files copied.
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22.4 Setting Change Report

Setting change report is sent to the corresponding backup account after any setting
change.

This report allows users to keep track of changes made to their backup account.

A backup setting changes report email contains the following information:

Sample

Backup Setting Changes Report

Generated at Thu Jan 19 20:43:51 GMT+08:00 2012

Why are you receiving this report?
You are receiving this report because your personal or backup  Login Mame USE-name

settings have been updated. Please confirm the information Alias -

shown on the right is correct, and thatthese changes were Language :English

requested by an authrozed user an your contact list. If the Contact :username@ex2k10.bsp test

changes were not made by an authorized user, change your
password, correct your settings and see ifthis happens again.
[fthis happens again, please contact us for further
investigation.

[ffurther assistance is required, please refer to the FACS.

Backup Set - BackupSet

Source(s) : C\Backup Source
But exclude the following:
C\Backup SourcelTest.doc

Backup Guota 150G

Schedulels) :Mone
Filter :Mone
Re_terltlnn Customization *Keep deleted files for 7 day(s)
Policy
Transfer Block Size 128k bytes
Pre-Commandis) thone
Fost-Command(s) :Maone
Key | Description

User Setting

Login Name Login name of the backup account.
Alias Alias of the backup account.
Language Preferred language of the backup account.
Contact Email address of the backup account.
Backup Quota Backup quota allocated for the backup account.
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Backup Set
Source Backup source setting for the backup set.
Schedule Backup schedule setting for the backup set.
Filter Backup filter setting for the backup set.
Retention Retention policy setting for the backup set.
Customization
Policy
Transfer Block Transfer block size setting for the backup set.
Size
Pre-Command Pre-backup command setting for the backup set.
Post-Command Post-backup command setting for the backup set.

22.5 Inactive User Report
Inactive user report is sent to backup account inactive for more than 7 days.

The report serves as a reminder that no backup has been performed with this account
for the specified period of time.

For trial account, the account may also be removed from the backup server
automatically, depending on your service providers setting.

An inactive user report email contains the following information:

Sample

Inactive User Report
Generated at: Tue Aug 12 18:21:45 CST 2008

Why are you receiving this report? User Setting
Login Name :NewAccount
You are receiving this report because this backup accounthas Alias :NewAccount Name
been inactive for 30 days. Ifthis account stays inactive for Language :English
another 30 days, this account will be removed from our Contact :new_account@your-company.com

system automatically without further notice. The following is
the backup activity of this account:

Last Login Time : 2008-08-12 05:07:04 PM
Last Backup Time : 2008-08-12 05:02:04 PM

If further assistance is required, please refer to the FAQs
section.

| Key | Description
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Login Name Login name of the backup account.
Alias Alias of the backup account.
Language Preferred language of the backup account.
Contact Email address of the backup account.
Last Login Time Last login time of the backup account.
Last Backup Time Last backup time of the backup account.
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23Web Features

Other than the features of MindtimeOBM described in previous chapters, the web
interface of MindtimeOBS provides you access to some additional features that are not
available in MindtimeOBM. This chapter describes each of these features in details.

23.1 Install MindtimeOBM

Before you can use MindtimeOBM, you have to download the MindtimeOBM installer
from the web interface of MindtimeOBS and install MindtimeOBM onto your computer.
Please refer to the Installing MindtimeOBM section for information on how to install
MindtimeOBM onto your computer.
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23.2 Update User Profile

You can update your user profile by using the [Profile] panel available on the web
interface. To change your profile, just make any changes to your profile on the panel
shown below and press the [Update] button.

User Summary

INo.| Backup Set Retention Area** |Total Up Ioad‘ Total Restore‘

1. New Backup Set 8.4M /8.83M[5% ][5] 475k /0[0%][1] 8.4M[5]
Total 16.81M / 17.66M [ 5%] [12] 961k/0[0%][3]  26.61M[19]

* Unit : Compressed Size [Total No. of Files]
** Unit : Compressed Size / Uncompressed Size [Ratio] [Total No. of Files]

User Profile :

Alias : ldemo

1004k[3]

Language : [m
Timezone : [W
Contacy 1. Name Idemo [Remove]
Email |demo@demoemail.com
2. Name | [add]
Email I
Add-on : Microsoft Exchange Server (Disable) , Microsoft SQL Server (Disable)
Modules Oracle Database Server (Disable) , MySQL Database Server (Enable)

Lotus Dominc (Disable) , Lotus Notes (Disable)
In-File Delta (Enable) , Volume Shadow Copy (Enable) , Continuous Data Protection (Disable)

Key:
Quota Backup Quota
Data Area Total backup data stored in the data area

Retention Area Total backup data stored in the retention area. Old copies of updated or deleted backup
files are retained here for the number of days specified by the retention policy of the
backup set before they are removed from the system.

Total Upload Cumulative data uploaded

Total Restore Cumulative data restored

Key Description
Quota Backup quota
Data Area Total number and size of backup files stored in the data area.

Retention Area

Total number and size of backup files stored in the retention area.

Total Upload

Total number and size of backup files uploaded to the backup
server.

Total Restore

Total number and size of backup files restored from the backup
server.

Login Name Login name.

Alias Display Name of your backup account.
Language Preferred Language for your backup report.
Time Zone Your Time zone.

Contact Email Address that will be used to contact you.
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23.3 Request Forgotten Password

If you have forgotten your password, you can retrieve it by simply entering your login
name or your registered email address on the [Password Request] form and press the
[Request] button. Your password will be sent to your registered email address

automatically.

Logon  Forgot Password ?

A

Powered by
Mindtime
Backup
Login Name:
Password :
Forgotten your password?

remember my login name

Troubleshooting:

i. Check to see if your "CAPS LOCK" is on. Both the Login Name and Password are case sensitive.
ii. If you have forgotten your password, you can use the Forgot Password Page to retrieve your password.
iii. Please check if your system clock is correct. Cookies may function incorrectly if your system clock is incorrect.

MIND THE BACKUP M
-

Mindtime Backup 582

B.V.



Mindtime
Backup

Mindtime Online Backup Manager
User’s Guide

23.4 Restore / Delete / Undelete Backup Files

Using the [File Explorer], you can browse through the backup data (both current and
previous versions) on MindtimeOBS. You can select any current backup files to Restore
or Delete. You can also select any deleted backup files (in gray) to Undelete.

Important:

Restore of native features, e.g. file attribute / permission / symbolic links / junction
points are not supported by the Web Restore Applet.

FAQs | Help | Select Language

» Install Softwar:

Rows/Page: |5° 'I

& Show files As Of PIICRCRPINS m O Show all files @ Show Jobs View Show Advanced Option
Delehel Restore |

(o [rie/orectory | S | Last Modified | zipped [Rotio] |

.

| @ test.mp3 8.82M 2008/07/17 10:12 8.39M [4%]
M B testtxt 3k 2008/06/23 18:33 3k [0%]
Deietel Restore I

Note: . This shows all files / directories within a backup job of a backup set.

1
2. Files shown in light gray color are retained in the retention area.

3. To restore files/directories, check the checkbox next to the files/directories and press the [ Restore ] button.
4. To delete files/directories, check the checkbox next to the files/directories and press the [ Delete ] button.
5. [D] = Differential delta file

6. [I] = Incremental delta file
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23.5 Review Backup Jobs

In addition to reviewing your backup activities from the email report and from
MindtimeOBM, you can also review any of your backup jobs by using the [Report] panel
available on the web interface. To review a backup job, select the required backup job
from the [Backup Set] and [Backup Job] drop-down lists.

ELE T New Backup Set v | IR EE T 2008-08-12 v ml
Job Status  : Backup finished successfully DetailedDE XE’;;EJ’;ZE??B
Backup Time : 2008/08/12 18:27 - 2008/08/12 18:27 (CST) Repom ey
Backup Job Statistics User Account Statistics
New Files* 4 [ 8.4M bytes ] Data Area 8.4M bytes
Updated Files™ 0[0bytes] Retention Area 0 bytes
Updated Access Permissions® 0 [ 0 bytes ] Total Upload 8.4M bytes
Deleted Files* 0[0bytes]

Backup Quota 50M bytes

D e [ Total file s?zi? e Remaning Qiiota |:11:cMiytes
Key Description
Job Status The overall status of the backup job. Normally, you should see

"Backup finished successfully” in this field. If you happen to get
something else, please click the [Detailed Report] image on the

page.

Backup Time The time when the backup job ran.

New Files Total number and size of backup files added to your backup set.

Updated Files Total number and size of backup files updated in your backup set.

Updated Access | Total number and size of backup files with file permission updated

Permissions in your backup set.

Deleted Files Total number and size of backup files deleted from your backup
set.

Moved Files Total number and size of backup files relocated in your backup set.

Copied Files Total number and size of backup files copied to another location

in your backup set.

Data Area The total backup data stored in the data area.

Retention Area The total backup data stored in the retention area. Old copies of
updated or deleted backup files are retained in the retention area
for the number of days as specified by the retention policy of the
backup set before they are removed from the system
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Total Upload

Total number and size of backup files uploaded to the backup

server.
Backup Quota Backup Quota
Remaining Remaining Quota

Quota

You can open the [Full Backup Report] to review all information logged by a backup job
by clicking the [Detailed Report] image on the [Report] panel.

Full Backup Report

Generated at: Tue Aug 12 18:31:05 CST 2008

Full Backup Report

Backup Job Statistics
Login Name | NewAccount New Files* 4 [8.4M / 8.8M (5%)]
Backup Set | New Backup Set (12125 0931 Updated Files* 0[0/0(0%)]
Backup Job | 2008-08-12 (18:27) Permission Updated Files* 0[0/0 (0%)]
Job Status | Backup finished successfully Deleted Files® 01[0/0(0%)]
Backup Time | 2008/08/12 18:27 - 2008/08/12 18:27 (CST) Moved Files* 0[0/0 (0%)]

* Unit = No of files [Total file zipped size / Total file size (ratio}]

No. Type Timestamp Backup Logs

1 Info 2008/08/12 18:27 Start [ Windows XP (WINDOWS-USERY), AhsayOBM 5.5.1.0 ]
2 Info 2008/08/12 18:27 Start running pre-commands

3 Info 2008/08/12 18:27 Finished running pre-commands

4 Info 2008/08/12 18:27 Start running post-commands

5 Info 2008/08/12 18:27 Finished running post-commands

No. Dirs [ Files Zipped | Size [Ratio] Last Modified
1 cA 1.5k / 0 [0%] 2
2 Ciltest 1.5k / 0 [0%] =
3 Ciltesttestmp3 3.4M / 8.8M [5%] 2008/07/17 10:12
4 CiMtestiest bt 5k / 3.4k [0%] 2008/06/23 18:33

Updated Files

No. Files Zipped / Size [Ratio] Last Modified
No files have been updated.

Permission Updated Files

No. Dirs / Files Zipped / Size [Ratio] Last Modified
No Permissions have been updated.

Deleted Files

No. Dirs / Files Zipped / Size [Ratio] Last Modified
No files have been deleted.

Moved Files
No. Files Zipped / Size [Ratio] Last Modified
No files have been moved.

Key Description

Login Name The login name of the user.

Backup Set The name of the backup set.

Backup Job The name of the backup job (which is the start time of the backup
job).

Job Status The overall status of the backup job.

Backup Time The time when the backup job ran.

Backup Logs | All messages logged when running this backup job.
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New Files Total number and size of backup files added to your backup set.
Updated Files Total number and size of backup files updated in your backup set.
Permission Total number and size of backup files with file permission
Updated Files updated in your backup set.

Deleted Files Total number and size of backup files deleted from your backup
set.

Moved Files Total number and size of backup files relocated in your backup
set.

Copied Files Total number and size of backup files copied to another location
in your backup set.

New File List Full list of all backup files added to your backup set.

Updated File List Full list of all backup files updated in your backup set.

Permission Full list of all backup files with file permission updated in your

Updated File List backup set.

Deleted File List Full list of all backup files deleted from your backup set.

Moved File List Full list of all backup files relocated in your backup set.

Copied File List Full list of all backup files copied to another location in your
backup set.
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23.6 Review Storage Statistics

You can review the amount of data you have stored on the backup server and uploaded
to the backup server on each day by opening the [Statistics] panel available on the web
interface. To review your storage statistics for a different month, just select the month
from the [Month] drop-down list.

| profile | Backup Set | File Explorer | Report |

Storage Usage Summary Month (YYYY-MM): '2008—08 VI

|___Date | _ Data Area*® | Retention Area* | Uploaded Size* | _Total Storage* |
2008-08-01 5.8G [ 47631 ] 976.77M [ 8 ] 0[0] 6.76G [ 47639 ]
2008-08-02 5.8G [ 47631 ] 976.77M [ 8] 0fo0] 6.76G [ 47639 ]
2008-08-03 5.8G [ 47631 ] 298k [ 16 ] o[0] 5.8G [ 47647 ]
2008-08-04 5.8G [ 47631 ] 298k [ 16 ] o[o0] 5.8G [ 47647 ]
2008-08-05 5.8G [ 47631 ] 298k [0 ] 0[0] 5.8G [ 47631 ]
2008-08-06 5.8G [ 47631 ] 208k [0 ] 0f[o0] 5.8G [ 47631 ]
2008-08-07 5.8G [ 47631 ] 298k [ 0 ] o[o0] 5.8G [ 47631 ]
2008-08-08 5.8G [ 47631 ] 0[21] 7k[2] 5.8G [ 47633 ]
2008-08-09 5.8G [ 47631 ] 0[2] 0[0] 5.8G [ 47633 ]
2008-08-10 5.8G [ 47631 ] 7k[2] o[o0] 5.8G [ 47633 ]
2008-08-11 5.8G [ 47631 ] 7k[2] 0[0] 5.8G [ 47633 ]
2008-08-12 5.8G [ 47631 ] 7k[21 o[o0] 5.8G [ 47633 ]
Average 5.8G [ 47631 ] 162.92M[ 4] 616 [ 0] 5.96G [ 47635 ]

* Unit : Compressed Size [Total No. of Files]

Key:
Data Area Total backup data stored in the data area

Retention Area Total backup data d in the retention area. Old copies of updated or deleted backup
files are retained here for the number of days ied by the retention policy of the
backup set before they are removed from the em.

Uploaded Size Total data uplocaded on a particular date

Key Description

Date The date that the following statistics are collected.

Data Area Total number and size of backup files stored in the data area on
a particular date.

Retention Area Total number and size of backup files stored in the retention area
on a particular date.

Uploaded Size Total number and size of backup files uploaded to the backup
server on a particular date.

Total Storage Total number and size of backup files stored under your backup
account on a particular date.
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24Further Information

24.1 Contact Us

Refer to the following instruction to find our contact information:

1 Login to the backup application’s user interface.

Mindtime Mindtime
a\Backup a\Backup
Login Mame : | | Login Name : | |
Password | | Password : | |
[T Save password ] Save password
@ Forgot your password? @ Forgot your password?
| Ok & || Cancel & | & Options | Language
[English |zl

Backup Server
|hﬂDS | - ||backup)0(.mindhme.n| |’|

‘ﬁﬂ Proxy Setting
[ Use proxy to access the backup server

Type : o Proxy
Sock
Address
Port
User Mame :
Password :

| oK & || cancel B | = options |

&)
N

2. Click the button from the menu.

3. Contact us by using the information shown in the prompted dialog box.
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Appendix

Appendix A - Supported Languages

MindtimeOBM supports the following languages.

Language Code Language

bg Bulgarian

ca Catalan

cs Czech

da Danish

de German

el Greek

en English

el Spanish

eu Basque

fi Finnish

fr French

hu Hungarian

is lcelandic

it Italian

iw Hebrew

ja Japanese

ko Korean

1§ Lithuanian

nl Dutch

no Norwegian

po Polish
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pt_BR Portuguese (Brazil)
pt_PT Portuguese (Portugal)
ro Romanian
ru Russian
sl Slovenian
Y% Swedish
th_th Thai (Thai Digit)
tr Turkish
zh_CN Chinese (Simplified)
zh_TW Chinese (Traditional)
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Appendix B — How to recover mailboxes from the backup
of a deleted Exchange database

This is an example to restore the mailbox/mail from the backup of a deleted Exchange
database (2007 or above). You need this article only if you don’t have mail level backups.
For a more efficient restore, you are suggested to backup your mailboxes/mails with our
Exchange mail level backup module. Please contact your administrator for more details.

Key:
<Restore DB Path> — the restore location of the mail database
<Restore EDB Path> — the location of mail database .edb file restored
<Restore LogPath> - the location of the mail database log folder restored
<DB Prefix> — database prefix of the mail database restored
<Log Prefix> — log prefix of the mail database restored
<Original DB Name> — name of the mail database restored
<Recovery DB Name> — name of the recovery database
1 Restore the Mail Database file to an alternate location using OBM. After the restore
is completed, the <Restore DB Path> would be <Restore Location>\Microsoft
Exchange\<Server Name>\<Restore DB Name>"
Example:

D:\restore\Microsoft Exchange\DAGI1\restore db
[ |
Show files as of Job: |[2012/10/31 = | |Latest v Filter #!

Folders Name Size Date Modified
= 5 Backup Server \%] E03.chk 8KB 2012/10/3117:06:32 | a
=0 w Microsoft Exchange . E0300000018.10g 1,024 ... 2012/10/26 14:34:01 \“
= lﬁ DAG1 | E030000001A.l0g 1,024 .. 2012/10/26 14:49:11 |
B[ o3 Mailbox Databa [v] | | E030000001B.log 1,024 ... 2012/10/26 15:04:11
- & QAMailbox Dat[d) || E030000001C.log 1,024 .. 2012/10/26 15:19:21
O g Test | E030000001D.log 1,024 .. 2012/10/26 15:34:22
& o5 restore db | EO30000001E.log 1,024 .. 2012/10/26 15:49:31
| E030000001F.log 1,024 .. 2012/10/26 16:04:41
. E0300000020.10g 1,024 ... 2012/10/29 12:11:59
| E0300000021.l0g 1,024 .. 2012/10/30 10:34:20
| E0300000022.l1og 1,024 .. 2012/10/30 10:34:20
| E0300000023.log 1,024 ... 2012/10/30 10:34:20
| E0300000024.1og 1,024 .. 2012/10/30 10:34:20
| E0300000025.1og 1,024 .. 2012/10/31 11:29:45
| E0300000026.log 1,024 .. 2012/10/31 17:06:32
<! ".7,' > [+ | E0300000027.log 1,024 .. 201210/3117:07:00 |,
Delete 1 ltems perpage: 50 v| Page: [1/1 »
[~ Restore files to
) Original location
@ Alternate location : | D:\restore Change @
Search 4 4 Previous Start Restore »  Cancel
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2. Open Exchange Management Shell

E Machine: w0O8r2x-1-13.qa13.ahsay.com

Cmdlets that match a specific string: Help *<stringd>x*

Get general help: Help

Get help for a cmdlet: Help <cmdlet name> or <cmdlet name> -?
Show quick reference guide: QuickRef

Exchange team blog: Get—ExBlog

Show full output for a command: <command> ! Format-List

Tip of the day #71:

Do you want to create a new management role assignment policy that’s based on an existing policy, but you don’t want to
include all of the management roles? Use the Get—ManagementRolefssignment cmdlet and pipe the results to the Uhere cmdle
t. The Where cmdlet excludes any role assignments that contain the roles you specify. The remaining role assignments are

piped to the New—ManagementRolefAssignment cmdlet. Type:
New—RolefAssignmentPolicy <new role signment policy name>
Get—ManagementRoleAssignment —Rol: gnment policy name> ! Where { (5_.Role —NE "<role name 1>")> —fin
d ¢(5_.Role -NE “<role name 1>"> > | New-ManagementRoleAssignment —Policy <new role assignment policy name>
Then you can apply the new policy to a mailbox using the Set—Mailbox cmdlet:
Set—Mailbox <mailbox name> —RolefissignmentPolicy <new role assignment policy name>
UERBOSE: Connecting to w@8r2x-1-13.gal3.ahsay.com

UERBOSE: Connected to w@8r2x-1-13.gal3.ahsay.com.
[PS]1 C:\Windows\system32>

3. Change the working directory to the restore location by using the command below:

cd <Restore DB Path>

Example:

cd D:\restore\Microsoft Exchange\DAGI1\restore db

4. Check the log files for potential corruption issue:

Eseutil /ml <Restore Log Path>\<Log Prefix>

Example:

Eseutil /ml "D:\restore\Microsoft Exchange\DAGI1\restore db\EO3"
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[ Machine: w08r2x-1-13.qa13.ahsay.com

Initiating FILE DUMP mode...

Uerifying

Base

Log
Log
Log
Log
Log
Log
Log
Log
Log
Log
Log
Log
Log
Log
Log

log f
name :

file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:
file:

iles...
E@A3

store\Microsoft

Exchange \DAG1 \»
Exchange \DAG1 \»
Exchange \DAG1 \»
Exchange \DAG1 \»
Exchange \DAG1 \»
Exchange \DAG1 \»
Exchange \DAG1 \»
Exchange \DAG1 \»
Exchange \DAG1 \r
Exchange \DAG1 \»
Exchange \DAG1 \»
Exchange \DAG1 \»
Exchange \DAG1 \»
Exchange \DAG1 \»

dh\EB300000019 .
dh\EB30000001A .
dh\EA30000001B .
dh\EB300080001C.
dh\EB30000001D .
dh\EA30000001E .
dh\EA30000001F .
dh\EB300000028 .
dh\EA300000021 .
dh\EA300000022 .
dh\EA300000023 .
dh\EA300000024 .
dh\EA300000025 .
dh\EA300000026 .
dh\EA300000027 .

FEEEEEEEEEEEEEEEL

Toooooooooooooow

e
\r
\r
\r
\r
\r
\r

A\
\r
\r
\r
\r
\r
\r
\r
\r

Log file: estore\Microsoft db\EB300000028 .

No damaged log files were found.

5. Use the following command to perform a soft recovery to get the database
consistent.

Eseutil /R <DB Prefix> /I /D

Example:

Eseutil /R EO3 /I /D

6. Use the Eseutil to check the shutdown state of the database and it should be in
“Clean Shutdown” state now and it is ready to perform the recovery.

Eseutil /mh <Restore EDB Path>

Example:

Eseutil /mh "D:\restore\Microsoft Exchange\DAGI1\restore db\restore db.edb"
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7.

Create a recovery database:

New-MailboxDatabase -Recovery -Name <Recovery DB Name> -Server <Server
Name> -EdbFilePath <Restore EDB Path> -LogFilePath <Restore Log Path>

Example:

New-MailboxDatabase -Recovery -Name "RestoreDB" -Server "WO8R2X-1-13" -
EdbFilePath "D:\restore\Microsoft Exchange\DAGI1\restore db\restore db.edb” -
LogFolderPath "D:\restore\Microsoft Exchange\DAGI\restore db\Logs”

rr Machine: w08r2x-1-13.gal13.ahsay.com

piped to the New—ManagementRoleAssignment cmdlet. Type:

New—RolefissignmentPolicy <new role assignment policy name>
Get—ManagementRoleAssignment —RolefAssignee <old role assignment policy name> ! Where { ¢(5_.Role -NE “<role name 1>")> —An|
d (5_.Role -NE "<role name 1>") > ! New-ManagementRolefAssignment —Policy <new role assignment policy name>

Then you can apply the new policy to a mailbox using the Set—Mailbox cmdlet:
Set—Mailbox <{mailbox name> —RolefAssignmentPolicy <new role assignment policy name>

UERBOSE: Connecting to wB8r2x-1-13.gal3.ahsay.com

UERBOSE: Connected to wB8r2x—1-13.gal3.ahsay.com.

[PS1 C:\Windows\system32>cd ’D:\restore\Microsoft Exchange\DAGl\restore dbh’

[PS1 D:\restore\Microsoft Exchange\DAGl\restore dh>New—MailbhoxDatabase —Recovery —Name RestoreDB —-Server WBAB8R2X-1-13 -E
hFilePath "D:\restore\Microsoft Exchange\DAGLl\restore db\restore dh.edh"” —-LogFolderPath “D:\restore\Microsoft Exchange\D
AG1\restore db\L 2

UARNING: Recovery database ’RestoreDB’ was created using existing file D:\restore\Microsoft Exchange\DAGl\restore
dh\restore db.edbh. The database must be brought into a clean shutdown state hefore it can he mounted.

Server Recovery ReplicationType

RestoreDB

[PS]1 D:\restore\Microsoft Exchange\DAGi\restore dh>

After the recovery database is created, try to mount the recovery database:

Mount-Database <Recovery DB NAME>

Example:

Mount-Database "RestoreDB"

Mindtime Backup 594

B.V.



Mindtime Mindtime Online Backup Manager
Backu p User’s Guide

9. Check if the recovery database is online:

Get-mailboxStatistics -Database <Recovery DB Name>

Example:

Get-mailboxStatistics -Database "RestoreDB"

E Machine: w08r2x-1-13.qga13.ahsay.com 13

[PS1 D:\restore\Microsoft Exchange\DAGl\restore dh>Get—MailboxStatistics —Databhase RestoreDB

DisplayName ItemCount StorageLimitStatus

BelowLimit

22/18/2812 17:12:42
BelowLimit

SystemMailbox{e69f28ed... 1

[PS1 D:\restore\Microsoft Exchange\DAGl\restore dh>_

You can also check if a specific mailbox exists in the recovery database:

Get-MailboxStatistics -Database <Recovery DB Name> | ?{S_.DisplayName -like
<Mailbox name>} | fl DisplayName, MailboxGuid,DisconnectDate

Example:

Get-MailboxStatistics -Database "RestoreDB" | 2{S_.DisplayName -like "Test2"} |
fl DisplayName, MailboxGuid, DisconnectDate
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10. Open Exchange Management Console and create New User or skip this step if you
are using an existing user:

For example, create a new user named “RestoreUser”

[ exchange Management Console . el =l
File Acton View Help

e 2mlE=

McpsoftCxthange % Mailbox - Entire Forest 3 objects JEETS
] Eﬁ Microsoft Exchange On-Premises (v
] |s4s] Organization Configuration " Create Filter

44 Mailbox 2 Modify the Maximum Num...
EdientAm | Display Name = | aias | Organizational Unit | Redpient Type Details )
[fj: Hub Transpor{ @ Find...
537 Unified Messal I &3 New Maibox...
Server Configurat| s N ilk n
=] E Redipient Configus bt Mail |5l ExportList...
23 Mailbox View
Distribution Gr| U
83 Mail Contact B Introduction Type s |G Refresh
P You can create a new user or select existing users for whom you want to create new
3 Disconnected W e mailboxes. Help
4 Move Request .
2 ken e
: o user =
I Completion o . (g Enable Archive...
- &) Disable
hAdd... X
T /¢ Remove

[[§ Enable Unified Messaging...
b@ New Local Move Request...
L& New Remote Move Requ...

= Manage Send As Permissi...
#2 Manage Full Access Permi...
2 send Mail
D Properties
Help
d _Hep | <Back [ Nea> |  Cancel | i
al I
=i
File Acton View Help
&9 2[m]
5] Microsoft Exchange ¥ Mailbox - Entire Forest <15 e | Actions
=[5 Microsoft Exchange On-Premises (v
[ |:22) Organization Configuration ? Create Filter
4 Mailbox 2 Modify the Maximum Num...
& i isplay Name _~ [ aias [ tional Unit Recipient Type Details
\-_;Q Client Access li_ﬂy— ——— @ Find...
|~% Hub Transpor{
s Unified Messa &4 New Maibox...
Server Configurat] =] New Mailbox = =
=] g Redipient Configu = Boortlst:.
Mailbox View
£ Distribution Gr| I - =
= B Introducti User Information G| Refresh
Gl M.al Sootact d X Enter the user name and account information. =
Disconnecte: B User Type Help
Move Request
@28 Toolbox [ User Information [~ Specify the organizational unit rather than using a defautt one:
[ Mailbox Settings | Browse. . | (g Enable Archive...
I Archive Settings First name: Initials: Last name: & Disable
[ New Mailbox I I I 7 Remove
[ Completion Name: (I Enable Unified Messaging...
I ; New Local Move Request...
User logon name (User Principal Name): &3 New Remote Move Requ...
[RestoreUser | @qa13.ahsay.com | (5 Manage Send As Permissi...
User logon name (pre-Windows 2000): 5 Manage Full Access Permi...
[Restorelser 1 Send Mail
Password: Confirm password: D Properties
I .o | Help
™ User must change password at next logon
Jq | Heb | <Back [ MNet> | cancel | s
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11.  Login User by using Outlook Web Access (OWA)

Outlook Web App cut | RestoreUser -
ail > Inbox Wi Find Someone Options - @ -
4 Favourites New - Delete - Move - Filter - View~ z
{2 Inbox oarch Entire Mailbox el ¥
- oearch cnire Maibox - | ¥
=] Sentltems
Conversations by Date ~ Newest on Top
4 RestoreUser There are no items to show in this view. =
3 Inbox
L2 Drafts
5 Sentltems

@ Deleted Items

L@ Junk E-Mail
ke| Notes
L@ Search Folders

12.  For Exchange 2007 to Exchange 2010 (No Service pack), to restore specific mailbox

account store in the Recovery Database to another user account:

Restore-Mailbox -Identity <Target Mailbox Name> -RecoveryDatabase

<Recovery DB Name> RecoveryMailbox <Src Mailbox> -TargetFolder <Target
Folder> -Confirm:SFalse

Note:

<Target Folder> is a new folder in the Target mailbox created by the restore process.
All the restored data will be saved in this folder.

Example:

Restore-Mailbox -Identity "RestoreUser” -RecoveryDatabase "RestoreDB" -
RecoveryMailbox "Test2" - TargetFolder "Recovery” -Confirm:SFalse
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13.

14.

Outlook' Web App sign out ‘ RestoreUser ~
Mail > Sentltems 1T B8 Find Someone options - @ ~
U= >entmems
il New ~ Delete -+ Move ~ Filter + View o test
L

5 Inbox o=
12:' e =i i “ E 1o testis
5 Sentltems ) test ’ : testi3
@ Deleted Items Test? s Sant ML
L@ Junk E-Mail
lal Notes
4 [ Recovery
4 [ Recovered Data - Test2 - 11/02/2012
3 Deleted Items
3 Drafts
3 Inbox
3 Junk E-Mail
_J Notes
[ Outbox
[3 Sentltems

LA Search Folders

L«l

b= mail

ﬁ Calendar

&, Contacts

- & M ]

https: //w08r2x-1-12fowa/?modurl=0#

Now you can see that the mails and folders from user "Test2” are restored to
Recovery Folder.

For Exchange 2010 SP1 or above, to restore specific mailbox account in the
recovery database:

New-MailboxRestoreRequest -SourceDatabase <Recovery DB Name> -
SourceStoreMailbox <Mailbox GUID> -TargetMailbox <Target Mailbox>

Example:

New-MailboxRestoreRequest -SourceDatabase "RestoreDB" -
SourceStoreMailbox "'f303a901-9059-455a-8baa-bbcda%eb71b" -TargetMailbox

"Test2"

To find out the Mailbox GUID, please use the command “Get-MailboxStatistics”
mentioned in above steps.

Remove Recovery Database after the restore process is completed.

598

Mindtime Backup

B.V.




Mindtime
Backup

Mindtime Online Backup Manager
User’s Guide

Reference:

http://technet.microsoft.com/en-us/library/bb125218.aspx

http://technet.microsoft.com/en-us/library/ff829875.aspx

http://www.mikepfeiffer.net/2011/07/restoring-mailbox-data-from-a-

recovery-database-in-exchange-2010-spl/
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Appendix C - Product Documentations

Please Click Here documentation of all Mindtime Products.
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